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Abstract

Software-based active replication is expensive in terms of
performance overhead. Multithreading can help improve per-
formance; however, thread scheduling is a source of nonde-
terminism in replica behavior. This paper presents a Preemp-
tive Deterministic Scheduling (PDS) algorithm for ensuring
deterministic replica behavior while preserving concurrency.
Threads are synchronized only on updates to the shared state.
A replica execution is broken into a sequence of rounds, and in
a round each thread can acquire up to two mutexes. When a
new round fires, all threads’ mutex requests are known; thus, it
is possible to form a deterministic scheduling of mutex acquisi-
tions in the round. No inter-replica communication is required.
The algorithm is formally specified, and the proposed formalism
is used to prove its correctness.

Failure behavior and performance of a PDS algorithm’s im-
plementation are evaluated in a triplicated system and com-
pared with two existing solutions: nonpreemptive determinis-
tic schedulers and the Loose Synchronization Algorithm (LSA)
proposed by the authors in an earlier paper. The results show
that PDS outperforms nonpreemptive deterministic schedulers.
Compared with LSA, PDS has lower throughput; however, it
provides additional benefits in terms of system dependability
and, hence, can be considered as a trade-off between perfor-
mance and dependability. These characteristics are investigated
with fault injection.

1 Introduction

Software-based active replication is a well-known technique
for providing fault tolerance using space redundancy and fault-
masking. Typically, replication is expensive in terms of perfor-
mance overhead [1-3]. Multithreading can help improve perfor-
mance by exploiting concurrency in thread execution;' however,
since the thread/process scheduling performed by operating sys-
tems such as UNIX is asynchronous with replica execution, mul-
tithreaded replicas can exhibit nondeterministic behavior.

Solutions to replicate multithreaded applications/objects are
based on a nonpreemptive deterministic scheduler, which en-
forces the same thread interleaving on all replicas to achieve
determinism in replica state updates. In Eternal, determinism
is achieved by processing application threads (each of which
serves a client request) sequentially, which is effectively a
single-threaded solution [4]. In Transactional Drago, the ex-
ecutions of multiple logical threads are interleaved: if the run-
ning thread starts an I/O operation, the thread is suspended wait-
ing for I/O to complete while another thread may be scheduled

INote that the performance overhead due to group communication is typi-
cally non-negligible and cannot be reduced by multithreading.

[5].2 Nonpreemptive deterministic schedules, although provid-
ing consistent replica behavior, cannot exploit concurrency in
thread execution, since only one physical thread is scheduled at
a given time. This results in poor scalability and performance of
the replicated system.

In contrast with nonpreemptive deterministic schedulers, [6]
describes a Loose Synchronization Algorithm (LSA) to main-
tain multithreaded replica consistency. The algorithm enforces
a compatible sequence of state updates in all replicas without
requiring the same thread interleaving. This is achieved by in-
tercepting mutex lock/unlock operations performed by applica-
tion threads on accessing the shared data. Intercepting mutex
lock/unlock operations was first suggested in [7] for message-
logging-based recovery.

In the LSA algorithm, one replica (leader) decides the mutex
acquisition order and propagates it to other replicas (followers),
which enforce the leader-dictated order on the execution of their
threads. While the method preserves a large degree of concur-
rency, the presence of inter-replica communication can affect
overall system dependability (as shown in § 5.2).

This paper proposes a Preemptive Deterministic Scheduling
(PDS) algorithm, with no leader/follower structure and no inter-
replica communication. In PDS, the key mechanism to ensure
determinism is the concept of a round (similar to the notion of
a barrier in parallel computing). A replica’s execution is broken
into a sequence of rounds, and in a round each thread can acquire
up to two mutexes. Any thread can trigger a new round. On re-
questing a mutex, a thread ¢ checks if it can acquire the mutex
m it requests. If ¢ cannot acquire m (e.g., m is held by another
thread or 7 has already acquired a maximum number of mutexes
for that round), it then checks whether all other threads are sus-
pended. If so, # starts a new round; otherwise, ¢ is suspended.
When a new round is started, all threads’ mutex requests are
known, and therefore, a deterministic scheduling of mutex ac-
quisitions naturally occurs: threads simultaneously requesting
the same mutex acquire it according to increasing thread ids.

While typically most algorithms for providing fault tolerance
services are formally proved for correctness, this paper addi-
tionally advocates the use of error injection for sound assess-
ment of a proposed algorithm’s dependability. Employing error-
injection allows us to study the failure behavior of the over-
all system (including the algorithm) under realistic scenarios,
which cannot be achieved by using formal methods alone. The
major contributions of this paper are:

e Specification, proof of correctness, and implementation of

2To guarantee determinism, there are situations in which the algorithm waits
for the I/O to complete (keeping the CPU idle) although another thread can be
scheduled.
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a Preemptive Deterministic Scheduling (PDS) algorithm
for maintaining multithreaded replica consistency;

e Study of performance-dependability trade-offs in select-
ing deterministic scheduling algorithms when replicating
multithreaded applications. The target strategies include
PDS, LSA, and a nonpreemptive deterministic scheduler
(NPDS).

A performance evaluation shows that PDS and LSA outper-
form NPDS by providing, respectively, two and five times more
throughput. This is because PDS and LSA can schedule multi-
ple threads to execute at the same time.

An error-injection-based evaluation of dependability shows
that because LSA relies on an inter-replica communication
channel for efficient scheduling of mutex acquisitions, the algo-
rithm is more sensitive to the underlying communication layer’s
fail silence violations. This leads to a larger number of catas-
trophic failures (i.e., cases in which the entire replicated system
fails) for LSA than for PDS. (NPDS dependability characteris-
tics are similar to those of PDS because neither of the two al-
gorithms uses inter-replica communication.) Therefore, if mini-
mizing downtime is crucial (as it is for highly available systems),
PDS is a more appropriate choice than LSA; if performance con-
cerns have priority over minimizing downtime, then LSA can be
preferred to PDS.

Finally, error-injection experiments make it evident that er-
rors originating from the underlying communication layer (En-
semble [8] in our experiments) do propagate and can lead to
catastrophic failures of the entire replicated system. Conse-
quently, we argue that a middleware that provides fault toler-
ance services (e.g., reliable communications, process recovery)
to applications should itself be fault-tolerant.

2 Related Work

Early research on software-based replication focused on syn-
chronizing replicas at the interrupt level. For example, in the
TARGON/32 system, asynchronous events (e.g., UNIX signals)
are transformed into synchronous messages delivered to the des-
tination process and its backup [9]. In the Hypervisor system
(based on a primary/backup model) a virtual machine layer, be-
neath the operating system, uses a hardware register to count
the instructions executed by a primary machine between two
hardware interrupts [10]. This information is sent over the net-
work to a backup machine. The backup uses instruction counts
to reproduce the effects of the primary’s hardware interrupts
with respect to the backup’s instruction stream. Delta-4 pro-
vides semi-active replication with a leader/follower model and a
preemption-synchronization mechanism. When an interrupt ar-
rives, the leader determines the next preemption point at which
the interrupt will be served and sends this information to follow-
ers. The scheme is called semi-active because only the leader
interacts with the clients [11]. Synchronizing at the interrupt
level in software suffers from large performance overhead due
to the necessity of transferring fine granularity synchronization
information over a network. In [12], nondeterminism is solved
for real-time systems off-line, via schedulability analysis.

More recent software approaches to replication attempt to
take advantage of the object-oriented paradigm and advocate
object replication rather then process replication (as discussed
above). AQuA provides transparent, single-threaded replication
to CORBA objects by means of proxies [1].

Solutions to replicate multithreaded applications/objects are
based on a nonpreemptive deterministic scheduler. In Eternal,
application threads are processed sequentially [4]. In Transac-
tional Drago, the executions of multiple logical threads are in-
terleaved on performing I/O operations [5].

The Loose Synchronization Algorithm [6], proposed by the
authors in an earlier paper, captures the natural concurrency in a
leader replica and projects it on follower replicas through inter-
replica communication. To the best of our knowledge, this is the
first multithreaded solution for maintaining replica consistency.

3. System Model: Definitions and Assumptions

The system consists of a set of identical multithreaded pro-
cesses (replicas) running on different nodes. Each replica con-
sists of a set of threads 7 and a set of mutexes M used to
protect partitions of shared data (7 and M can be infinite). It
is assumed that the same thread/mutex ids are associated with
corresponding threads/mutexes of different replicas; this can be
enforced by using a hierarchical thread/mutex naming scheme
(e.g., as described in § A). We define three atomic actions: (1)
request(m, t), which corresponds to thread 7 requesting a mutex
m; (2) acquire(m,t), which corresponds to thread ¢ acquiring
mutex m; and (3) release(m,t), which corresponds to thread ¢
releasing a mutex m.

Definition 1 (Mutex Acquisition) A rriple (m,1,k) € M xT x
N denotes a mutex acquisition made by thread t on mutex m; this
is the k™ mutex acquisition made by t.

Expressing mutex acquisitions as triples emphasizes that they
are unique within each replica. To simplify the notation, how-
ever, a mutex acquisition (m, ,k) will be referred to as a pair
(m,1); k is retrieved by applying a function index to the pair
(e.g., k = index(m,1)).

Two mutex acquisitions are defined to be conflicting if they
are made by different threads on the same mutex. In general,
the order in which conflicting mutex acquisitions are made may
affect the result of a computation.

Definition 2 (History) The history H" of a replica r is the se-
quence of mutex acquisitions by its threads at a given time. The

H
notation (m;, t;) < (mj,t;) indicates that (m;, t;) temporally pre-
cedes (mj, t;) in H'.

Since threads within a replica r execute on the same node,
the order of the mutex acquisitions in H” is determined by the
time (using the node’s local clock) at which the threads make
the acquisitions. Enforcing the same history on all replicas (un-
der the assumption of determinism as defined later) makes all
replicas behave in the same way. This, however, is a stronger
requirement than necessary, since only the causal dependencies
between mutex acquisitions need to be preserved.

Definition 3 (Causal Precedence) The causal precedence be-
tween two mutex acquisitions (m;,t;) and (mj,t;) in a history
H, ie., (m;,1;) 4 (m;, t;), is defined as the transitive closure of
the following relation: "
1.t =t N (my,t;) < (my,t;), for mutexes acquired by the
same thread, or
2. mj =mj A\ (my, ;) < (mj, 1;), for conflicting mutex acquisi-
tions.

T
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Causal precedence implies temporal precedence, while the
reverse is not necessarily true. The notion of causal prece-
dence between two mutex acquisitions in a multithreaded pro-
cess is analogous to the notion of causal precedence between
two events in a distributed system [13]. Because concurrent
events in distributed systems are not causally related, concurrent
mutex acquisitions in a multithreaded process are those acquisi-
tions whose actual order of execution does not affect the result of
the computation. To preserve concurrency, we allow replicas to
schedule concurrent mutex acquisitions independently. Based
on the notion of causal precedence, the next definition intro-
duces the causal set of a mutex acquisition, which represents
all mutex acquisitions upon which a given mutex acquisition is
causally dependent.

Definition 4 (Causal Set) Given a mutex acquisition (m,1t) in a
history H, the causal set of (m, t) is the set Oy (m,t) = {(m', 1) €

H| (') 5 (m,0)} U{(m,1)}.

A deterministic scheduling algorithm must assume that
threads behave deterministically between two consecutive mu-
tex acquisitions. This assumption is somewhat similar to the
piecewise deterministic assumption made by proponents of
message-logging checkpointing [14]. While determinism is tra-
ditionally expressed in terms of state, the causal set is used as an
abstraction to represent a thread’s view of the replica’s state at
the moment of a given mutex acquisition.? In this context, we re-
fine the piecewise deterministic assumption made for message-
logging checkpointing as follows:

Definition 5 (Piecewise Thread Determinism) A thread t in a
replica r is piecewise deterministic iff given its last mutex ac-
quisition (m,t), the behavior of t is uniquely determined by
Onr(m,t) and the replica’s initial state S},. In particular, from
the initial state (i.e., before its first mutex acquisition), t’s be-
havior is uniquely determined by S,.

Because of this definition, outputs emitted by ¢ between a mu-
tex acquisition (m, r) and its next mutex acquisition are a func-
tion only of 0y (m, ) and Sj;. Moreover, race conditions are
precluded. Observe that a thread’s behavior in general depends
on the inputs the thread receives. Although the above definition
does not explicitly mention replica inputs, these can be incor-
porated in the model by requiring that corresponding threads of
different replicas are supplied the same sequence of inputs at the
same logical time.*

We now define the correctness properties of a determin-
istic scheduling algorithm. First however we introduce two
predicates: (1) t requests m, which holds if thread ¢ has re-
quested a mutex m but has not acquired it yet (according to
the action definitions given earlier); and (2) t owns m, which
holds if thread ¢ has acquired mutex m and has not released
it yet. Formally, these predicates are defined as follows:’
t requests m = — acquire(m,t) S request(m,t); and t owns m =

3For example, suppose that a thread #’s behavior after each of its mutex acqui-
sition (m, 1, k) can be described as a function F((m, t, k), LS;, SSy), where LS,
and SS,, are, respectively, #’s local state and the replica shared state associated
with m, both at the moment of (m, 7, k). Then, it can be shown that 7’s behavior
can be expressed as a function §(0y (m, 1, k), Sp), were S is the replica initial
state.

4This is relatively simple for blocking 1/0O operations.

5The linear temporal logic symbol S denotes since. p S g indicates that g
was true in the past and p has been true from that moment until now.

= release(m, t) S acquire(m, t). For a given application, we also
define a mutex dependency graph as a directed graph G = (V, €)
where:
1. V = T is the set of vertices, £ C T x T is the set of edges,
and
2. (t,1") € € iff thread f requests a mutex owned by thread ¢,
ie.,Im e M. (t requestsm A t' owns m).

The presence of a cycle in the mutex dependency graph is indi-
cated by the following predicate cycle:

cycle = 3Aty...t,_1 €T Amg...my_1 € M.
n—1
/\ (t,- requests m; A 1(i41) mod n OWNS m,-) .
=0

Using the introduced predicates, the properties expected from a
correct multithreaded application are formalized:

Definition 6 (Correct Application) A multithreaded applica-
tion with piecewise deterministic threads is defined to be correct
1. Each application thread releases only mutexes it owns;
2. If an application thread executes infinitely often, then the
thread (a) eventually releases each mutex it acquires and
(b) requests mutexes infinitely often;

3. The mutex dependency graph is acyclic.

The correctness of a deterministic scheduling algorithm is de-
fined with respect a correct application as the conjunction of an
Internal Correctness property, which defines the behavior of the
algorithm only with respect to one replica, and an External Cor-
rectness property, which defines the behavior of the algorithm
with respect to other replicas. These two properties are formally
defined below.

Property 1 (Internal Correctness) Given a replica r execut-
ing a correct application, the following conditions must always

hold:

1. (Mutual Exclusion) At most one thread holds a given mu-
tex: acquire(m,t) < acquire(m,t') — acquire(m,t) <
release(m,t) < acquire(m,t');

2. (No Lockout) If a thread requests a mutex, then the
thread will eventually’ acquire the mutex: request(m,t) —
O acquire(m, 1).

Property 2 (External Correctness) Given two replicas r1 and
ro executing a correct application and started from the same
initial state, two conditions must always hold:

1. (Safety) The causal sets of the mutexes acquired by both
replicas are the same: (m,t) € H* NH™ — Ogn (m,1) =
aHfz (m, t),

2. (Liveness) Any mutex acquisition made by ry is eventually
made by ry: (m,t) € H* — { (m,t) € H™.

In a replicated system, a deterministic scheduling algorithm
is required to satisfy the above correctness properties for any
pair of replicas.

Given a predicate p, “p holds infinitely often” indicates that from now on
p holds an infinite number of times (this is denoted with (] ¢ p using linear
temporal logic operators). In practice, parts (a) and (b) of the definition state
how threads must behave if they are always making progress.

TThe linear temporal logic symbol ) denotes eventually.
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Figure 1. PDS-1 sam-
ple execution 1.

Figure 2. PDS-1 sam-
ple execution 2.

4. Specification of the PDS Algorithm

In the following, it is assumed that a total order relation ’ <’ is
imposed on the set of replica threads 7, using which threads can
be sorted; this order is the same for all replicas. Also, in the ap-
plication threads the system calls 1ock and unlock, to acquire
and release a mutex, are replaced with the functions pds_lock
and pds_unlock.

For ease of understanding, we first present an overview of
the PDS-1 algorithm, in which each thread can acquire at most
one mutex per round. We then provide detailed specification of
the PDS-2 algorithm, which improves concurrency by allowing
a thread to acquire up to two mutexes per round.® This section
assumes that the set of application threads 7 and the set of appli-
cation mutexes M are finite and do not change; this restriction
is removed in § 4.3.

The PDS algorithm, as described in this paper, does not sup-
port recursive mutexes, i.e., mutexes that can be acquired con-
secutively times by their owner without being released. The al-
gorithm can however be easily extended to handle such mutexes;
furthermore, higher-level synchronization primitives (e.g. con-
dition variables) can be implemented easily based on the mutex
primitives presented in this paper.

4.1. PDS-1 Algorithm Overview

A replica’s execution is broken into a sequence of rounds,
and in a round each thread can acquire at most one mutex. On
requesting a mutex, a thread ¢ checks whether all other threads
are suspended. If so, 7 triggers a new round; otherwise, ¢ is
suspended. When a new round is started, all threads’ mutex
requests are known, and therefore, a deterministic scheduling
of mutex acquisitions naturally occurs: threads simultaneously
requesting the same mutex acquire it according to increasing
thread ids. Because all threads must have requested a mutex
in order for the next round to fire, it is important that no thread
have unbounded computation or blocking time between a mutex
acquisition and the following mutex request. This is required
by the definition of correct application (see § 3) and is further
discussed in § 4.4.

Figure 1 shows an execution in which only two threads are
considered. At beginning of round n, thread #; and #» have re-
quested mutex m; and mo, respectively (indicated by small black
circles in Figure 1(a)). Since the mutexes are different and no
thread owns these mutexes, #; and #, can acquire them and run
concurrently throughout round n (indicated by right-hand arrows
in Figure 1(b)) until they both request the next mutex, namely

8 Allowing a thread to acquire more than two mutexes per round leads to
race conditions. Consequently, additional support must be provided. This is the
subject of further study.

ml ml m4
unlock m2

n+l
E unlock m2 B

m2  unlock m2

m2

n (@) n+l n (b n+l

Figure 3. PDS-2 execution.

n+2

my, for t; and mg for t, (see Figure 1(c)). At this point, round
n + 1 fires, after which thread 7, can acquire mg but #; cannot
acquire ms because this mutex is held by #,. Eventually, thread
15 requests my (see Figure 1(d)) and fires round n + 2. Thus £,
is granted m4 and, by executing, has a chance to release mo and
so let #; execute as well.

Figure 2 presents a more complex execution scenario of the
PDS-1 algorithm. At beginning of round n, threads #; and #,
have requested my, while #3 and #4 have requested ms. Threads
#; and t3 can execute concurrently because they have requested
different mutexes and have the lowest ids with respect to the
mutexes they request. Threads 7, and 74, remain suspended (see
Figure 2(a)).

Later, #, releases m; and 3 releases my (indicated by white
circles in Figure 2(b)); as a consequence, f» and 74 can resume
their execution. Thus, all threads can run concurrently. In Fig-
ure 2(b), thread #3 has been suspended upon requesting ms. To
ensure deterministic behavior, #3 needs to wait for the other
threads to “declare their intention” in terms of which mutex they
want to acquire next.

In Figure 2(c) all threads have requested m3 as the next mu-
tex. At this point, round n + 1 fires and #; acquires ms3. In
Figure 2(d), when #, releases ms, f5 is granted m3 and so runs
concurrently with #;.

4.2. PDS-2 Algorithm

In this section, the PDS-1 algorithm is extended (to improve
concurrency) by allowing each thread to acquire up to two mu-
texes per round. Figure 3(a) shows an instant in the PDS-1 ex-
ecution represented in Figure 2 where, during round n, threads
11,12, and t3 are suspended because the new round cannot fire
unless 4, still running, requests its next mutex. This waiting is
not necessary. Indeed, whichever mutex #, requests next, say
m', at the next round ¢, will be scheduled only after any thread
with a lower id and requesting m' is scheduled and releases m'.
Therefore, it is possible to determine a new mutex acquisition
scheduling for #1, 2, and #3 before 74 reaches the end of round n
(as t1, 12, and t3 have ids lower than #4). This potentially permits
all threads to run again concurrently and reduces thread waiting
time at the round boundary.

In the PDS-2 algorithm, each round is divided into two steps,
and each thread can acquire at most two mutexes per round. Fig-
ure 3(b) shows the PDS-2 execution corresponding to the PDS-
1 execution of Figure 3(a), where #; and t» are allowed to ac-
quire their next mutex and proceed to step 1 before the higher id
threads 73 and 74 have requested their first mutex for that round,
i.e., have completed step O.

Due to space limitations, an extensive description of the pseu-
docode (Figure 4) and a correctness proof for the PDS-2 algo-
rithm are relegated to [15]. Besides deriving a paper-and-pencil
formal proof (based on modelling the algorithm as an I/O au-
tomaton), we used the Spin model checker [16] to automatically
verify the Internal Correctness Property of our pseudocode. We
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TYPE M, T
STATE
mutex : M — tuple of owner :

q : array[0..2] of seq(7T)

1: Procedure resume_thrs(t:
2
3
4
step: T — 0..2 5
6
7
8
9

local nt: 7~
for allm € M do
nt := next_thr(m)
if nt LA nt # t then
mutex(m).q(step(nt)) :=
tail(mutex(m).q(step(nt)))
n_suspended :=n_suspended - 1
mutex(m).owner := nt

are currently investigating how to automatically verify the Ex- n

ternal Correctness Property as well. This task is complicated
by the difficulty of representing the causal set notion in a model
checker, where the modeled system has to have finite state.

TUu{l};

decl : array|[1..2] of 27

n_suspended : N

gm : M /* Private mutex used to serialize ac-
cesses to PDS code. */

4.3. Dynamic Mutex and Thread Creation :
INITIALLY 10:

step of the same round) at different replicas.
Similarly, to enable dynamic thread creation, we introduce a

To enable dynamic mutex creation, the changes to the PDS , . resume(nt)
1 ith d de in Fi 4) traiohtf d Iti Vm e MVj € 0..2. mutex(m).owner =L 1: end if
algorithm (pseudocode in Figure 4) are straig orward. is A mutex(m).q(j) = () 1 end for
sufficient to replace the set of all mutexes M with a set of Vie T.step(t) =0 . Procedure pds_lock(m: M)
current mutexes mutexes C M and to introduce two func- Y/ € 1.2 declj) =0 2 localt: T
: d n_suspended = 0 3. lock(gm)
tions, pds_mutex_g reate an pds_'mut ex_des"c:.roy, DEFINITIONS ¥ U= curr_thr()
for adding and removing mutexes, respectively. No additional  can_acquire(m : M,1: T) = 5. step(t) := step(t) + 1
mechanism is required for maintaining strong replica consis- mutex(m).owner =LA\ step(1) < 2 A 6 decl(step(n) := decl(step(t) U {t}
. der the pi ise thread d e . t = head(mutex(m).q(step(1))) A 7 mutex(m).q(step(t)) :=
tency, since under the piecewise thread determinism assumption, mutex(m).q(step(1)) #<>NA step(t) = N sorted._insert(mutex(m).q(step(t)),
threads create mutexes at the same logical time (i.e., at the same min{k € 0..1 | mutex(m).q(k) # ()} A 9. n_suspended := n_suspended + 1
(step(t) >0 = (V' e T |1 <t. 0:  resume_thrs(t)
1

1" € decl(step(1)))) :

if = can_acquire(m, 1) N\
next_thr(m : M) =

n_suspended = #T then

set of the current threads threads C T, which replaces 7 in the L if VreT. - canacquire(m,1) 1o new _round(t)
seudocode, and two additional functions, pds_thr_create ¢ if - can-acquire(m, ) 13 endif
p > . . ¥ p SYSTEM FUNCTIONS 4. if = can_acquire(m, t) then
and pds_thr_exit, for adding and removing threads, respec- curr_thr(): T Returns the current thread. s, suspend(gm)
tively. Unlike dynamic mutex creation, dynamic thread creation lock(m : M) Locks a mutex 7. 16 else
unlock(m : M) Unlocks a mutex . 17: mutex(m).q(step(t)) =

involves additional complexity for enforcing strong replica con-
sistency. This is because of the arbitrary temporal separation be-
tween the time at which a parent thread 1, creates a child thread

suspend(m : M) Atomicaly releases a mu- g,
tex m and suspends the cur- o,

rent thread, which holds m 5.

tail(mutex(m).q(step(t)))
n_suspended :=n_suspended - 1
mutex(m).owner := t

t. (an event synchronous with the PDS algorithm) and the time resume(t : T K?::nﬁ:u::ﬁ?e.ad ‘. - Z:ﬁ,icfk(gm)
gf the actual executiqn of z.’s first instruction (aq event depend- . procedure new_round(t: 7) . Procedure pds_unlock(m: M)
ing on thread scheduling performed by the operating system and, 2 forallm € M do 2 localnt: T
hence, asynchronous with the PDS algorithm). 3 mutex(m).q(0) := mutex(m).q(0) : locllc(gzn)) N
L . N . . . . . ~ X mutex(m).owner :=

To eliminate this asynchrony, #.’s execution is resynchronized : ml‘}?::;f)m(;(?)(l): ()mutex(m) q2) Mg
with PDS (at each replica) at the beginning of round n+1, where ¢ mutex(m).q(2) := () 6 ifnt #L then
n is the round at which 7, is created by 1,. .’s first instruction ’ :nd fll;r ra ! m‘z‘;’;(l‘e‘?(%s‘ef(’g‘;?)(;;)))
waits for r01_1nd n+ 1 to fire, and round n + 1 can fire only When 3 °rs ;p(ft )E: A o : | (nutes(n) i s fuspended L
all threads (including #.) are suspended. A similar synchroniza- 1 end for 10 mutex(m).owner := nt
tion is used for thread termination, so that threads are terminated '* geci( é )= g :; en(’f‘;f“me(“‘)
at the beginning of the same rounds at all replicas. Moreover, |, r::ufni_'fhrs([) 15 unlock(zm)

when a thread ¢ invokes pds_thr_exit before terminating,
t is removed from threads; thus, at this time it is necessary to
check whether a new round-firing is enabled.

As a final requirement, both pds_thr_create and
pds_mutex_create must return the same thread/mutex ids
for corresponding threads/mutexes of different replicas; this
can be enforced by using a hierarchical thread/mutex naming

Figure 4. PDS-2 algorithm.

inserting acquisitions on an artificial mutex so that these periods
are broken into execution chunks of similar duration.

(2) If threads are suspended for data/connections to arrive,
then in principle 7 can be arbitrary large. However, there is a

scheme (see § A).

4.4. Ensuring Timely Mutex Requests

The PDS algorithm requires that each application thread must
acquire mutexes infinitely often (see § 3) in order to guarantee
that new_round actions fire infinitely often and, hence, appli-
cation threads can always make progress. In addition, timely
mutex requests are important for the algorithm’s performance.
The key factor in achieving high performance is the relative
difference in the amount of time 7 that each individual thread
spends between a mutex acquisition and the following mutex re-
quest (within the same thread). If all threads take the same time
T, then the PDS algorithm provides high performance indepen-
dently of the specific value of 7. Noting that 7T is determined by
the computation and the I/O that a thread performs, we briefly
discuss cases in which an application may not provide timely
mutex requests.

(1) If threads exhibit long periods of computation between
two mutex requests, application threads can be instrumented by

range of applications in which a replicated server will be sub-
jected to regular loads (e.g., consider a call-processing appli-
cation where threads estabilish line connections for incoming
calls). For these applications, new data/connections are regu-
larly available to all threads and the PDS algorithm performs
well. Solutions to handle late data/connection arrivals are dis-
cussed in [15].

4.5. Using the PDS Algorithm with Majority Voting

Because the PDS algorithm does not require inter-replica
communication, no additional failure modes are introduced by
using the algorithm beyond what one would have in a typical
replicated system. For example, in an active replication scheme
with 2f 4 1 replicas, up to f arbitrary failures can be masked by
majority voting on replica outputs.

The issue of majority voting for single-threaded replicas is
relatively straightforward. Here, majority voting requires replica
output consistency, for which two conditions must be met: (1)
input consistency, in which the input requests are identical and
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Replical Replica2 Replica3

[ )} (5o | o ) Table 1. Services’ Description.
REPLICATION ERAMEWORK | — e Service Type | Sequence of Activities (and Corresponding Scenario)
foar o e - . Adaptive fostios b fvstios 1 Hvst:os | A lock mg—lock m1—unlock mgo—unlock 71 —1/O—lock nz—unlock mo—1/O
jVSL: Virual Socket Fdfer [ Ch;m ] [ Chicm } { i i ] [WLI DSJ% [VSLI DS]? i{VSL:I Ds]i (C([))mbinatioln of accesseos to a two- ;nd one-level (2iata structur2e).
DS ;‘)eete;rrlggmltng NPDS) [ TCP/IP ] [ TCP/IP [ TCP/IP IFnsemblc] E[Fnscmblc]i E{Fl\scmblc]i E{Fntcmblc]i B lock mz—lock m4~1/O-unlock mz—unlock m4-1/O
—————————————————————————————— T i . - [ — P | S—" | s— (access to a two-level data structure).
‘ = : : =1 C lock ms—unlock ms-1/O-lock ms—unlock ms—1/O
(two consecutive accesses to the same one-level data structure).
- - D lock mg—unlock mg-1/O-lock m7—unlock m7-I/O
Flgure 5. Experlmental Setup. (two consecutive accesses to two different one-level data structures).

delivered to correct replicas in the same order [17], and (2)
replica determinism, in which, in the absence of faults, any ex-
ecution of the replica starting from the same initial state and
processing the same ordered set of input requests leads to the
same-ordered set of output messages [18].

For multithreaded replicas, the condition of replica deter-
minism is replaced with the condition of piecewise thread de-
terminism (discussed in § 3). In addition, output consistency
needs to hold only with respect to corresponding threads across
replicas, while the voter must compare replica outputs on a per-
thread basis. Output comparison on a per-thread basis is nec-
essary because the PDS algorithm (similarly to the LSA algo-
rithm [6]) synchronizes replicas on shared state updates. As a
consequence, it does not guarantee any ordering on the outputs
produced by different threads at different replicas. Threads can
be scheduled in a different order and/or executed with different
timing. To support output comparison on a per-thread basis it
is necessary that replicas (1) use identical thread ids for corre-
sponding threads and (2) tag their outputs with the logical id of
the thread generating the output.

5. Performance-Dependability Trade-offs

Thus far we have provided the details of the PDS algorithm,
formally specified it, and (in [15]) verified its correctness. The
next sections discuss an experimental evaluation of the algo-
rithm from both performance and dependability perspectives.
The necessity for performance assessment is clear. Although
a level of dependability assessment has been achieved formally,
the process is not complete unless the algorithm is also evalu-
ated experimentally, especially with regard to its response under
a wide range of failures. The goal of the dependability assess-
ment is to evaluate the fault resilience of the algorithm. Whereas
the goal of a deterministic scheduling algorithm is to support
failure masking, it is critical that the algorithm itself does not
constitute a major source of failures in the system.

The analysis of the PDS algorithm’s performance and de-
pendability characteristics is pursued through an experimental
study of the performance-dependability trade-offs involved in
selecting deterministic scheduling algorithms when replicating
multithreaded applications. The considered algorithms include
the PDS algorithm (introduced in this paper), the LSA algorithm
(introduced in [6]), and a nonpreemptive deterministic schedul-
ing (NPDS) algorithm (based on the Transactional Drago’s algo-
rithm [5] proposed in the context of transactional applications).

5.1. Performance Evaluation

In this section, performance is evaluated running a synthetic
benchmark (described below), which emulates different levels
of parallelism in a multithreaded replica execution in an ac-
tive replication configuration with majority voting. Two perfor-
mance measures are used: (1) the replicated server’s throughput
(number of client requests served per second) and (2) the repli-

cated server’s latency (time interval between sending a request
and receiving a response to this request), as seen by a client.

The experimental setup (see Figure 5) consists of two Ether-
net 100 Mbps LANSs, one connecting the clients to a voter/fanout
process and the other connecting the voter/fanout process to
three replicas. Replicas and voter execute on Pentium III 500
MHz-based machines running Linux 2.4, and Ensemble 1.38 [8]
is used for group communication. The replication framework
employed is the Virtual Socket Layer [15], which provides trans-
parent active replication to socket-based applications.

Synthetic Benchmark. A synthetic benchmark models a mul-
tithreaded, networked server in which 10 worker threads serve
requests coming concurrently from 15 clients. By setting the
number of incoming client requests greater than the number of
server threads, we can study the maximum server throughput.
A client request is composed of a header, which specifies the
(random) type of the service requested (described later), and a
payload message, which has random contents and size (the size
is uniformly distributed between 0 and 1000 bytes). Each client
continuously generates a random request and waits for the re-
sponse to arrive.

Serving a client request involves two steps: (1) fast con-
version of the payload (lower-to-upper case string conversion
is used in the experiments), an operation used solely to enable
the voter to verify that corresponding server threads at different
replicas serve the same client requests (any inconsistency is de-
tected as a value fault, since the conversion result is included
in the server response), and (2) execution of a sequence of (i)
mutex acquisitions modeling accesses to shared data and (ii) I/O
activities (emulated by thread suspension) modeling server ac-
cess to a persistent storage, e.g., data base. The two activities
are interleaved to model variable workloads and allow different
parallelisms in thread execution. The duration of I/O activity is
arandom variable uniformly distributed in [0, D;n], where Dyax
is a parameter that can be varied to emulate different levels of
parallelism offered by the benchmark: the larger D,,,,,, the more
parallelism in thread execution.

Using the above workload model, four types of services are
generated (see Table 1). For example, to serve a request of type
A, a server thread ¢ first acquires mutex my and mutex m; ; then,
the mutexes are released in the same order. This acquisition se-
quence is typical of accesses to two-level data structures, e.g.,
a hash table, where m( protects the table of pointers to the col-
lision lists, and m; protects the particular collision list contain-
ing the requested element. Next, I/O is performed, after which
thread ¢ acquires m, and releases it; this is to model an access to
a different data structure. Finally, a second I/O is performed.

By having each client generate a random mix of these ser-
vice types, we model a realistic scenario in which some server
threads will serve the same request type and so will contend for
the same mutexes, while other threads execute independently of
each other.
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Figure 6. Triplicated server.

Triplicated Server Experiments. Figure 6(a) shows the trip-
licated server’s throughput, measured at the client side, as a
function of D,,. All algorithms perform almost identically
when D, is zero: since replicas run on single-processor ma-
chines, threads are serialized. As D, increases, i.e., the po-
tential concurrency in thread execution increases, the LSA algo-
rithm performs best, while the NPDS algorithm performs poorly
(LSA provides about five times more throughput than NPDS).
The PDS algorithm stays in the middle between the LSA and
the NPDS (PDS provides about two times more throughput than
NPDS); therefore, PDS can be considered a compromise be-
tween aggressive concurrency at the expense of inter-replica
communication (LSA), which gives better performance, and in-
dependent replica execution at expense of concurrency (NPDS),
which provides better error resilience (as discussed in § 5.2).
The throughput of all algorithms decreases as D, grows be-
cause the service time increases while the number of server
threads is fixed.

Figures 6(b) and 6(c) show, respectively, server throughput
and latency as functions of experiment execution time for D,y
set to 50 ms. The two graphs, in addition to reinforcing the
conclusions (from Figure 6(a)) on the relative performance of
the tested algorithms, show also that PDS-2 provides about 12%
more throughput than PDS-1 (this holds also for lower values
of D,,). To explain the large diversity in terms of performance
between the NPDS and PDS algorithms, Figure 6(d) shows the
number of concurrently executing threads (i.e., those threads not
suspended by the scheduling algorithm) for the PDS-2 algorithm
and the NPDS algorithm. Observe that while the PDS-2 curve
has a periodic tooth-saw shape (which is in synchrony with the
algorithm round firing), the NPDS curve is almost always one,
occasionally decreasing to zero when the running thread invokes
the function accept for accepting a new client connection and
another thread is scheduled.

The above experiments show the LSA algorithm perform-
ing better than the PDS algorithm. It should be noted, though,
that this result can be inverted if inter-replica communication is
costly, e.g., when the network bandwidth is scarce or the num-
ber of replicas is large. On the other hand, the NPDS algorithm
always performs worse than both LSA and PDS, as long as there
is parallelism in replica threads’ execution that can be exploited.

5.2. Dependability Evaluation

This section provides a dependability assessment and com-
parison of the PDS and the LSA algorithms using software-
based error injection. Three dependability measures are used:
(1) the number of catastrophic failures (cases in which the entire
replicated system fails®), (2) the replica’s error-manifestation ra-
tio (ratio between manifested and injected errors), and (3) the
replica’s manifested-to-activated'® error ratio (when available).
The number of catastrophic failures must be minimized in highly
available systems. The error manifestation ratio characterizes
the likelihood that an error causes a failure (including a single
replica and an entire system failure). It can be used to calculate,
given the error arrival rate, the replicated system availability.
The manifested-to-activated ratio provides a closer look into the
error sensitivity of a replica code. We now summarize the major
findings from our error-injection experiments:

1. About 36000 single-bit errors were injected uniformly into
text, data, and heap!! segments of a replica process (includ-
ing Ensemble [8], which provides group communication
primitives). The results indicate a smaller error sensitivity
for a PDS replica than for an LSA replica. The difference
is due to the inter-replica communication required by LSA.

2. About 2800 single-bit errors were injected uniformly in the
portion of a replica’s text segment corresponding to a spe-
cific Ensemble function that is used by both a PDS and an
LSA replica. We observed 81 catastrophic failures, which
shows that Ensemble’s fail silence violations constitute an
issue for highly available systems.

3. In(2), we did not observe statistical difference, with respect
to catastrophic failures, between LSA and PDS. Therefore,
in an LSA leader, we injected errors into Ensemble func-
tions solely used in LSA (note, all Ensemble functions used
by PDS are also used by an LSA replica). Thirty-one catas-
trophic failures were observed in 3600 injections, which
confirms that an LSA replica is more sensitive to catas-
trophic failures.

4. Importantly, errors originating in the reliable communica-
tion layer do propagate and lead to catastrophic failures of
the entire replicated system. This is reported not as an in-
dictment of Ensemble (which is a well-engineered prod-
uct), but to point out that these failures are due to fail si-
lence violations and error propagations, which are out of
the scope of the usual assumption of crash/omission fail-
ures. In addition, simply using protocols capable of han-
dling application value errors (e.g., interactive consistency)
will not help cope with errors originating in the communi-
cation layer. (The catastrophic failures we observed are
due to a corrupted Ensemble header in the messages ex-
changed.) To limit or prevent error propagations across
the network, the middleware on which fault-tolerant tech-
niques are based (in our case, the reliable communication
layer), must itself be fault-tolerant [19].

5.2.1. Injections into a Replica Process
A first set of error injection experiments was conducted to assess
the impact of errors in a replica’s text, data, and heap memory

9 A replicated system fails if the voter fails or a majority of replicas fail.
10 An error is activated if the injected data/instruction is used/executed.
More than one error may be injected during a single heap experiment.
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Table 2. Error models.

Error Model | Description
TEXT A single bit in the text segment of the target replica is flipped.
DATA A single bit in the data segment of the target replica is flipped.
HEAP A bit in allocated regions of the heap memory of the target replica is

flipped periodically, until the replica terminates or crashes. Note that
more than one error may be injected during a single experiment.

Table 3. Outcome categories.

Crash Failure | SIGNAL, the operating system terminates the target replica by sending a
signal (e.g., SIGSEGV, SIGILL, SIGBUS, SIGFPE).

ASSERT, the target replica shuts itself down owing to an internal check
violation.

HANG, the target replica does not terminate but no output is produced to
the voter.

VALUE ERROR, the target replica produces a value different from other,
non-faulty replicas.

Fail Silence TWO HUNG FOLLOWERS, the target replica (LSA leader) sends output
to the voter but stops sending mutex tables to followers. '
Violation LEADER IMPERSONATION, as the previous case except that no output

is sent to the voter (the leader “impersonates” a follower).x
CATASTROPHIC FAILURE, the entire replicated system fails.

T A mutex table is a fragment of the leader’s replica history H' and is continuously sent
to followers so that the followers can enforce the same causal relations as the leader on their
threads’ mutex acquisitions. The LSA voter detects this case by noting that a majority of
replicas are hung.

¥ The LSA voter detects this case by noting that no replica generates output before a
dedicated timer expires, although output is expected.

segments. A replica here includes the application benchmark
discussed in § 5.1, the PDS/LSA algorithm, the Virtual Socket
Layer, and Ensemble. NFTAPE [20], a software framework
for conducting automated fault/error injection experiments, was
used to conduct the tests.

The error models considered are summarized in Table 2 and
represent a combination of those used in several past experi-
mental studies [21,22]. By injecting single bits in the targeted
replica, we emulate errors in the main memory, the cache, the
processor execution buffer, and the processor execution core,
as well as errors occurring during the transmission over a bus.
Previous research on microprocessors [23] has shown that most
(90-99%) device-level transients can be modeled as logic-level,
single-bit errors. Data on operational errors also shows that a
majority of errors in the field are single-bit errors.

Manifested errors are divided in two major outcome cate-
gories: (1) crash failures, in which the injected replica stops
executing and no incorrect state transition is performed before
the failure, and (2) fail silence violations, in which the injected
replica performs incorrect state transitions.'> The two categories
and their corresponding subcategories are reported in Table 3.

Table 4 reports the results from error injection experiments
for both PDS and LSA algorithms (for LSA, we distinguish be-
tween leader and follower injections) and for each error model
listed in Table 2. During an experiment, each of the 15 clients
sends 10 requests (generated as explained in § 5.1) and then ter-
minates. This setup permits us to observe the system for a suf-
ficient amount of time after an error is injected (about 30 sec-
onds). The experiment concludes when either all clients termi-
nate or a catastrophic failure occurs. The system is reset between
two experiments.

With the exception of five cases, the system is able to recover
from the injected failure. In the case of PDS, the voter masks
the failure. In the case of LSA, if the leader fails, followers
successfully elect a new leader after the failed leader is excluded
from the system; if a follower fails, the voter masks the failure.

I2This definition of fail silence violation is consistent with [24]. This failure
type covers cases such as corrupted data saved on persistent storage or corrupted
message sent to other nodes.

In discussing further the error-injection results, we distinguish
between failures masked by the voter and catastrophic failures.

Failures Masked by the Voter. Textinjections show a slightly
larger error-manifestation ratio for LSA than for PDS: 10%,
8.3%, and 7.5% for an LSA leader, LSA follower, and PDS, re-
spectively. The manifested-to-activated error ratios give a sim-
ilar conclusion: 73%, 65%, 68% for an LSA leader, LSA fol-
lower, and PDS, respectively. This ratio variation could be ex-
plained by the different complexity of the two algorithms (with
PDS being simpler than LSA). Because the difference in the al-
gorithms’ code size (14K for PDS and 25K for LSA) is small
compared to the total replica code size (900K) and the errors are
injected uniformly, we argue that the major cause for variations
in the observed error manifestations is the different uses of En-
semble (with code size of about 740K). While PDS and LSA
replicas both use Ensemble to communicate with the voter, an
LSA replica also uses Ensemble for passing the order of mu-
tex acquisitions from the leader to the followers. Profiling the
Ensemble usage shows that a PDS replica and an LSA replica
invoke, respectively, 343 and 391 Ensemble functions.

Data injections show a very low error-manifestation ratio.
This is because a large part of the data segment (405K in total,
390K of which is part of Ensemble) is not used during normal
execution. As a result, errors in the data segment do not con-
tribute noticeably to the number of failures in the system.

Heap injections show an error-manifestation ratio for LSA
that is about twice that for PDS. The reason can be found in
the more extensive use of dynamic memory by (1) the LSA
leader, which stores the mutex acquisition order on the heap
memory, (2) the LSA followers, which store the leader-decided
order of mutex acquisitions in dynamic data structures (projec-
tion queues), and (3) Ensemble (for both leader and follow-
ers), which uses heap memory for internal message buffering
and management support of the leader-to-follower communica-
tion. The observed larger error sensitivity of a follower is be-
cause a follower not only collects (in the projection queues) the
leader-dictated order of mutex acquisitions, but actively applies
itin scheduling threads’ executions. Therefore, corruption of the
projection queues results in more crashes or divergent behavior
of the follower, where divergent behavior manifests as a greater
percentage of value errors.

Thus, the experiments show that an LSA-based replicated
system is more sensitive to voter-masked failures than a PDS-
based replicated system. Note that, although these failures do
not cause errors to propagate to clients, they do impact a repli-
cated system’s availability.

Catastrophic Failures. Although the above discussion indi-
cates that the PDS thread-scheduling strategy has a higher er-
ror resilience than the LSA strategy, the most important differ-
ence between the two algorithms appears when analyzing catas-
trophic failures. Because these failures cannot be masked by the
voter, it is crucial to prevent them in a replicated system. Two
replicated systems can be judged by their ability to avoid this
type of failures. In the experiments conducted, we observed five
catastrophic failures occurring through the Ensemble communi-
cation layer, all of which were due to error propagation. They
are described below.

PDS experiments. An error injected in the Ensemble’s mes-
sage routing module (Unsigned) of the targeted replica caused
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Table 4. Error injection results.

Error Total Total Total " Manifested Errors*
Model | Injected | Activated | Manifested Crash Failures Fail Silence Violations
Errors Errors Errors SIGNAL ASSERT HANG VALERR | 2HFOLL | LEADIMP | CATASTFAIL
PDS TEXT 5224 583 394 (7.5%) | 334 (85%) | 21(5.3%) | 24(6.1%) 14 (3.6%) N/A N/A 17 (0.25%)

DATA 2152 N/A 6 (0.28%) 5 1 0 0 N/A N/A

HEAP 9158 N/A 869 (9.5%) | 782 (90%) 0 32(3.7%) | 55(6.3%) N/A N/A 0
LSA-L | TEXT 5224 728 528 (10%) 447 (85%) | 20 (3.8%) 16 (3.0%) 9 (1.7%) 27 (5.1%) 6 (1.1%) 37 (0.57%)

DATA 2139 N/A 5(0.23%) 4 1 0 0 0 0 0

HEAP 2036 N/A 523 (26%) 501 (96%) 0 3(0.57%) 8 (1.5%) 11 (2.1%) 0 0
LSA-F | TEXT 5144 659 429 (8.3%) | 402 (94%) 12 (2.8%) 11 (2.6%) 3(0.70%) N/A N/A 177 (0.23%)

DATA 2153 N/A 5(0.23%) 5 0 0 0 N/A N/A 0

HEAP 3010 N/A 961 (32%) 927 (96%) 0 9 (0.94%) 25(2.6%) N/A N/A 0

T The error-manifestation ratio (i.e., ratio between manifested and injected errors) is shown in parentheses.
¥ The percentage of the particular manifestation type with respect to the total number of manifested errors is shown in parentheses.

the voter to crash in the Ensemble’s point-to-point communica-
tion module (Pt 2pt), but the injected replica did not crash.

LSA-leader experiments. Three catastrophic failures were
caused by errors originating from an Ensemble function used by
the LSA leader. (1) An error injected in the intra-group failures-
and-view module (Intra) of the leader caused the voter to have
an inconsistent group membership view with respect to other
replicas,'? which violates the properties of reliable group com-
munication. (2) An error injected in the connection management
module (Conn) of the leader caused the leader to hang and the
two followers to crash in their reliable, FIFO broadcast module
(Mnak). (3) An error injected in the Unsigned module of the
leader caused the two followers to crash in their Mnak module
and the voter to crash in its Pt 2pt module.

LSA-follower experiments. An error injected in the Ensem-
ble’s function extern__rec of the targeted follower caused
the voter and the other two replicas to raise an exception due
to a corrupted control flow packet header. This function han-
dles the interaction between the the high-level part of Ensemble
(e.g., reliable communication algorithms) written in ML and the
low-level part (e.g., sockets) written in C.

5.2.2. Injections into Ensemble

To investigate further the sensitivity of the two algorithms to
catastrophic failures, a new set of text error injections was
performed targeting a specific function of Ensemble, ex-
tern__rec (1.4K code size). This function was selected be-
cause it was heavily used and generated a large number of catas-
trophic failures. Results from Table 5 reinforce our conclusions
on the greater error sensitivity of LSA with respect to PDS:
the error-manifestation ratio is 43% for LSA and 30% for PDS,
while the manifested-to-activated error ratio is 87% for LSA and
82% for PDS. In a majority of catastrophic failures, the error
originating from the injected replica caused other replicas and/or
the voter to crash due to segmentation fault (25 cases for PDS
and 26 cases for LSA). In the remaining cases (16 for PDS and
14 for LSA), other replicas and/or the voter terminated due to
an Ensemble-generated exception (e.g., due to corrupted packet
header). In a large number of catastrophic failures (22 for PDS
and 30 for LSA), the injected replica did not crash.

In the previous experiments, we did not observe a statistical
difference, with respect to catastrophic failures, between LSA
and PDS. Therefore, a final set of experiments was conducted
targeting, in an LSA leader replica, some of the Ensemble func-
tions that, during normal execution (i.e., when no view change

13This inconsistency caused to the voter to receive a message from a replica
that was not member of the group seen by the voter. On detecting this condition,
the voter terminated by raising an exception.

occurs), are used by an LSA leader replica but not by a PDS
replica. (Note that all Ensemble functions used by a PDS replica
are also used by an LSA leader replica). These functions were
selected from the Ensemble modules Addr (for network address
management), Conn, and Hot (Ensemble’s C interface to user
applications). The functions and their corresponding injection
results'* are presented in Table 6. The results indicate that a
significant number of catastrophic failures originate from these
functions and, hence, that an LSA-based replicated system is
more likely to exhibit catastrophic failures than a PDS-based
replicated system. The voter did not fail in any of the catas-
trophic failures observed, which confirms that these failures are
due to leader-to-follower communication.

5.3. Lesson Learned

Performance and failure analysis of the deterministic sched-
ulers PDS, LSA, and NPDS shows the following:

1. LSA strategy provides the best performance (in terms of
throughput and latency in response to client requests) at
the expense of availability (measured in terms of resilience
to errors). Because LSA relies on an inter-replica com-
munication channel for efficient mutex acquisition schedul-
ing, LSA is more sensitive to the underlying communica-
tion layer’s fail silence violations than is PDS. This leads
to a larger number of catastrophic failures for LSA than
for PDS. If minimizing downtime is crucial (as for highly
available systems), PDS is a more appropriate choice than
LSA. If performance concerns have priority over minimiz-
ing downtime, then LSA can be preferred to PDS.

2. NPDS strategy provides correct execution through serial-
ization, which eliminates the benefit of multithreading and
results in poor performance compared to PDS and LSA
strategies. Although we did not explicitly evaluate NPDS
dependability characteristics, we argue that they are simi-
lar to those of PDS, especially with regard to catastrophic
failures. This is because neither of the two algorithms uses
inter-replica communication.

6. Conclusions

Replication schemes by their nature impose a significant per-
formance overhead. Measurements reported for several exist-
ing approaches to replication indicate performance overheads
ranging from three to ten times that of nonreplicated systems
[1-3,25]. Until recently, only single-thread applications were
replicated, since multithreading does not easily conform to the

4Errors were injected (one per experiment) in each bit of each byte in the
portion of the text segment corresponding to the selected functions.
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Table 5. Text injections into Ensemble function extern__rec.

Total Total Total Manifested Errors
Injected | Activated | Manifested Crash Failures Fail Silence Violations
Errors Errors Errors SIGNAL | ASSERT | HANG | VALERR | 2HFOLL | LEADIMP | CATAST FAIL
PDS 1419 526 433 273 37 82 0 N/A N/A 41
LSA-L 1419 709 616 452 16 108 0 1 0 40

Table 6. Text injections into Ensemble functions used by LSA replicas but not PDS replicas.

Total Total Total Manifested Errors

Injected | Activated | Manifested Crash Failures Fail Silence Violations
Errors Errors Errors SIGNAL [ ASSERT | HANG | VALERR | 2HFOLL | LEADIMP [ CATAST FAIL
3629 2667 2191 1589 | 356 | 15 | 0 | 0 | 31

state machine approach [18] widely used in software replica-
tion. However, if the replicas are multithreaded, then perfor-
mance overhead due to replication can be lessened. A simplistic
approach is pursued by nonpreemptive deterministic schedulers
(i.e., in Eternal [4] and in Transactional Drago [5]), which al-
though providing correct execution, do not exploit concurrency
in multithreaded replicas. In contrast, the Loose Synchroniza-
tion Algorithm (LSA) [6], proposed by the authors in an earlier
paper, captures the natural concurrency in a leader replica and
projects it on follower replicas through inter-replica communi-
cation. The Preemptive Deterministic Scheduler (PDS) algo-
rithm, proposed in this paper, removes the need for inter-replica
communication yet preserves a large degree of replica concur-
rency. The absence of inter-replica communication gives PDS
dependability advantages over LSA.
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A. Appendix

This section discusses how to enforce the assumption that
the same thread/mutex ids are associated with corresponding
threads/mutexes of different replicas (see § 3). If, on all repli-
cas, corresponding threads/mutexes are created/initialized by
the same thread and in the same order in the context of this
thread, then a hierarchical thread/mutex naming scheme can be
employed as follows.

The logical thread id 7 of a thread is recursively defined as the

sequence 1" 7 rcc(t'), where ¢ is the logical id of #’s parent and
tee(t') is the value of a thread-creation counter owned by ¢ at
the time of #’s creation. This counter is incremented each time ¢/
spawns a new child thread. By convention, the logical thread id
of the application main thread is (0).

The logical mutex id m of a mutex is given by the pair
(t,mcc(1)), where ¢ is the logical id of the thread that creates
the mutex, and mcc(r) is the value of a mutex creation counter
owned by ¢ at the time of the mutex creation. This counter is
incremented each time 7 creates a new mutex.
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