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Abstract

Designers of large networkedsystemsare becomingmore concernedof aboutbothfault toleranceandsystem

security. To build such systems,it is critical to understandthe relationshipbetweenerrors andsecurityvulner-

abilities. In this paper, we test the hypothesisthat errors, in particular control flow errors, can causesecurity

vulnerabilities. Weidentifytheuserauthenticationsectionsof ftpd (file transferprotocolserver)andsshd(secure

shellserver)applicationsandconducterror injectionsto studythesensitivityof systemintegrity to errors. Results

showthat, out of all activatederrors: (1) 1% to 2% of errors compromisesystemsecurity(createa permanent

window of vulnerability), (2) 43% to 62% of errors result in crashfailures (about8.5% of theseerrors create

a transientwindow of vulnerability), and (3) 7% to 12% of errors result in fail silenceviolations. We analyze

reasonswhy a singlebit error to createa securityhole or crashthesystem.Finally, we presentthe designand

evaluationof a new encodingschemefor branch instructionsthat reducesor eliminatescasesin which a singlebit

error compromisesthesystemintegrity.
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1. Introduction

Networked systems,suchas large web server farmsande-commercetransactionsystems,areoften running

underhigh load, faults, errors,and securityattacks. Designersof suchsystemsfrequentlyseekto implement

fault toleranceaswell asa high level of security. However, thesetwo goalsimposeconflicting requirementson

systemdesignandimplementation.On theonehand,fault tolerancerequiresredundancy, suchasreplicationand

distributedprocessing;on the otherhand,securityrequiresa singlepoint of control andcentralizedprocessing.

When designingsuchsystems,it is critical to understandthe relationshipand interactionbetweenerrorsand

securityproblems.

In this paper, we studythe impactof errorson systemsecurity. Thegoalof this work is to studythehypoth-

esisthat errors,in particularcontrol flow errors1, cancompromisesystemsecurity. We test this hypothesisin

thecontext of two widely usedInternetserver applications,ftpd (FTP daemon,server programfor InternetFile

TransferProtocol)andsshd(SSHdaemon,serverprogramfor SecureShellProtocol).Bothprogramsrequireuser

authenticationbeforegrantingaccessto server resources.Analyzingtheuserauthenticationsectionsof thesource

codeof thesetwo applications,we determinethatdueto thestructureof thecode,corruptionto thecontrolflow

instructionscanpotentiallysubvert the programmer’s original intendedflow of control andopenthe systemto

intruders.Weuseerrorinjectionto createrealisticfailurescenariosandto analyzetheir impactonsystemsecurity.

In particular, we seekto determinewhethercorruptionto controlflow instructions(evenby a singlebit flip) can

make thesystemvulnerableto securityattacks.We focuson controlerrors,asthey canleadto datacorruptions

(e.g.,in thedatabase),processcrashes,fail silenceviolations,and,moreimportantly, securityvulnerabilities.An-

otherimportantreasonthatwe focuson controlflow errorsis that theapplicationsunderstudy, in particulartheir

authenticationsections,arecontrol-intensive andtherefore,moresensitive to control flow errors. To thebestof

our knowledge,this is thefirst studyon theimpactof controlflow errorson systemsecurity.

Thekey contributionsof thispapercanbesummarizedasfollows:

1. Analysisof theimpactof controlflow errorsonsystemsecurity;

2. Identificationof two typesof systemvulnerabilitywindows: (1) permanentand(2) transient.A permanent

vulnerability window is the time periodwithin which the system(dueto an error) becomespermanently
1Errorsseenby anapplicationcanbebroadlyclassifiedasdataerrorsandcontrolerrors.Data errors affect thevaluesof variables,or

registersof theapplication.Control errors changethecontrolflow of theapplicationandcausea divergencefrom theintendedexecution

path.
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opento anintruder(i.e., until theapplicationis reloaded,swapped,or thesystemis rebooted).A transient

vulnerability window is the time periodbetweenactivation of an error (i.e., executionof an erroneousin-

struction)andtheoccuranceof application/systemcrash.We show thata transientwindow canincludethe

executionof morethan16,000instructions(notcountingthoseexecutedinsidethekernel).Duringthistime,

theerrorcanpropagate,andasa result,theapplicationmaysenderroneousmessagesto otherparticipants

in thenetwork or wrongfully changeits internalstate,or it maycompromiseothersystemcomponents;

3. Analysisof key reasonswhy a singlebit error cancreatea securityhole or crashthesystem.Designand

evaluationof a new encodingschemefor branchinstructions(on Intel x86) to reduceor eliminatecasesin

whichasinglebit errorcompromisesthesystemintegrity.

Resultsshow that out of all activatederrors: (1) 1% to 2% of errorscompromisesystemsecurity(createa

permanentwindowof vulnerability), (2) 43%to 62%of errorsresultin crashfailures(about8.5%of theseerrors

createa transientwindowof vulnerability), and(3) 7% to 12%of errorsresultin fail silenceviolations.Detailed

analysisshows thatmostof thesecuritybreak-insandmany of the fail silenceviolation casesarecausedby the

programtaking a valid but incorrectpathin the presenceof errors. A detailedbreakdown of thesecasesshows

thatasinglebit errorcanchangeabranchinstructionopcodeto anothervalid (but incorrect)opcodeandtherefore

subvert the originally intendedexecutionflow. The reasonfor sucha radicalchangeunderthe singlebit error

model is that in the Intel x86 architecture[5] instructionsareencodedso that the minimum Hammingdistance

betweenindividual conditionalbranchinstructionsis equalto one. We proposeand evaluatea new encoding

schemeto increasetheHammingdistancebetweentheconditionalbranchinstructionssothethatsinglebit errors

will not leadto illegal changesin thecontrolflow of theapplication.

2. Related Work

In recentyears,systemsecurityhasbeenanareaof intenseresearch.Therapidgrowth of World WideWeband,

in particular, thedevelopmentof e-commercemake securitya critical issuein providing network services.Nev-

ertheless,publicly availableinformationonrobustsolutionsin building securesystemsis ratherlimited compared

with the volumeof studiesand informationon designinghighly fault-tolerantsystem. Most previous work on

securityfocuseson authenticationprotocols[12, 19], encryption[16], intrusiondetection,andanomalydetection

[2]. More recently, researchersfrom LAAS of FranceandIBM beganstudieson quantitative measurementof op-

erationalsecurity[4, 13]. Also emerging arestudieson theimpactof environmentalfactorsin intrusiondetection
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systems[10]. Our work bringstogetherthestudyon errorsandsystemsecurity. To bestof our knowledge,this is

thefirst studythatconsidersimpactof errors(in thetext segmentof anapplication)on systemsecurity.

Errorsin theapplicationcontrolflow have beendemonstratedto causesevereconsequences,includingsystem

crashesandfail-silenceviolations(which leadto error propagation).The impactandprotectionagainstcontrol

flow errorshave beenstudiedfor quitesometime. Mahmood[9] presentsa survey of techniquesin hardwarefor

detectingcontrolflow errors.Recentyearshavebroughtseveralsoftware-basedtechniques(implementedeitherat

theassemblylevel or athigh-level languagelevel). Thebasicschemeis to dividetheapplicationprograminto basic

blocks. ExamplesincludeBlock SignatureSelf Checking[11], EnhancedControl Checkingwith Assertions[1]

andPECOS[3]. While thesetechniquesdetectinvalid flow of controlsin a program,the proposedinstruction

setencodingschemedetectsvalid but incorrectconditionalbranchesdueto a changeof opcodes.Theencoding

schemepresentedin this paperis complimentaryto theserelatedcontrolflow errordetectiontechniques.

3. Impact of Errors on System Security: Examples

In this section,first we briefly introducethe two target applicationsand then discussexamplesfrom them

illustratinghow dataandcontrolerrorscancreatesecurityholes.

3.1. Target Applications

File TransferProtocol(FTP) [15], is an Internetprotocolusedfor transferringfiles betweena file server and

a client host. A userlogon to anFTPserver, authenticatesitself usingusernameandpassword, andretrievesor

uploadsfiles from/to thefile server. Weusewu-ftpd-2.6.0, awidely usedserver implementationfrom Washington

University. The userauthenticationpart of this implementationincludestwo functions,user() andpass(),

whichchecktheuseridentityandpassword andawardaccessif bothcheckspass.Thesetwo functionshave 1211

linesof C sourcecode,constitutingabout5.8%of theentirewu-ftpd-2.6.0sourcebaseandabout8%of theentire

compiledbinarycode.Thetarget for error injection,i.e., branchinstructions,in thesetwo functionsaccountsfor

7432bits (about13%of thesetwo functions).

SecureShell(SSH)[19], is aprogramusedto log into anothercomputerover anetwork, executecommandsin

a remotemachine,andmove files from onemachineto another. SSHprovidesstrongauthenticationandsecure

communicationsover insecurechannels.SSHis mostusefulfor logginginto aUNIX computerfrom aremotema-

chinein casesin whichthetraditionaltelnet[14] andrlogin [8] programswouldnotprovidepasswordandsession
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encryption.We usethe ssh-1.2.30distribution by SSHCommunicationsSecurity, Espoo,Finland. Theuserau-

thenticationpartof this implementationwhichwe studyincludesthethreefunctionsdo authentication(),

auth rhosts(), andauth password(). Thesethreefunctionshave 1236 lines of C sourcecode,about

3.6%of theentireSSHsourcecodebase,and2.1%of theentirecompiledbinarycode.Thetargetfor errorinjec-

tion, i.e.,branchinstructions,in thesethreefunctionsaccountsfor 2664bits (about12%of thethreefunctions).

3.2. Example 1

Thefirst exampleis taken from functionpass() of wu-ftpd-2.6.0. This function is responsiblefor checking

whetherthe remoteuser’s password is correctand granting/denying accessto the server accordingly. In this

example,theC codecheckswhethertheprovidedpassword matchesthesystemstoredpassword andsetsa grant

flag if they match.TheC sourcecodeaswell asdisassembledbinarycodeareshown in Figure1.

C Source Code

if ( ... && (strcmp(xpasswd, pw->pw_passwd) == 0)) {
rval = 0;

}
if ( rval ) {

/* deny access */
...

}
/* grant access */
...

Disassembled Binary Code

<pass+216>: push %eax # pw->pw_passwd
<pass+217>: push %ecx # xpasswd
<pass+218>: call <strcmp> # call strcmp(...)
<pass+223>: add $0x8,%esp # shrink stack
<pass+226>: test %eax,%eax # test if return value is 0
<pass+228>: jne <pass+232> # if not 0, jmp to <pass+232>
<pass+230>: xor %ebx,%ebx # if 0, rval=0
<pass+232>: test %ebx,%ebx # test if rval is 0
<pass+234>: je <pass+1203> # if 0, jump to grant part
<pass+240>: push $0x8062907 # if not 0, deny

... deny access and return ...
<pass+1203>: ... grant access ...

Figure 1. Example from function pass() of ftpd
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In thecodesegmentshown in Figure1, we identify threeinstructionsthatcansubvert theintegrity of theserver

with a singlebit error. Oneinstructionprovidesa function argument,andthe othertwo areconditionalbranch

instructionsthataredecision-makingpointsin theserver process.

1. At address<pass+216>, a single bit flip can changepush %eax (encoding0x50 to push %ecx

(encoding0x51), which providesstrcmp() with two identicalstringsandmakesstrcmp() always

return0;

2. At address<pass+228>, a single bit flip can changejne (encoding0x75) to je (encoding0x74)

and reversethe branchdirection. Insteadof branchingto <pass+232>, the programfall through to

<pass+230> andsets%ebx (rval) to 0;

3. At address<pass+234>, it behavessimilarly, exceptit maychangeje to jne. Insteadof falling through

to thedeny partin caseof awrongpassword, it branchesto thepassword acceptpart;

In all threecases,theserver will grantaccessto thesystemfor anyonewho logsin with anexisting username

(relative easyto obtain) andan arbitraryor invalid password. Observe that this situationcreatesa permanent

securityhole which can be eliminatedonly throughapplicationreloador systemreboot. The reasonthis can

happenis that the Hammingdistancebetweenthe opcodesof the two instructionsequalsto one. Therefore,a

singlebit errorcanchangepush %eax to push %ecx andje to jne or viceversa.Suchachangecompletely

reversesthecontrolflow of theprogramandresultsin asecuritybreach.

3.3. Example 2

This exampleis taken from functiondo authentication() of sshd. This function usesa combination

of mechanismsto authenticatea remoteuser. The codesegmentshown in Figure2 is oneof the authentication

mechanisms.namelyauth hosts(...), which returnsa non-zerovaluewhen the remoteuseris awarded

accessto thesystem.Again, if theje instructionin thedisassembledcodeis changedto jne, theflow of control

is subvertedandresultsin asecurityviolation, i.e.,anunauthorizedusercangetinto thesystem.

3.4. Example 3

Thisexampleis takenfrom functionpacket read() of sshd. It showshow adataerrorcanaffect thesecure

operationof theserver. Whenfunctionread(...) is calledto receive a packet from thenetwork, it performs
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C Source Code

if (auth_rhosts( ... ))
{

/* Authentication accepted. */
...
authenticated = 1;
break;

}

Disassembled Binary Code

call 0x804df20 <auth_rhosts> # call auth_hosts
mov %eax,%edx # %edx = return value
add $0x18,%esp
test %edx,%edx # if %edx == 0
je 0x804bda6 <%eip+33> # yes, deny
... # no, accept
movl $0x1,0xffffffbc(%ebp) # authenticated = 1;
...
jmp 0x804c093 # break to accept

Figure 2. Example from function do authentication() of sshd

buffer overflow checking,i.e., it verifieswhetherthesizeof theincomingdatadoesnotexceedthepredefineddata

buffer, buf. An errorthatalterstheimmediatenumber0x2000 (decimal8192) in thepush instructionor adata

erroron calling stackfor read(), or a controlflow error insidetheread() functionwhenthebuffer boundary

checkingis executedcancreateanopportunityfor stackoverflow attacks,i.e.,hijack theserver process.

The examplespresentedin this sectionprovide convincing evidencethat errors in the codesegmentof an

applicationcanmake systemvulnerablefrom the securityperspective. More importantly, any of the discussed

scenarioscreatespermanentsecurityhole. Theseholesdo not crashthesystem,but aslong asthesystemis not

rebootedor thememorypagesarenot reloaded,any usercanlog in without properauthentication.

4. Experimental Approach

To betterunderstandhow errors impact the securityof the target applicationsand to assessthe likelihood

of compromisingsystemsecuritydue to errorsin the text segment,we conducta set of error-injection-based

experiments.We useSelectiveExhaustInjectionasa trade-off betweenrandomandexhaustive error injections.

Randominjection is aneffective way to characterizefailurebehaviors whenthetargetapplicationis large,but it
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C Source Code

int packet_read(void)
{
char buf[8192];

...
/* read packet from network */
len = read(connection_in, buf, sizeof(buf));
...

}

Disassembled Binary Code

push $0x2000 # sizeof(buf)
lea 0xffffdf80(%ebp),%esi # buf
push %esi
pushl 0x8077604 # connection_in
call 804a4a8 <read> # call read

Figure 3. Example from function packet read() of sshd

suffersfrom aninability to fully understandtheimpactanddistributionof errors.Exhaustive injection,ontheother

hand,providesa completeview of error impactbut suffers from the prohibitive costof time andcomputational

resources.Our methodis a trade-off betweenthe two. It is selectivein the sensethat we chooseonly the code

segmentsmostrelevent to ourevaluationgoal,i.e., theauthenticationsectionsof theexecutables,andwe conduct

errorinjectionsin theselectedregionsof thecodesegment.Thesepartsarecritical for theintegrity of thesystems

from a securitypoint of view. The error injectionsareexhaustivein that we run experimentsuntil every bit of

every branchinstructionsin theselectedsegementsis injected.For eachexperiment,we flip onebit in thecode

andrun theserver until completionof oneclient connection.For example,instruction

74 05 je $PC+5

hastwo bytes(16bits). Werun16experimentsfor this instructioneachrunningwith oneof the16bits corrupted.

Injectingoneerrorat a time allows us to observe theexact consequenceof eacherror. If multiple bit errorsare

usedin eachexperiment,it is oftenhardto traceexactlywhichof themresultedin acrashor semanticviolation.

Error injectioncampaignsareperformedusingNFTAPE [17], a comprehensive setof tools for fault anderror

injectionsin networked environments.A debugger-basedinjector from NFTAPE is used.The injector loadsthe

server executableinto memory, setsa breakpointat the instructionwherean error is to be injected,andstarts
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runningtheserver process.In themeantime,a client for theserver is startedon anothermachineandtriesto log

ontotheserver. If thechoseninstructionis on a paththattheserver needsto executefor a specificrun, theserver

stopsat thepre-setbreakpointandtheinjector injectstheerrorat that time andcontinuesexecutionof theserver

process.However, if thechoseninstructionis noton anexecutionpath,theserver runsto completionwithout the

breakpointbeingactivated.Theabovementionedprocedureis usedto monitorwhetherthecorruptedinstructionis

actuallyexecuted.If theerroris activatedandcausestheserver processto crash,theinjector interceptsthesignal

andlogsit beforetheserver processis terminated.Otherwise,outputfrom theserver processandtheinjectorare

loggedfor off-line analysis.

5. Experimental Results and Analysis

Thissectionpresentstheresultsfrom errorinjectioncampaignsonsshdandftpdanddiscussionsof ourfindings.

5.1. Results Categorization

In theconductederror injectionexperiments,theactivationandexecutionof anerroneousinstructionleadsto

differenttypesof outcomes.Wecategorizeoutcomesinto thefollowing five types:

Not Activated (NA). The breakpointis not reachedduring the executionand therefore,the client and server

operatein anormalmanner.

Activated but Not Manifested (NM). The breakpointis reachedandthe corruptedinstructionis executed,but

theerrorhasno impacton theserver andtheclient getstherequestedservice.

System Section (SD). Thecorruptedinstructionis executedandtheservercrashesbecauseof theerror. Thecrash

is usuallycausedby anillegal instructionor segmentationviolation.

Fail Silence Violation (FSV). The corruptedinstructionis executedbut the communicationpatternand/ordata

exchangedbetweentheserverandclient is notconsistentasobservedin anerrorfreeexecution.Thatmeans

the error causesthe server to take a differentexecutionpathandresultsin violation of the intendedflow

of control. In the context of our selectedapplications,examplesof FSV areskippingsendinga message,

sendinganextramessage,denying accessto a resourcewhenit shouldactotherwise.

Security Break-in (BRK). This is a specialtype of FSV which createssecurityholes. The manifestationof

BRK is that the server programawardsaccessto the client whenit shouldnot do so. In ftpd, a break-in
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meansa client successfullyloggedin andretrievedfiles from theserver; In sshd, it meanstheremoteclient

successfullygetsa login shellwhenit shouldnot.

5.2. FTP Error Injection Results and Analysis

Errors are injectedinto the branchinstructionsin the two selectedfunctionsuser() andpass(). Four

differentclientaccesspatternsareusedto log onto theserverandto characterizetheserverbehavior. Client1uses

anexistingusernamebut awrongpassword,emulatingasecurityattackfrom anunauthorizedclient. Client2uses

anexistingusernameandacorrectpassword. Client3usesannon-existing usernameandpassword. Client4 logs

onasananonymoususer. All clientstry to retrieve severalfiles if theserver authorizedthelogin.

Type Client1 Client2 Client3 Client4

NA 6776 - 6384 - 6936 - 6176 -
NM 307 46.80% 410 39.12% 190 38.31% 378 30.10%
SD 285 43.45% 517 49.33% 273 55.04% 785 62.50%
FSV 57 8.69% 121 11.55% 33 6.65% 93 7.40%
BRK 7 1.07% - - - - - -

Table 1. FTP Result Distributions

Table1 shows theresultsdistribution for 7432runs,correspondingto thenumberof bits in all branchinstruc-

tionsin thetargetfunctions.Therearetwo columnsfor eachclient,theleft columnshowstheraw numberfor each

resultcategory, andthe right columnshows the percentageagainstall activatederrors. A dash(-) denotesnot

applicable.This formatis usedthroughoutthispaper. Onaverage,about88%of all errorsareneveractivated.The

low activationrateis becauselargechunksof theselectedcodearenotexecutedduringarunof oneparticulartype

of client request.For example,whenClient1attemptsto log onasanormaluser, thecodethathandlesanonymous

login is not reached.Client1usesa wrongpassword, thusthecodesegmentthathandlescorrectpasswordsand

thereforegrantsaccessis not reached.The four selectedclient accesspatternsexercisedmostof the two target

functions.

About 38.5%of activatederrorshave no impacton the correctexecutionof theserver andclient. Suchnon-

manifestationis becausethe injectedbit errorsdo not changethetypeof anopcode.About 52%of all activated

errorscausea systemdetectionandtheserver processto crash.Theseerrorsmake aninstructioninvalid, change

the offset of the branchinstructionto a invalid location or to a location in the middle of an valid instruction,

or they changea branchinstructionto anothertype of instructionandcausethe registeror memorystateto be
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changed. About 9% of all activatederrorscausedfail silenceviolations. We observe different manifestation

of FSV. Sometimestheserver processsendsanextra or a wrongmessagethatconfusestheclient; sometimesthe

serverskipssendingarequiredmessagethattheclient is awaiting,makingtheclientto hang;sometimestheserver

grants/deniesaccessfor aclient while theprotocolindicatesit shouldactotherwise.As anexample,considerone

of the runs for Client1. The client sendsusernameto the server andexpectsan acknowledgement.Due to a

controlflow error in theserver processtheserver, insteadof sendinganacknowldegementto theclient, branches

to anerroneouslocationandsendsaninvalid reply messagethatconfusestheclient. Notethat theserver process

ultimatelycrashesdueto internalstateproblemcausedby theerror. Of particularinterestfor our study, thereare

7 casesof BRK compromisethesecurityof theserver in Client1. In thesecases,theclient obtainsaccessto the

systemdespiteaninvalid password.

5.3. SSH Error Injection Results and Analysis

As in ftpd, errorsare injected into branchinstructionsin the selectedthree user authenticationfunctions,

do authentication(), auth rhosts() andauth password(). We apply two client accesspatterns.

Client1logsonto theserverusinganexistingusernamebut awrongpassword;Client2usedanexistingusername

anda correctpassword. Table2 shows theresultsdistribution for all 2664runs,correspondingto thenumberof

Type Client1 Client2

NA 1424 - 1408 -
NM 498 40.16% 500 39.81%
SD 650 52.42% 659 52.47%
FSV 73 5.89% 97 7.72%
BRK 19 1.53% - -

Table 2. SSH Results Distributions

bits in all branchinstructionsin thetargetfunctions.Thepercentagecolumnsin thetablearecomputedagainstall

activatederrors.On theaverage,about40%of all errorsarenever activated.Comparedto theresultsfrom ftpd,

sshdhasmuchhighererroractivationratebecausetheC sourcecodein thesshdimplementationis morecompact

thanthatof ftpd. About 40%of activatederrorshave no impacton thecorrectexecutionof theserver andclient.

About 52%of activatederrorscausea systemdetectionandtheserver processcrashes.About 7.5%of activated

errorscausedfail silenceviolations. The manifestationsof fail silenceviolationsaresimilar to thoseobserved

from ftpd.

11



About 1.5% (19 cases)of activatederrorsfrom Client1 openthe systemto securityattacks. Comparingthe

percentagesof BRK from ftpd andsshd, weobserve thatsshdhasahigherbreak-inratethanftpd (1.1%,7 cases).

Analysisof protocol andsourcecoderevealsthe reasonfor this difference. In ftpd, usernameand password

checkingis theonly mechanismof authentication,i.e., thereis only asinglepoint of entryto thesystem.In sshd,

combinationsof mechanismssuchasRSA[16](publickey authentication),UNIX password,andrhosts(similar to

rlogin[8]) canbeusedfor userauthentication.For eachclient thereexist multiple pointsof entryinto thesystem.

Errorsin any of thesecheckscancompromisetheintegrity of thesystem.Froma securitypoint of view, a single

point of control is alwayspreferred.Giventhatanerrorchangesthecontrolflow of anapplication,applications

with multiple pointsof entry have a higherprobability of beingcompromisedthanthosewith a singlepoint of

entry.

5.4. Discussion

Persistentand LatentErrors. From the resultspresentedabove, we seethat whena error manifests,it either

resultsin fail silenceviolationor asystemdetection.Becausemosterrorsarenotactivatedor notmanifested,one

canarguethat the chanceof an error causingany problemis very small. However, whenan error occursin the

system,eitherin physicalmemoryor stablestorage,it persistsuntil thememorypageis reloadedor thesystem

is rebooted. Consequently, we have a permanentcondition that keepscrashingthe server or causingsecurity

vulnerabilitiesandfail silenceviolations.Client requestswith similar accesspatternswill causetheserver to fail

in similar fashions.

Impactof SystemLoad. Previous work [6, 7, 18] shows thata programunderheavy load tendsto have more

error manifestationsthan one undera light load. This is true for our experimentsalso. The server programs

underour studyusethe following processingmodel: (1) the main server processlistenson the server port for

client connections;(2) upon an incoming client request,the main server processforks off a child processto

handletheclient request.In this processingparadigm,errorsstayin memoryandremainlatentfor all subsequent

client handlingprocesses.A higherserver loadmeansmoreclient requestscomingin andthepotentialfor more

diversifiedclient requestpatterns.Themorediversifiedclient requestsare,thehigherchanceof differentpartsof

theserver codebeingexercisedandthusthehighertheprobabilityof a latenterrorbeingmanifested.

Transientwindowof vulnerability. Westudiedthecrashfailuresin detail. In particular, weexaminethemanner

in which errorscausecrashfailuresandwhat the server is doing betweenexecutionof an erroneousinstruction
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andcrash.Figure4 showsthedistribution of thenumberof machineinstructionsexecutedfor thecrashingprocess

betweentheerroractivationpointandthecrashpointfrom FTPClient1experiment.Thesenumbersdonot include

theinstructionsexecutedinsidethekernel.NotethatX axisis in log scale.
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 bin(x) includes all crashes between 2x−1 and 2x instructions

Figure 4. Number of Instructions Executed between Error and Crash. X is in log scale.

Majority (91.5%)of crashfailure casesoccurwithin lessthan100 instructionsafter a corruptedinstruction

is executed. However, in the remaining8.5% cases,the server executeshundreds,thousands,or even tensof

thousandsof instructionsbeforeit crashes,not countingtheinstructionsexecutedinsidethekerneldueto system

calls. To thebestof our knowledge,this is thefirst studythat tries to provide insight into how a systembehaves

betweenerroractivationandsystemcrash.Thosecrashfailureswith long latency areextremelydangerouswith

respectto security, asthey createa transientwindow of vulnerability to theoutsideworld. Theserver processes

canpotentiallysendout erroneousmessagesto theclientsor incorrectlyprocessmessagesreceivedfrom clients.

Closelyexaminingsomeof the crashcaseswith long latency, we find that several of themsendout erroneous

messagesto theclient or receive messagesfrom client (refer to anexamplediscussedin Section5.2). Although

in the limited casesexaminedwe do not observe any securityhole opencausedby the error, we arguethat the

potentialfor suchanerrorcausingsecurityproblemsis notnegligible.

6. New Instruction Set Encoding Scheme

In thissection,weanalyzewhy corruptingcontrolflow instructionswith asinglebit flip errorcancausefailures

suchassecuritybreak-insandcrashfailures.Wealsoproposea solutionto eliminatetheseerrortypes.

13



ExaminingtheBRK andFSV casesobserved in theerror injectioncampaigns,we find that failureshave two

causes:(1) changein a branchinstruction’s offsetand(2) changein a branchinstruction’s opcode.In thecaseof

offsetchange,theprogrambranchesto a differentlocationotherthanthe intendedoneandeitherexecutessome

extra codeor skipsexecutionof codethatwould beexecutedin anerrorfreecase.In thecaseof opcodechange,

(e.g.,aje (jump if equal)instructionis changedjne (jump if notequal)),theprogramtakesavalid but incorrect

branch.Table3 shows thelocationsinsideaninstructionwheretheerrorsareinjected.

Abbreviation Definition

2BC Opcodeof 2-byteconditionalbranchinstruction
2BO Operandof 2-byteconditionalbranchinstruction
6BC1 Byte 1 of Opcodeof 6-byteconditionalbranchinstruction
6BC2 Byte 2 of Opcodeof 6-byteconditionalbranchinstruction
6BO Operandof 6-byteconditionalbranchinstruction
MISC Others

Table 3. Error Location Abbreviations

Tables4 and5 show thebreakdown of errorinjectionresultsaccordingto definitionsin Table3. Fromthesetwo

tables,we observe thatbetween38%and63%of theBRK andFSV casesarecausedby a singlebit error in the

opcodeof a 2-byteconditionalbranchinstructions.About 6.5%to 18%of thecasesarecausedby anerror in the

secondopcodebyteof a 6-byteconditionalbranchinstruction.A closerexaminationrevealsthata vastmajority

occurbecausea singlebit error causesa conditionalbranchinstructionto changeto anotherconditionalbranch

instructionandthereforesubvertstheintendedpathof execution.

Location Client1 Client2 Client3 Client4

2BC 39 60.94% 76 62.81% 20 60.61% 46 49.46%
2BO 16 25.00% 23 19.01% 7 21.21% 11 11.83%
6BC1 2 3.12% 4 3.31% 2 6.06% 5 5.38%
6BC2 7 10.94% 14 11.57% 3 9.09% 17 18.28%
6BO 0 0.00% 2 1.65% 1 3.03% 10 10.75%
MISC 0 0.00% 2 1.65% 0 0.00% 4 4.30%

Total 64 - 121 - 33 - 93 -

Table 4. FTP Breakins and Fail Slience Violations Breakdown

The reasonfor sucha critical changeunderthe singlebit error model is that the Intel x86 instructionset[5]

currentlyusescontinuousencodingof all the conditionalbranchinstructions(alsoobserved in the SunSPARC
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Location Client1 Client2

2BC 41 44.57% 37 38.14%
2BO 22 23.91% 26 26.80%
6BC1 0 0.00% 0 0.00%
6BC2 6 6.52% 7 7.22%
6BO 7 7.61% 8 8.25%
MISC 16 17.39% 19 19.59%

Total 92 - 97 -

Table 5. SSH Breakins and Fail Slience Violations Breakdown

instructionset). On anx86, therearetwo setsof conditionalbranchinstructions,2-byteand6-byte2. The2-byte

sethasonebyteof opcodeandonebyteof branchoffset; the6-bytesethastwo bytesof opcodeand4 bytesof

branchoffset; Opcodesof bothsetsarecontinuouslyencoded.Theopcodesfor the2-bytesetrangesfrom 0x70

to 0x7F, andtheopcodesof the6-bytesetrangesfrom 0x0F80to 0x0F8F. Continuousencodingmakesprocessor

implementationmucheasierdueto fastinstructiondecoding,microcodelookup,andexecutions.This however,

meansthat the minimum Hammingdistancebetweenthe opcodesof instructionsin the sameset is one. As a

result,singlebit errorcanchangeoneconditionalbranchinstructionto anotherandthuschangethecontrolflow

intenedby theprogrammer.

6.1. New Encoding Scheme

We proposea new instructionsetencodingschemethat increasestheHammingdistancebetweentheblock of

conditionalbranchinstructionsandeliminatesthepossibilityof asinglebit errorsubvertingtheflow of control.

In the currentx86 instructionset,opcodesof 2-byteconditionalbranchinstructionsareencodedfrom 0x70

to 0x7f andopcodesof 6-bytebranchinstructionsrangesfrom 0xf080 to 0xf08f. TheminimumHamming

distancein thesetwo setsis one,thereforeasinglebit flip canchangeoneconditionalbranchinstructionto another

valid conditionalbranchinstruction,reversingtheintendedflow of execution.For example,in the2-bytecase,je

is0x74 andjne is0x75, theHammingdistancebetweenthetwo is one.A singlebit flip canchangeje to jne

or vice versa.Theimplicationis thata denialof accessto a resourceon thesystembecomesgrantof accessand

thuscompromisestheintegrity of thesystem.

To solve this problem,we shall increasetheminimumhammingdistancebetweenopcodesof any 2-byteor 6-

byteconditionalbranchessothatasinglebit flip for any of theseinstructionwill not resultin anotherconditional
2Wedonotconsiderthe16-bitbranchtargetoffsetherebecauseall ourexperimentsareconductedonLinux in 32-bitaddressingmode.
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branch.In theproposedsolution,we increasetheminimumHammingdistancebetweentheinstructionsto at least

two. We achieve this throughre-shuffling theencodingof thecurrentinstructionset.Table6 shows themapping

from encodingin theold instructionsetto encodingin thenew instructionset.To achieve a minimumHamming

distanceof two, we usethelastbit of themostsignificantfour bits of theold opcodeastheparity bit for theleast

four significantbits (we useoddparity). Notethatany parity encodinghasa minimumhammingdistanceof two.

For example,jo with encoding0x70 hasabinaryrepresentationof 0111 0000, theoddparitybit for thelower

four bits0000 is 1 (whichwealreadyhave),thereforetheencodingof jo in thenew instructionsetremains0111

0000. On theotherhand,jno with encoding0x71 hasa binaryrepresentationof 0111 0001, theoddparity

bit for the lower four bits0001 is 0, thereforewe needto changethe lastbit of thehigherfour bits to 0 andthe

resultingnew encodingis 0110 0001 (0x61). Doing so,thenew encodingfor someof thebranchinstructions

usestheencodingof non-branchinstructionsin theoriginalencodingscheme.To eliminatethisconflict,we swap

theencodingof thenon-branchinstructionwith thebranchinstruction,e.g.,in thecaseof jno, weused0x61 for

it in thenew encodinganduse0x71 for popa, which hasanencodingof 0x61 in theold instructionset. The

mappingfor theopcodeof 6-byteinstructionsis donesimilarly to thesecondbyteof theiropcodes.

Table6 shows how conditionalbranchopcodesfrom theold instructionsetaremappedinto thenew instruction

encodingscheme. Columns2-byteOld and 6-byteOld are mappedto columns2-byteNew and 6-byteNew,

respectively. Table6 shows only theconditionalbranchmappings.It doesnot includetheswappednon-branch

instructions.In thenext subsections,we presentour evaluationapproachandexperimentalresultsfrom thenew

encodingscheme.

6.2. Experimental Approach

To evaluatethe new encodingscheme,we need(1) to build a new processorto incorporatethe proposeden-

codingor (2) to implementthe encodingin a processorsimulator. A real processoris the preferredoption, but

it is not possibleto changethe currentx86 processorandbuild a new one. Simulationcannotemulatethe real

machineenvironmentneededto conducterror injection experimentsandobtainrealistic results. We proposea

novel approachto testingthenew encodingschemeon anexisting x86processorundererrorinjections.

Weassumetheexistenceof ahypotheticalprocessorthatincorporatesthenew instructionencoding.Whenever

we pick an instructionfrom the text segmentfor error injection,we mapthis instructionfrom the old encoding

to thenew one. We thenpick a bit in themappednew instructionto obtainan erroneousinstructionin thenew
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Mnemonics 2-byteOld 2-byteNew 6-byteOld 6-byteNew

JO 70 70 0F 80 0F 90
JNO 71 61 0F 81 0F 81
JB 72 62 0F 82 0F 82
JNB 73 73 0F 83 0F 93
JE 74 64 0F 84 0F 84
JNE 75 75 0F 85 0F 95
JNA 76 76 0F 86 0F 96
JA 77 67 0F 87 0F 87
JS 78 68 0F 88 0F 88
JNS 79 79 0F 89 0F 99
JP 7A 7A 0F 8A 0F 9A
JNP 7B 6B 0F 8B 0F 8B
JL 7C 7C 0F 8C 0F 9C
JNL 7D 6D 0F 8D 0F 8D
JNG 7E 6E 0F 8E 0F 8E
JG 7F 7F 0F 8F 0F 9F

Table 6. x86 Conditional Branch Instruction Encoding Mapping

encoding.Theerroneousinstructionis thenmappedbackto theold instructionencodingandis executedon the

processor. Onecaneasilyconceive thatthis processcanaccuratelyemulateserror injectionfor thenew encoding

in theold processor. Themappingcanbeeasilyderivedfrom Table6.

As anexample,considerinstructionje (0x74, 01110100 binary)from thetext segmentof acurrentx86exe-

cutable.This instructionis mappedto thenew encodingschemeusingTable6, weget0x64, binary01100100.

Assumethattheleastsignificantbit is flipped(from 0 to 1); asa result,we get0x65 or binary01100101. This

valueis mappedbackto theold instructionencodingandresultsin 0x65. Notethatany encodingnow shown in

Table6 remainsthesamein bothold andnew encodings.Yet anotherexample,if 0x65 in theold instructionset

is to beinjected,we mapit to thenew encoding,which is still 0x65, flip theleastsignificantbit to obtain0x64.

This is thenmappedback to the old encodinggiving us 0x74 (je). This je is thenexecutedon the current

processor.

6.3. Experimental Results and Discussion

Theerrorinjectioncampaignsdescribedin Section5 arerepeatedunderthenew instructionencodingscheme.

Tables7 and8 show theresultsfrom thenew experimentsfor ftpdandsshd. ComparingTables1 and2 with Tables

7 and8, we observe significantreductionin BRK andFSV usingnew instructionencodingscheme.Thelast two
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rows in Tables7 and8 show theBRK andFSV reductionpercentage.In caseof BRK which affectsthesystem

security, thereductionis 86%for ftpd and21%for sshd. In caseof FSV which arethenonesecurityrelatedfail

silenceviolations,thereductionis 21%to 40%for ftpd and34%to 38%for sshd.

Type Client1 Client2 Client3 Client4

NA 6776 - 6384 - 6934 - 6175 -
NM 234 35.67% 306 29.20% 150 30.24% 284 22.61%
SD 381 58.08% 670 63.93% 320 64.52% 907 72.21%
FSV 40 6.10% 72 6.87% 26 5.24% 65 5.18%
BRK 1 0.15% - - - - - -

FSVReduction 17 30% 49 40% 7 21% 28 30%
BRK Reduction 6 86% - - - - - -

Table 7. FTP Result from New Encoding

Type Client1 Client2

NA 1424 - 1408 -
NM 343 27.66% 342 27.23%
SD 837 67.50% 850 67.68%
FSV 45 3.63% 64 5.10%
BRK 15 1.21% - -

FSV Reduction 28 38.36% 33 34.02%
BRK Reduction 4 21.05% - -

Table 8. SSH Results from New Encoding

Breakdown analysissimilar to thosepresentedin Tables4 and5 show thatthereductionsshown in Tables7 and

8 aredueto thenew encodingscheme.In particular, BRK andFSVreductionsdueto opcodeof 2-byteconditional

branchandsecondopcodebyteof 6-byteconditionalbranchinstructionsaccountfor all thereductionsin Tables7

and8.

7. Conclusion

In this paperwe show thatnaturallyoccurringerrorsin the text segmentof anapplicationcancausesecurity

vulnerabilities.We demonstratethis througherror injectionexperimentsconductedon two Internetapplications,

ftpd and sshd. The resultsshow that, given that an error hits the selectedprogramsegment, there is a high

probability that it will createa securityvulnerability, fail silenceviolation, or systemcrash.Theanalysisreveals

thatsecurityandfail silenceviolationsarecausedmostlyby theprogramtakinga valid but incorrectbranchdue
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to a singlebit error. We presentthedesignandevaluationof a new encodingschemefor branchinstructionsthat

reducesor eliminatescasesin whichasinglebit errorcompromisessystemintegrity.

Closeranalysisof crashfailuresrevealsthat,althoughin mostcasesthesystemcrashesimmediately, thereare

casesin which the processexecutesthousandsor even tensof thousandsof instructionsbeforecrash. During

thisperiod,theprocesscansenderroneousmessagesor erroneouslychangetheprogram’s internaldatastructures

and potentially compromisesystemsecurity. This work provides a foundationfor further studies(using new

applications,suchasWebservers)of therelationshipbetweenerrorsandsecurityvulnerabilities.
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