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Abstract

Designes of large networled systemsre becomingmore concernedf aboutboth fault toleranceand system
security To build sud systemsit is critical to undestandthe relationshipbetweenerrors and securityvulner
abilities. In this paper we testthe hypothesighat errors, in particular contiol flow errors, can causesecurity
vulnebilities. We identifythe userauthenticatiorsectionf ftpd (file transferprotocolserver)and sshd(secue
shellserver)applicationsand conducterror injectionsto studythe sensitivityof systemintegrity to errors. Results
showthat, out of all activatederrors: (1) 1% to 2% of errors compomisesystenmsecurity(createa permanent
window of vulnerability), (2) 43% to 62% of errors resultin crashfailures (about8.5% of theseerrors create
a transientwindow of vulnerability), and (3) 7% to 12% of errors resultin fail silenceviolations. We analyze
reasonswvhy a singlebit error to createa securityhole or crashthe system.Finally, we presentthe designand
evaluationof a new encodingschemefor brand instructionsthatreducer eliminatescasesn which a singlebit

error compomiseshe systenmintegrity.
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1. Introduction

Networked systemssuchaslarge web sener farmsand e-commercdransactionsystems are often running
underhigh load, faults, errors, and security attacks. Designersof suchsystemsfrequentlyseekto implement
fault toleranceaswell asa high level of security However, thesetwo goalsimposeconflicting requirement®n
systemdesignandimplementation On the onehand,fault tolerancerequiresredundany, suchasreplicationand
distributed processingpn the otherhand,securityrequiresa single point of control and centralizedprocessing.
When designingsuch systemsiit is critical to understandhe relationshipand interactionbetweenerrorsand
securityproblems.

In this paper we studythe impactof errorson systemsecurity The goal of this work is to studythe hypoth-
esisthat errors,in particularcontrol flow errors, cancompromisesystemsecurity We testthis hypothesisn
the contet of two widely usedinternetsener applicationsftpd (FTP daemonsener programfor InternetFile
TransferProtocol)andsshd(SSHdaemonsener programfor SecureShellProtocol).Both programsequireuser
authenticatiorbeforegrantingaccesgo sener resourcesAnalyzingthe userauthenticatiorsectionsof the source
codeof thesetwo applicationswe determinethat dueto the structureof the code,corruptionto the control flow
instructionscan potentially subvert the programmes original intendedflow of control and openthe systemto
intruders.We useerrorinjectionto createrealisticfailure scenario@ndto analyzetheirimpacton systensecurity
In particular we seekto determinewhethercorruptionto control flow instructions(even by a singlebit flip) can
make the systemvulnerableto securityattacks.We focuson control errors,asthey canleadto datacorruptions
(e.g.,in thedatabase)processrashesiail silenceviolations,and,moreimportantly securityvulnerabilities.An-
otherimportantreasorthatwe focuson controlflow errorsis thatthe applicationsunderstudy in particulartheir
authenticatiorsectionsare control-intensie andtherefore more sensitve to control flow errors. To the bestof
ourknowledge,thisis thefirst studyon theimpactof controlflow errorson systemsecurity

Thekey contributionsof this papercanbe summarizedsfollows:
1. Analysisof theimpactof controlflow errorson systemsecurity;

2. Identificationof two typesof systemvulnerabilitywindows: (1) permanenand(2) transient.A permanent

vulnembility windowis the time period within which the system(dueto an error) becomegpermanently

Errorsseenby anapplicationcanbe broadlyclassifiedasdataerrorsandcontrolerrors. Data errors affect the valuesof variables or
registersof the application.Contml errors changethe controlflow of the applicationandcausea divergencefrom the intendedexecution

path.



opento anintruder(i.e., until the applicationis reloaded swapped or the systemis rebooted).A transient
vulnemability windowis the time period betweenactivation of an error (i.e., executionof an erroneousn-
struction)andthe occurancef application/systensrash.We shav thatatransientwindow canincludethe
executionof morethan16,000instructiongnot countingthoseexecutednsidethekernel).Duringthistime,
the error canpropagateandasa result,the applicationmay senderroneousnessageto otherparticipants

in the network or wrongfully changats internalstate or it maycompromiseothersystemcomponents;

3. Analysisof key reasonsvhy a singlebit error cancreatea securityhole or crashthe system.Designand
evaluationof a new encodingschemeéor branchinstructions(on Intel x86) to reduceor eliminatecasesn

which a singlebit errorcompromiseshe systemintegrity.

Resultsshav that out of all activatederrors: (1) 1% to 2% of errorscompromisesystemsecurity (createa
permanentvindowof vulnembility), (2) 43%to 62% of errorsresultin crashfailures(about8.5% of theseerrors
createa transientwindowof vulnembility), and(3) 7% to 12% of errorsresultin fail silenceviolations. Detailed
analysisshawvs thatmostof the securitybreak-insandmary of thefail silenceviolation casesarecausecy the
programtaking a valid but incorrectpathin the presencef errors. A detailedbreakdevn of thesecasesshaws
thata singlebit errorcanchangea branchinstructionopcodeto anothewalid (but incorrect)opcodeandtherefore
subvert the originally intendedexecutionflow. The reasonfor sucha radical changeunderthe single bit error
modelis thatin the Intel x86 architecturg5] instructionsare encodedso that the minimum Hammingdistance
betweenindividual conditionalbranchinstructionsis equalto one. We proposeand evaluatea new encoding
schemdo increaseéhe Hammingdistancebetweerthe conditionalbranchinstructionssothe thatsinglebit errors

will notleadto illegal changesn the controlflow of theapplication.

2. Related Work

In recentyears systensecurityhasbeenanareaof intenseresearchTherapidgrowth of World Wide Weband,
in particular the developmentof e-commercenale securitya critical issuein providing network services.Nev-
erthelesspublicly availableinformationon robustsolutionsin building securesystemss ratherlimited compared
with the volume of studiesandinformationon designinghighly fault-tolerantsystem. Most previous work on
securityfocuseson authenticatiorprotocols[12, 19|, encryption[16], intrusiondetectionandanomalydetection
[2]. Morerecently researcherfom LAAS of FranceandIBM beganstudieson quantitatve measuremerdf op-

erationalsecurity[4, 13]. Also emeping arestudieson theimpactof ervironmentalfactorsin intrusiondetection
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systemg10]. Ourwork bringstogetherthe studyon errorsandsystemsecurity To bestof our knowledge,thisis
thefirst studythatconsidersmpactof errors(in thetext sggmentof anapplication)on systemsecurity

Errorsin the applicationcontrol flow have beendemonstratetb causesesereconsequencescluding system
crashesandfail-silenceviolations (which leadto error propagation).The impactand protectionagainstcontrol
flow errorshave beenstudiedfor quite sometime. Mahmood[9 presents surey of techniquesn hardwarefor
detectingcontrolflow errors.Recentyearshave broughtseveral software-basedechniquegimplementeceitherat
theassemblyevel or athigh-level languagdevel). Thebasicschemasto divide theapplicationprograminto basic
blocks. Examplesinclude Block SignatureSelf Checking[1], EnhancedControl Checkingwith Assertions[]
and PECOS[3. While thesetechniquedetectinvalid flow of controlsin a program,the proposednstruction
setencodingschemedetectsvalid but incorrectconditionalbrancheslueto a changeof opcodes.The encoding

schemepresentedn this paperis complimentanyto theserelatedcontrolflow errordetectiontechniques.

3. Impact of Errorson System Security: Examples

In this section,first we briefly introducethe two target applicationsand then discussexamplesfrom them

illustratinghow dataandcontrolerrorscancreatesecurityholes.

3.1. Target Applications

File TransferProtocol(FTP) [15], is an Internetprotocolusedfor transferringfiles betweena file serner and
aclienthost. A userlogonto an FTP sener, authenticategiself usingusernameandpassverd, andretrievesor
uploadsdfiles from/to thefile sener. We usewu-ftpd-2.6.0awidely usedsener implementatiorfrom Washington
University The userauthenticatiorpart of this implementationncludestwo functions,user () andpass(),
which checktheuseridentity andpassverd andawardaccessf bothcheckspass.Thesetwo functionshave 1211
linesof C sourcecode,constitutingabout5.8%of the entirewu-ftpd-2.6.0sourcebaseandabout8% of theentire
compiledbinary code. Thetarmgetfor errorinjection,i.e., branchinstructions,n thesetwo functionsaccountdor
7432bits (about13% of thesetwo functions).

SecureShell (SSH)[19], is a programusedto log into anothercomputerover a network, executecommandsn
a remotemachine andmove files from onemachineto another SSHprovides strongauthenticatiorandsecure
communicationsverinsecurechannels SSHis mostusefulfor logginginto aUNIX computerfrom aremotema-

chinein casesn whichthetraditionaltelnet[14] andrlogin [8] programsvould notprovide passward andsession



encryption. We usethe ssh-1.2.3@istribution by SSHCommunication$Security Espoo,Finland. The userau-
thenticationpartof thisimplementatiorwhich we studyincludesthe threefunctionsdo_aut hent i cati on(),
aut h_rhost s(), andaut h_passwor d() . Thesethreefunctionshave 1236lines of C sourcecode,about
3.6%o0f theentireSSHsourcecodebaseand2.1%of theentirecompiledbinarycode.Thetargetfor errorinjec-

tion, i.e., branchinstructionsjn thesethreefunctionsaccountdor 2664bits (about12% of thethreefunctions).

3.2. Example 1

Thefirst exampleis taken from functionpass() of wu-ftpd-2.6.0 This functionis responsibldor checking
whetherthe remoteusers passwrd is correctand granting/degping accesgo the sener accordingly In this
example,the C codecheckswhetherthe provided passverd matcheghe systemstoredpassverd andsetsa grant

flagif they match.The C sourcecodeaswell asdisassembletiinarycodeareshovn in Figurel.

C Source Code

if (... & (strcnmp(xpasswd, pw >pw _passwd) == 0)) {
rval = 0;

}
if ( rval ) {
/* deny access */

}

/* grant access */

Disassembled Binary Code

<pass+216>: push Yeax pw >pw_passwd
<pass+217>: push %ecx xpasswd
<pass+218>: cal <strcnp> call strcmp(...)

#
#
#
<pass+223>: add $0x8, %esp # shrink stack
<pass+226>: t est Y%eax, Yeax # test if return value is 0O

#

#

#

#

<pass+228>: j ne <pass+232> if not O, jnp to <pass+232>
<pass+230>: xor %ebx, Yebx if 0, rval =0
<pass+232>: t est %ebx, Y&bx test if rval is O

<pass+234>: je <pass+1203> if O, junp to grant part
<pass+240>: push  $0x8062907 # if not 0, deny

deny access and return ...
<pass+1203>: ... grant access ...

Figure 1. Example from function pass() of ftpd



In thecodesegmentshavn in Figurel, we identify threeinstructionghatcansulbvert theintegrity of thesener
with a singlebit error Oneinstructionprovides a function agument,andthe othertwo are conditionalbranch

instructionghataredecision-makingpointsin the sener process.

1. At address<pass+216>, a single bit flip canchangepush %ax (encoding0Ox50 to push %ecx
(encoding0x51), which providesst r cnp() with two identical stringsand makesst r cnp() always

returnO;

2. At address<pass+228>, a single bit flip canchangej ne (encoding0x75) to j e (encoding0x74)
and reversethe branchdirection. Insteadof branchingto <pass+232>, the programfall throughto

<pass+230> andsets¥ebx (r val ) to 0;

3. At addrespass+234>, it behaessimilarly, exceptit maychangg e toj ne. Insteadof falling through

to thedery partin caseof awrongpasswerd, it branchego the passverd acceptpart;

In all threecasesthe senerwill grantaccesgo the systemfor anyonewho logsin with anexisting username
(relative easyto obtain) and an arbitrary or invalid passwrd. Obsere that this situationcreatesa permanent
security hole which can be eliminatedonly throughapplicationreloador systemreboot. The reasonthis can
happenis that the Hammingdistancebetweenthe opcodesof the two instructionsequalsto one. Therefore,a
singlebit errorcanchangepush %eax topush %ecx andj e toj ne orvice versa.Sucha changecompletely

reverseghecontrolflow of the programandresultsin a securitybreach.

3.3. Example 2

This exampleis taken from functiondo_aut hent i cati on() of sshd This function usesa combination
of mechanismso authenticatea remoteuser The codesegmentshavn in Figure2 is one of the authentication
mechanisms.namelyaut h_host s(. .. ), which returnsa non-zerovalue whenthe remoteuseris awarded
accesdo thesystem.Again, if thej e instructionin the disassembledodeis changedo | ne, theflow of control

is subvertedandresultsin a securityviolation, i.e., anunauthorizedisercangetinto the system.

3.4. Example 3

This exampleis takenfrom functionpacket _r ead() of sshd It shavs how adataerrorcanaffectthesecure

operationof the sener. Whenfunctionr ead( . . .) is calledto receve a paclet from the network, it performs
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C Source Code
if (auth_rhosts( ... ))
{

/* Authentication accepted. */

aut henticated = 1;

br eak;

}
Disassembled Binary Code

call 0x804df 20 <aut h_rhosts> # call auth_hosts
nov Y%eax, Yedx # %dx = return val ue
add $0x18, %esp
t est %edx, Yedx # 1f %dx ==
je 0x804bda6 <%ei p+33> # yes, deny
c # no, accept
nmovl $0x1, Oxffffffbc(%ebp) # authenticated = 1
jmp 0x804c093 # break to accept

Figure 2. Example from function do_aut hent i cati on() of sshd

buffer overflow checkingj.e., it verifieswhetherthe sizeof theincomingdatadoesnot exceedthe predefinediata
buffer, buf . An errorthatalterstheimmediatenumber0x2000 (decimal8192) in thepush instructionor adata
erroron calling stackfor r ead( ) , or acontrolflow errorinsidether ead() functionwhenthe buffer boundary

checkingis executedcancreateanopportunityfor stackoverflow attacksj.e., hijack thesener process.

The examplespresentedn this sectionprovide corvincing evidencethat errorsin the code sggmentof an
applicationcanmake systemvulnerablefrom the securityperspectie. More importantly ary of the discussed
scenarioxreatepermanensecurityhole. Theseholesdo not crashthe system but aslong asthe systemis not

rebootedbr the memorypagesarenotreloadedary usercanlog in without properauthentication.

4. Experimental Approach

To betterunderstanchow errorsimpact the security of the target applicationsand to assesshe likelihood
of compromisingsystemsecuritydueto errorsin the text sggment, we conducta set of errorinjection-basd
experiments.We useSelectiveExhaustinjection asa trade-of betweenrandomandexhaustve errorinjections.

Randominjectionis an effective way to characterizéailure behaiors whenthe target applicationis large, but it
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C Source Code

i nt packet _read(void)

{
char buf[8192];

/* read packet from network */
| en = read(connection_in, buf, sizeof(buf));

Disassembled Binary Code

push  $0x2000 # si zeof (buf)

| ea Oxf f ffdf 80( %ebp) , %esi # buf

push %esi

pushl  0x8077604 # connection_in
cal 804a4a8 <read> # call read

Figure 3. Example from function packet r ead() of sshd

suffersfrom aninability to fully understandheimpactanddistribution of errors.Exhaustve injection,ontheother
hand,providesa completeview of errorimpactbut suffers from the prohibitive costof time andcomputational
resources.Our methodis a trade-of betweenthetwo. It is selectivein the sensethatwe chooseonly the code
sggmentsmostreleventto our evaluationgoal,i.e., theauthenticatiorsectionsof the executablesandwe conduct
errorinjectionsin the selectedegionsof the codesegment. Thesepartsarecritical for theintegrity of the systems
from a securitypoint of view. The errorinjectionsare exhaustivein thatwe run experimentsuntil every bit of
every branchinstructionsin the selectedsegementss injected. For eachexperiment,we flip onebit in the code
andrunthesener until completionof oneclient connectionFor example,instruction

74 05 je $PC+5

hastwo bytes(16 bits). We run 16 experimentdor thisinstructioneachrunningwith oneof the 16 bits corrupted.
Injecting oneerror at a time allows us to obsere the exactconsequencef eacherror If multiple bit errorsare
usedin eachexperiment;t is oftenhardto traceexactly which of themresultedn a crashor semantioviolation.
Error injection campaignsareperformedusingNFTAPE [17], a comprehense setof toolsfor fault anderror
injectionsin networked ervironments.A deluggerbasedinjectorfrom NFTAPE is used. Theinjector loadsthe

sener executableinto memory setsa breakpointat the instructionwherean error is to be injected, and starts



runningthe sener process.In the meantimea client for the sener is startedon anothemachineandtriesto log
ontothesener. If thechoserinstructionis on a paththatthe sener needgo executefor a specificrun, the sener
stopsat the pre-setbreakpointandtheinjectorinjectsthe error at thattime andcontinuesexecutionof the sener
processHowever, if thechosennstructionis noton anexecutionpath,the sener runsto completionwithout the
breakpoinbeingactivated. Theabore mentionecproceduras usedio monitorwhetherthecorruptednstructionis
actuallyexecuted.If theerroris actvatedandcauseshe sener procesdo crash theinjectorinterceptghe signal
andlogsit beforethe sener processs terminated.Otherwise putputfrom the sener processandtheinjectorare

loggedfor off-line analysis.

5. Experimental Resultsand Analysis

Thissectionpresentsheresultsfrom errorinjectioncampaign®n sshdandftpd anddiscussionsf ourfindings.

5.1. Results Categorization

In the conducteckerrorinjection experimentsthe activation andexecutionof an erroneousnstructionleadsto

differenttypesof outcomesWe catgorizeoutcomesnto thefollowing five types:

Not Activated (NA). The breakpointis not reachedduring the executionand therefore,the client and sener

operatdn anormalmanner

Activated but Not Manifested (NM). The breakpointis reachedandthe corruptedinstructionis executed,but

theerrorhasnoimpacton the sener andtheclient getstherequesteservice.

System Section (SD). Thecorruptednstructionis executedandthesener crashebecausef theerror Thecrash

is usuallycausedy anillegal instructionor segmentatiorviolation.

Fail Silence Violation (FSV). The corruptedinstructionis executedbut the communicatiorpatternand/ordata
exchangedetweerthesenerandclientis notconsistenasobseredin anerrorfreeexecution. Thatmeans
the error causeshe sener to take a differentexecutionpathandresultsin violation of the intendedflow
of control. In the contet of our selectedapplications gxamplesof FSV are skippingsendinga message,

sendinganextramessagejerying accesdo aresourcevhenit shouldactotherwise.

Security Break-in (BRK). This is a specialtype of FSV which createssecurity holes. The manifestationof

BRK is thatthe sener programawardsaccesdo the client whenit shouldnot do so. In ftpd, a break-in
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meansa client successfullyoggedin andretrievedfiles from the sener; In sshd it meangheremoteclient

successfullygetsalogin shellwhenit shouldnot.
5.2. FTP Error Injection Resultsand Analysis

Errors are injectedinto the branchinstructionsin the two selectedfunctionsuser () andpass(). Four
differentclientaccespatternsareusedto log onto thesener andto characterizéhesener behaior. Clientluses
anexisting usernamebut awrongpasswerd, emulatinga securityattackfrom anunauthorizeclient. Client2uses
anexistingusernameanda correctpassverd. Client3usesannon-«isting usernameandpasswverd. Client4logs

onasananorymoususer All clientstry to retrieve severalfilesif thesener authorizedhelogin.

| Type | Clientl1 | Client2 | Client3 | Client4 |
NA 6776 - | 6384 - | 6936 - | 6176 -
NM 307 | 46.80%| 410 39.12%| 190| 38.31%| 378 | 30.10%
SD 285 | 43.45%| 517 | 49.33%| 273 | 55.04%| 785 | 62.50%
FSV 57| 8.69% | 121 | 11.55% 33| 6.65% 93| 7.40%
BRK 7| 1.07% - - - - - -

Table 1. FTP Result Distributions

Tablel shaws theresultsdistribution for 7432runs,correspondingo the numberof bitsin all branchinstruc-
tionsin thetamgetfunctions.Therearetwo columnsfor eachclient, theleft columnshavs theraw numberfor each
resultcategory, andthe right columnshaows the percentagegainstall activatederrors. A dash(- ) denoteshot
applicable Thisformatis usedthroughouthis paper On average about88%of all errorsareneveractivated. The
low activationrateis becausdarge chunksof the selectedcodearenot executedduringarun of oneparticulartype
of clientrequestFor example whenClientlattemptdo log on asanormaluser thecodethathandlesanorymous
login is not reached.Clientl usesa wrong passwrd, thusthe codesegmentthat handlescorrectpasswrdsand
thereforegrantsaccesss not reached.The four selectecclient accesgatternsexercisedmostof the two tamget
functions.

About 38.5%of actvatederrorshave no impacton the correctexecutionof the sener andclient. Suchnon-
manifestations becausehe injectedbit errorsdo not changethe type of an opcode.About 52% of all activated
errorscausea systemdetectionandthe sener procesgo crash.Theseerrorsmalke aninstructioninvalid, change
the offset of the branchinstructionto a invalid location or to a locationin the middle of an valid instruction,

or they changea branchinstructionto anothertype of instructionand causethe register or memorystateto be
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changed. About 9% of all activatederrorscausedfail silenceviolations. We obsere different manifestation
of FSV. Sometimeghe sener processendsan extra or awrong messagehat confuseghe client; sometimeghe
senerskipssendingarequiredmessagé¢hattheclientis awaiting, makingtheclientto hang;sometimeshesener
grants/denieaccesgor aclientwhile the protocolindicatest shouldactotherwise As anexample,considerone
of the runsfor Clientl The client sendsusernameto the sener and expectsan acknavledgement. Due to a
controlflow errorin the sener procesghe sener, insteadof sendinganacknavlidegementto the client, branches
to anerroneoudocationandsendsaninvalid reply messagéhatconfuseghe client. Note thatthe sener process
ultimately crasheglueto internalstateproblemcauseddy the error. Of particularinterestfor our study thereare
7 casef BRK compromisethe securityof the sener in Clientl In thesecasesthe client obtainsaccesgo the

systemdespiteaninvalid passverd.
5.3. SSH Error Injection Resultsand Analysis

As in ftpd, errorsare injectedinto branchinstructionsin the selectedthree user authenticationfunctions,
do_aut henti cati on() ,aut hrhost s() andaut h_passwor d() . We applytwo client accespatterns.
Clientllogsonto thesenerusinganexisting usemamebut awrongpasswerd; Client2usedanexistingusemame

anda correctpassverd. Table2 shaws the resultsdistribution for all 2664runs,correspondingo the numberof

| Type | Clientl | Client2 |
NA 1424 - | 1408 -
NM 498 | 40.16%| 500 | 39.81%
SD 650 | 52.42%| 659 | 52.47%
FSV 73| 5.89% 97| 7.72%
BRK 19| 1.53% - -

Table 2. SSH Results Distributions

bitsin all branchinstructionsn thetamgetfunctions.The percentageolumnsin thetablearecomputedagainstll
activatederrors. On the average about40% of all errorsarenever activated. Comparedo the resultsfrom ftpd,
sshdhasmuchhighererroractivationratebecausehe C sourcecodein the sshdimplementatioris morecompact
thanthatof ftpd. About40% of activatederrorshave no impacton the correctexecutionof the sener andclient.
About 52% of actvatederrorscausea systemdetectionandthe sener processcrashes About 7.5% of activated
errorscausedail silenceviolations. The manifestation®f fail silenceviolationsare similar to thoseobsenred

from ftpd.
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About 1.5% (19 cases)f actvatederrorsfrom Clientl openthe systemto securityattacks. Comparingthe
percentagesf BRK from ftpd andsshd we obsere thatsshdhasa higherbreak-inratethanftpd (1.1%,7 cases).
Analysis of protocol and sourcecoderevealsthe reasonfor this difference. In ftpd, usernameand passvord
checkingis the only mechanisnof authenticationi.e., thereis only a singlepoint of entryto the system.In sshd
combinationf mechanismsuchasRSA[16](publickey authentication)UNIX passverd, andrhosts(similar to
rlogin[8]) canbe usedfor userauthenticationFor eachclient thereexist multiple pointsof entryinto the system.
Errorsin ary of thesecheckscancompromisehe integrity of the system.From a securitypoint of view, asingle
point of controlis alwayspreferred.Giventhat an error changeghe control flow of anapplication,applications
with multiple pointsof entry have a higherprobability of beingcompromisedhanthosewith a single point of

entry

5.4. Discussion

Persistentand LatentErrors. Fromthe resultspresentedibore, we seethatwhena error manifestsjt either
resultsin fail silenceviolation or a systemdetection Becausanosterrorsarenot actvatedor not manifestedpne
canamguethatthe chanceof an error causingary problemis very small. However, whenan error occursin the
system eitherin physicalmemoryor stablestorage|t persistsuntil the memorypageis reloadedor the system
is rebooted. Consequentlywe have a permanentondition that keepscrashingthe sener or causingsecurity
vulnerabilitiesandfail silenceviolations. Clientrequestwith similar accesgatternswill causethe sener to fail
in similarfashions.

Impactof Systenload. Previouswork [6, 7, 18] shawvs thata programunderheary load tendsto have more
error manifestationghan one undera light load. This is true for our experimentsalso. The sener programs
underour study usethe following processingnodel: (1) the main sener procesdistenson the sener port for
client connections;(2) upon an incoming client request,the main sener processforks off a child processto
handlethe clientrequestlin this processingaradigm errorsstayin memoryandremainlatentfor all subsequent
clienthandlingprocessesA highersener load meansmoreclientrequestcomingin andthe potentialfor more
diversifiedclientrequespatterns.The morediversifiedclient requestsare,the higherchanceof differentpartsof
the sener codebeingexercisedandthusthe higherthe probability of alatenterrorbeingmanifested.

Transientwindowof vulneiability. We studiedthe crashfailuresin detail. In particular we examinethe manner

in which errorscausecrashfailuresandwhatthe sener is doing betweenexecutionof an erroneousnstruction
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andcrash.Figure4 shavs thedistribution of thenumberof machinenstructionsexecutedor thecrashingorocess
betweertheerroractivationpointandthecrashpointfrom FTP Clientlexperiment.Thesenumberglonotinclude

theinstructionsexecutednsidethe kernel.Notethat X axisis in log scale.
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Figure 4. Number of Instructions Executed between Error and Crash. X is in log scale.

Majority (91.5%)of crashfailure casesoccurwithin lessthan 100 instructionsafter a corruptedinstruction
is executed. However, in the remaining8.5% casesthe sener executeshundreds thousandspr even tens of
thousand®f instructionsbeforeit crashesnot countingthe instructionsexecutedinsidethe kerneldueto system
calls. To the bestof our knowledge,this is the first studythattries to provide insightinto how a systembehaes
betweererror activation andsystemcrash. Thosecrashfailureswith long lateny areextremelydangerousvith
respecto security asthey createa transientwindow of vulnerability to the outsideworld. The sener processes
canpotentiallysendout erroneousnessage the clientsor incorrectly processmessageseceved from clients.
Closely examining someof the crashcaseswith long lateny, we find that several of them sendout erroneous
messageto the client or receve messagefrom client (referto an examplediscussedn Section5.2). Although
in the limited casessxaminedwe do not obsere ary securityhole opencausedoy the error, we arguethatthe

potentialfor suchanerrorcausingsecurityproblemss not negligible.

6. New Instruction Set Encoding Scheme

In this sectionwe analyzewhy corruptingcontrolflow instructionswith asinglebit flip errorcancausdailures

suchassecuritybreak-insandcrashfailures.We alsoproposea solutionto eliminatetheseerrortypes.
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Examiningthe BRK andFSV casesbsered in the errorinjection campaignsyve find that failureshave two
causes(1) changen abranchinstructions offsetand(2) changan a branchinstructions opcode.In the caseof
offsetchangethe programbranchego a differentlocationotherthanthe intendedoneandeitherexecutessome
extra codeor skipsexecutionof codethatwould be executedin anerrorfree case.ln the caseof opcodechange,
(e.g.,aj e (jumpif equal)instructionis changed ne (jumpif notequal)),the programtakesavalid but incorrect

branch.Table3 shavs thelocationsinsideaninstructionwherethe errorsareinjected.

| Abbreviation | Definition |

2BC Opcodeof 2-byteconditionalbranchinstruction

2BO Operandof 2-byteconditionalbranchinstruction

6BC1 Byte 1 of Opcodeof 6-byteconditionalbranchinstruction
6BC2 Byte 2 of Opcodeof 6-byteconditionalbranchinstruction
6BO Operandf 6-byteconditionalbranchinstruction

MISC Others

Table 3. Error Location Abbreviations

Tables4 and5 shav thebreakdaevn of errorinjectionresultsaccordingo definitionsin Table3. Fromthesetwo
tables,we obsere thatbetweer38% and63% of the BRK andFSV casesarecauseddy a singlebit errorin the
opcodeof a 2-byteconditionalbranchinstructions.About 6.5%to 18% of the casesarecausedy anerrorin the
secondopcodebyte of a 6-byteconditionalbranchinstruction. A closerexaminationrevealsthata vastmajority
occurbecause singlebit error causes conditionalbranchinstructionto changeto anotherconditionalbranch

instructionandthereforesulvertstheintendedpathof execution.

Location| Clientl | Client2 | Client3 | Client4 |
2BC 39| 60.94%| 76| 62.81%| 20 | 60.61% | 46 | 49.46%
2BO 16 | 25.00%| 23| 19.01%| 7 | 21.21%| 11| 11.83%
6BC1 2| 3.12% 4| 3.31%| 2| 6.06%| 5| 5.38%
6BC2 71 10.94%| 14| 11.57%| 3 9.09%| 17 | 18.28%

6BO 0| 0.00%| 2| 1.65%| 1| 3.03%] 10| 10.75%
MISC 0] 0.00%| 2| 1.65% 0.00%| 4| 4.30%
| Total [ 64| -] 121] - | 33] -] 93] - |

Table 4. FTP Breakins and Fail Slience Violations Breakdown

The reasorfor sucha critical changeunderthe singlebit error modelis thatthe Intel x86 instructionset[5]

currentlyusescontinuousencodingof all the conditionalbranchinstructions(also obsered in the SunSFARC
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| Location| Clientl | Client2 |
2BC 41 | 44.57%| 37 | 38.14%
2BO 22 | 23.91%| 26 | 26.80%
6BC1 0| 0.00%| 0| 0.00%
6BC2 6| 6.52%| 7| 7.22%

6BO 7| 7.61%| 8] 8.25%
MISC | 16| 17.39%] 19 | 19.59%
| Total | 92| -] 97| - |

Table 5. SSH Breakins and Fail Slience Violations Breakdown

instructionset). On anx86, therearetwo setsof conditionalbranchinstructions 2-byteand6-byte?. The 2-byte
sethasonebyte of opcodeandonebyte of branchoffset; the 6-byte sethastwo bytesof opcodeand4 bytesof
branchoffset; Opcodesf both setsare continuouslyencoded.The opcodedor the 2-bytesetrangesfrom 0x70
to Ox7F, andthe opcodesf the 6-bytesetrangedrom 0x0F80to OxXOF8F- Continuousencodingmakesprocessor
implementatiormucheasierdueto fastinstructiondecoding,microcodelookup, andexecutions. This however,
meansthat the minimum Hammingdistancebetweenthe opcodesof instructionsin the samesetis one. As a
result,singlebit error canchangeoneconditionalbranchinstructionto anotherandthuschangethe control flow

intenedby theprogrammer
6.1. New Encoding Scheme

We proposea new instructionsetencodingschemehatincreaseshe Hammingdistancebetweenthe block of
conditionalbranchinstructionsandeliminatesthe possibility of a singlebit errorsubvertingtheflow of control.

In the currentx86 instructionset,opcodesof 2-byte conditionalbranchinstructionsare encodedrom 0x70
to Ox7f andopcodesof 6-bytebranchinstructionsrangesdrom 0xf 080 to Oxf 08f . The minimum Hamming
distancan thesewo setsis one,thereforeasinglebit flip canchangeoneconditionalbranchinstructionto another
valid conditionalbranchinstruction reversingtheintendedlow of execution.For example,in the2-bytecasej e
is0x74 andj ne is 0x75, theHammingdistancebetweerthetwo is one. A singlebit flip canchangg e toj ne
or vice versa.Theimplicationis thata denialof accesgo a resourceon the systembecomegrantof accessand
thuscompromisesheintegrity of thesystem.

To solwe this problem,we shallincreasdghe minimum hammingdistancebetweernopcodesof ary 2-byteor 6-

byte conditionalbranchesothatasinglebit flip for any of theseinstructionwill notresultin anotherconditional

2\We do not considetthe 16-bitbranchtargetoffsetherebecausall our experimentsareconductedbn Linux in 32-bitaddressingnode.
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branch.In the proposedsolution,we increasghe minimumHammingdistancebetweertheinstructiongo atleast
two. We achieve this throughre-shufling the encodingof the currentinstructionset. Table6 shavs the mapping
from encodingin the old instructionsetto encodingin the new instructionset. To achie’e a minimumHamming
distanceof two, we usethelastbit of the mostsignificantfour bits of the old opcodeasthe parity bit for the least
four significantbits (we useodd parity). Notethatary parity encodinghasa minimumhammingdistanceof two.

Forexample,j o with encodingdx70 hasabinaryrepresentationf 0111 0000, theoddparity bit for thelower
four bits0000 is 1 (whichwe alreadyhave), thereforegheencodingof j o in thenew instructionsetremaindd111

0000. Ontheotherhand,j no with encodingOx71 hasabinaryrepresentationf 0111 0001, the odd parity
bit for the lower four bits 0001 is 0, thereforewe needto changethe last bit of the higherfour bits to 0 andthe
resultingnew encodings 0110 0001 (0x61). Doing so,the newv encodingfor someof the branchinstructions
usestheencodingof non-branchinstructionsin the original encodingschemeTo eliminatethis conflict, we swap
theencodingof the non-branchnstructionwith the branchinstruction,e.g.,in thecaseof | no, we used0x61 for

it in the new encodinganduseOx 71 for popa, which hasanencodingof 0x61 in the old instructionset. The
mappingfor the opcodeof 6-byteinstructionss donesimilarly to the secondoyte of their opcodes.

Table6 shavs how conditionalbranchopcodedrom theold instructionsetaremappednto the new instruction
encodingscheme. Columns2-byte Old and 6-byte Old are mappedto columns2-byte New and 6-byte New,
respecirely. Table6 shavs only the conditionalbranchmappings.It doesnot includethe swappednon-branch
instructions.In the next subsectionsye presenour evaluationapproachandexperimentalresultsfrom the new

encodingscheme.

6.2. Experimental Approach

To evaluatethe new encodingschemewe need(1) to build a nev processoto incorporatethe proposecden-
codingor (2) to implementthe encodingin a processosimulator A real processois the preferredoption, but
it is not possibleto changethe currentx86 processorlndbuild a nev one. Simulationcannotemulatethe real
machineenvironmentneededo conducterror injection experimentsand obtainrealistic results. We proposea
novel approactio testingthe new encodingschemeon anexisting x86 processoundererrorinjections.

We assumehe existenceof a hypotheticaprocessothatincorporateshe new instructionencoding Wheneer
we pick aninstructionfrom the text sgmentfor error injection, we mapthis instructionfrom the old encoding

to the new one. We thenpick a bit in the mappedew instructionto obtainan erroneousnstructionin the new
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| Mnemonics| 2-byteOld | 2-byteNew | 6-byteOld | 6-byteNew |

JO 70 70 OF 80 0F90
JNO 71 61 OF81 OF81
JB 72 62 OF 82 OF 82
JNB 73 73 OF 83 OF 93
JE 74 64 OF 84 OF 84
JNE 75 75 OF 85 OF 95
JNA 76 76 OF 86 OF 96
JA 77 67 OF 87 OF 87
JS 78 68 OF 88 OF 88
JNS 79 79 O0F 89 0F99
JP TA TA OF 8A OF9A
JNP 7B 6B OF 8B OF 8B
JL 7C 7C OF8C OF9C
JNL 7D 6D OF 8D OF 8D
JING 7E 6E OF 8E OF 8E
JG 7F 7F OF 8F OF 9F

Table 6. x86 Conditional Branch Instruction Encoding Mapping

encoding.The erroneousnstructionis thenmappedbackto the old instructionencodingandis executedon the
processorOnecaneasilyconceve thatthis procesanaccuratelyemulateserrorinjectionfor the newv encoding
in theold processorThe mappingcanbeeasilyderived from Table6.

As anexample,considelinstructionj e (0x74,01110100 binary)from thetext segmentof a currentx86 exe-
cutable.Thisinstructionis mappedo the new encodingschemeusingTable6, we get0x64, binary01100100.
Assumethattheleastsignificantbit is flipped (from 0 to 1); asaresult,we get0Ox65 or binary01100101. This
valueis mappedbackto the old instructionencodingandresultsin 0x65. Notethatarny encodingnow shavn in
Table6 remainsthe samein bothold andnew encodings.Yet anotherexample,if 0x65 in the old instructionset
is to beinjected,we mapit to the new encodingwhichis still 0x65, flip the leastsignificantbit to obtainOx64.
This is then mappedbackto the old encodinggiving us0x74 (j e). This| e is thenexecutedon the current

processor

6.3. Experimental Resultsand Discussion

Theerrorinjectioncampaignslescribedn Section5 arerepeatedinderthe new instructionencodingscheme.
Tables7 and8 shaw theresultsfrom the new experimentdor ftpd andsshd ComparingTablesl and2 with Tables

7 and8, we obsere significantreductionin BRK andFSV usingnew instructionencodingscheme Thelasttwo
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rows in Tables7 and8 shav the BRK andFSV reductionpercentageln caseof BRK which affectsthe system
security the reductionis 86%for ftpd and21%for sshd In caseof FSV which arethe nonesecurityrelatedfail

silenceviolations,thereductionis 21%to 40%for ftpd and34%to 38%for sshd

| Type \ Clientl | Client2 | Client3 | Client4 |
NA 6776 - | 6384 - | 6934 - | 6175 -
NM 234 | 35.67%| 306 | 29.20%| 150| 30.24%| 284 | 22.61%
SD 381 | 58.08%| 670| 63.93%| 320| 64.52%| 907 | 72.21%
FSV 40| 6.10% 72| 6.87% 26| 5.24% 65| 5.18%
BRK 1| 0.15% - - - - - -
FSVReduction| 17| 30%| 49| 40%]| 7| 21%]| 28| 30%
BRK Reduction 6 86% - - - - - -

Table 7. FTP Result from New Encoding

| Type \ Clientl | Client2 |
NA 1424 - | 1408 -
NM 343 | 27.66% | 342 | 27.23%
SD 837 | 67.50%| 850 | 67.68%
FSV 45| 3.63% 64| 5.10%
BRK 15| 1.21% - -
FSV Reduction 28 | 38.36% 33| 34.02%
BRK Reduction 4] 21.05% - -

Table 8. SSH Results from New Encoding

Breakdovn analysissimilarto thosepresentedh Tables4 and5 shav thatthereductionsshavn in Tables7 and
8 aredueto thenew encodingschemeln particular BRK andFSV reductionslueto opcodeof 2-byteconditional

branchandsecondpcodebyte of 6-byteconditionalbranchinstructionsaccountfor all thereductionsn Tables7

and8.

7. Conclusion

In this paperwe shav that naturally occurringerrorsin the text segmentof an applicationcancausesecurity
vulnerabilities.We demonstratehis througherrorinjection experimentsconductedon two Internetapplications,
ftpd and sshd The resultsshav that, given that an error hits the selectedprogramsegment, thereis a high
probabilitythatit will createa securityvulnerability fail silenceviolation, or systemcrash. The analysisreveals

thatsecurityandfail silenceviolationsare causednostly by the programtaking a valid but incorrectbranchdue
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to asinglebit error We presenthe designandevaluationof a new encodingschemeéor branchinstructionsthat
reduce®r eliminatescasesn which a singlebit errorcompromisesystemintegrity.

Closeranalysisof crashfailuresrevealsthat, althoughin mostcaseghe systemcrashesmmediately thereare
casesn which the processexecutesthousandsr even tensof thousandsf instructionsbeforecrash. During
this period,the procescansenderroneousnessagesr erroneouslychangehe programs internaldatastructures
and potentially compromisesystemsecurity This work provides a foundationfor further studies(using new

applicationssuchasWebseners)of therelationshipbetweererrorsandsecurityvulnerabilities.
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