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Abstract

Many fault injectiontools are availablefor dependabil-
ity assessmenAlthoughthesetoolsare goodat injectinga
singlefault modelinto a singlesystemthey sufer fromtwo
mainlimitationsfor usein distributedsystems(1) nosingle
tool is suficientfor injectingall necessaryault models;(2)
it is difficult to port thesetools to new systems NFTAPE,
atool for composingautomatedault injectionexperiments
from available lightweight fault injectors triggers, moni-
tors,and othercomponentshelpsto solvetheseproblems.

We haveconductedxperimentaisingNFTAPEwith sev-
eral typesof lightweight fault injectors, including driver-
based, delugger-based,target-specific,simulation-based,
hardware-basedandperformance-faulinjections.Two ex-
ampleexperimentsaredescribedn thispaper Thefirstuses
a hardware fault injector with a Myrinet LAN; the other
usesa Softwae Implementedrault Injection (SWIFI) fault
injectorto targeta space-imging application.

Keywords: faultinjection, automatedesting,dependabil-
ity assessmendlistributedsystems

1. Intr oduction

Most of the mary existing faultinjectiontoolswerede-
velopedusinggoodsoftwareengineeringpracticesandare
modularin design.Nonethelesssachis to someextentspe-
cific to a particular albeitnovel anduseful,fault injection
method. For example,Xception[5] useshardwaredehug-
ging registers,Ferrari[13] usestraps,Orchestrg8] is di-
rectedtoward corrupting messagesand FTAPE [20] ties
fault injection to the workload. A resultof this specificity
is thatit is nontrivial to enhancery of thesetoolsto incor-
porateotherfault injection mechanism®r to trigger mul-
tiple or correlatedfaults usinga commoncontrol mecha-
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nism. Consequentlyno singleavailabletool providesmore
thana few essentialfault injection features,porting each
tool is difficult, and becomingproficientwith eachtool is
time consuming.

A motivatingfactorfor developingNFTAPE camefrom
failing to find an automatedault injection tool thatwould
supporthesetof featuresreededy theJetPropulsior_ab-
oratoryto evaluatea computersystemdevelopedto run sci-
entific experimentsin space. A partial list of the require-
mentsincludes:

1. Multiple Fault Models: bit-flips in registers and
memory (kernel, applications virtual addressspace,
random physical addresses)communicationerrors,
andl/O faults,

2. Multiple Fault Triggers: path-basedime-basedand
event-basedriggers (including correlatedevents be-
tweennodes),

3. Multiple Targets distributed (scientific) MPI (Mes-
sagePassinglnterface) applications,SIFT (software
implementedault tolerance)middlewarelayer, black
box applications,communicationinterfacehardware,
andoperatingsystemand

4. Versatile Err or Reporting Methods: tradeof be-
tweencollectingdetaileddatafrom fault injection ex-
perimentsand intrusivenessof fault injectors; ability
to dumpmemoryregionswhenneeded.

Simulation-basedools are useful beforethe systemis
built, but they tendto do a poorjob of capturingthecorrect
behaior of corruptsystems. Hardware-basedault injec-
tors provide valuableinsights,but they cannotbe usedex-
clusively becausd€l) limited controllability—mostphysical
fault injectorscannotinject controlled (specificor repeat-
able)faults, (2) limited accessibility—pin-leel fault injec-
tors cannotintroduceregisteror cachefaultsor communi-



cation errors,and (3) high implementationcost—anextra,
dedicatedhardware must be usedto facilitate fault injec-
tion. SWIFI (Software Implementedrault Injection) fault
injectorsoffer greatflexibility andrelative simplicity in im-
plementationA surwey of available SWIFI toolsfoundthat
they have several shortcomingsmary of which alsoapply
to hardware-andsimulation-basetbols.

1. Portability Problem: The effort to port thesetools
to a new systemis too high. Eventhe costof imple-
mentingavery simplefaultmodel(suchasterminating
processesandomly)is high becausehe programmer
alsoneeddo write codeto coordinatehe experiment,
to log results,andto cleanup the experimentalpro-
cesses.

2. Limited Support for Distrib uted Systems: Support
for distributed systemss limited, exceptfor thosein-
jectorstargeting communicationfaults. Initially, we
raninto several difficultiestargetingMPI applications
becausgheimplementatiorof MPI we usedusesrsh
to startprocesse®n remotenodes. We are unavare
of ary tool thatcantargetapplicationghatuseremote
procedurecallsto startnew processes.

3. Component Reuse Problem: The componentsin
eachof theavailabletoolsaredependenvn eachother
Thus,evenif onefaultinjectorhadanoutstandindgault
trigger, this componentwould be incompatiblewith
othertools.

4. Lack of Flexibility of Injection Method: Sinceno
single tool supportsmultiple fault models,we need
a new tool for eachfault modelwe areinterestedn.
Portingso mary toolsto a new systemis impractical.
Furthermoreeachtool hasits own interfacefor config-
uring experimentsjts own setof triggers,andits own
methodof datacollection. Thus,evenif severaltools
wereportedto the system,it would take considerable
timeto learnto usethem.

NFTAPE usesanew approactto building faultinjectors
thataddresghe shortcomindisted above. The reasorthat
traditional monolithic fault injectorsare difficult to portis
thatthe componenthatinjectsthe fault (which is system-
specificanddifficult to port) is dependenbn othercompo-
nents. With NFTAPE, the fault injection components re-
placedby a LightWeight Fault Injector (LWFI), the trigger
becomesan NFTAPE trigger procesgsimilar in concepto
aLWFI), andtheremainingfunctions(suchaslogging,con-
figuration, and communication)are handledby NFTAPE.
To develop new fault injectors, only the LWFI (which is
much simplerthana traditional fault injector) needsto be
written; NFTAPE alsoprovidesan API to furtherfacilitate
developmenbf faultinjectors. Becausd. WFI andtriggers
usea standardinterface, they can be interchanged. This
way, NFTAPE can inject faults using ary fault injection

methodand ary fault model (provided that an LWFI ex-

ists). To our knowledge NFTAPE is thefirst nonsimulation
tool that supportsan arbitrary fault model. NFTAPE was
designedspecificallyfor usein distributed systemshut it

may alsorunonasinglemachine.

This papempresentshearchitectureof NFTAPE andpro-
videstwo exampleexperimentdo justify the above claims.
Our objective is to demonstratéhe versatility of the NF-
TAPE validation framework in performing a wide range
of faultinjectionexperimentausingdifferentfaultinjectors
and handlingdifferentapplications. None of the previous
injectorsachieve this level of flexibility. Clearly the NF-
TAPE ervironmentcanalsobe usedto evaluatea singleap-
plicationusingdifferentfaultinjectors.

Theremainingof the paperis organizedasfollows: Sec-
tion 2 describegelatedresearch.Section3 describeghe
NFTAPE architecture. Section4 describedault injection
in NFTAPE. Section5 presentswo example experiments
conductedvith NFTAPE oneusinga hardwarefault injec-
tor with a Myrinet LAN andthe other using a debugger
basedfault injector with an image processingapplication.
Section6 summarizeshe paper

2. RelatedWork

Faultinjection hasbeenusedto analyzethe dependabil-
ity of computersystemsby acceleratinghe rate at which
errorsoccurin the system[6, 1, 10]. In particulay fault
injection aims at (1) exposing deficienciesof fault toler-
ancemechanismgi.e., fault removal) and (2) evaluating
the coverageof faulttolerancemechanismsi.e., fault fore-
casting). Several tools have beendevelopedfor different
methodsof fault injection. Theseinjectorsfall into three
categories: software implementedault injectors(SWIFI),
physicalfaultinjectors,andsimulatedfaultinjectors.

SWIFI [18, 14, 5, 8] is very popularbecauset is inex-
pensve,easyto develop,andrunsin software.Xception[5]
usesthe deluggingfeaturesof modernprocessorso inject
andto triggerfaults.

Physicalfault injection hasthe advantageof sometimes
being able to use a fault model that is closestto faults
experiencedin the field. Thesetools use pin-level in-
jection [16, 1], ion radiation and EMI [15], and even
laserbasednjections[17]. However, they requirespecial-
purposehardware,areoftendifficult to operateor to coordi-
natewith softwareon thetargetsystemandcanbeharmful
to thetarmget.

Simulatedfault injectors[7, 11, 9] are very flexible in
termsof the fault model, the fault trigger, anddatacollec-
tion. Thisis becausell theinformationaboutthefaultand
the systemis availableto the programmer However, [19]
shaved that simulatedfault injectorscanbe inaccuraten
modelingthe behavior of corruptsystemshecausespecifi-
cationsfor failure statesareusuallyvagueor undefined.



A hybrid approach(e.g., [14]) combinesfeaturesof
software-basedand hardware-basedfault injection tech-
niguesto inducefault conditionson externalbusesandsig-
nals that cannotbe injected through software techniques.
Theinjection experimentsarecontrolledandsynchronized
usingdedicatedreconfigurablénardware.

Another key characteristicof fault injectors is the
method for triggering faults. Commontriggers include
time-basedtriggers, path-basedriggers, and stress-based
triggers. Time-basedriggersare the simplest; faults are
injectedat someinterval (usuallyarandomvariable).Path-
basedandevent-basedjriggersinject faultswhenthe tar
get (usuallyan application)executesspecificevents. Usu-
ally, thesdriggerscanbeimplementedisingsoftwaretraps
or bus monitors. Stress-basetriggers[20] inject faults
whentheworkloadonthetargetsystems above a specified
thresholdevel. Xception[5] usesfeaturesof the micropro-
cessol(e.g.,PoverPC)to triggeron eventssuchas'the nth
cpucycle afterthe mth datacachemiss’ Otherfaultinjec-
tors,e.g.Orchestrd8], allow theuserto specifyconditions
for faultinjectionbasedn eventssuchasthearrival of spe-
cific messages.

3. NFTAPE Ar chitecture

Fault injection tools needto provide mechanismdor
(1) injecting faults, (2) triggeringinjections,(3) producing
workloads(4) detectingerrors,and(5) loggingresults.Un-
like othertools, NFTAPE separateshesecomponentsso
that new combinationsof LWFI, triggers, and workloads
canbe selected.This approacthasseveral advantagesfor
example:

e LWFIs are simpler than traditional fault injectors,
which needto integrate the trigger, logging mecha-
nism,andcommunicatiorsupportand

o thefaulttriggeringanderrordetectionrmechanisnde-
velopedby oneparty canbereuseddy others.

To facilitatethis approaciNFTAPE (1) definesaninter-
facefor eachcomponent(2) handlescommunicationand
providesan API for the componentdo communicatewith
one anothey (3) logs all activities during a fault injection
experimentand(4) managegrocessesvolvedin eachex-
periment.Figure1 shavs a block diagramof the NFTAPE
componentandtheir relationships Thefollowing sections
describeghesecomponents.

3.1 Control Host

All controldecisionsaremadeby the ControlHost. This
nodeis generallyseparatérom thesetof TargetNodes.The
job of the Control Hostis to processa CampaignStratey
script,which is afile that specifiesall the parameter$or a
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Figure 1. NFTAPE Architecture

faultinjection experiment. The CampaigrEditor helpsthe
userto createor to edita CampaigrStratey. TheFrontEnd
GUI is theuserinterfaceto NFTAPE.

The purposeof specifying a fault injection campaign
stratgy is to provide asimpleyet generalway to customize
afaultinjection experiment. A faultinjection campaignis
the basicinputto NFTAPE. It consistof two parts: (1) the
campaignscript, which specifieshow the experimentsare
runand(2) thecampaigrdefinitionfile, which specifiessal-
uesfor all of theparameterseededy NFTAPE to conduct
thefaultinjectionexperiment.

As the campaignruns, the StatusMonitor collectsrun-
time information by reading messagedrom the tamget
nodes. The CampaignStateMachine(still underdevelop-
ment)useshisinformationalongwith the CampaigrStrat-
egy to dynamicallydeterminethe global sequencingf ac-
tionsin anexperiment(suchaswhich procesgo run, what
actionto take whenanerroris reportedhow mary runsof
an experimentshouldbe executed etc.) Resultsdescribed
in this paperwere obtainedusinga preliminary versionof
the StateMachine.The CampaigrStateMachineprocesses
messageom theProcesdanagel(includingeveryline of
outputfrom the processesunningon eachnode).Whenan
incomingmessagenatchesa known messagdormat(e.g.,
theformatthe Procesdvlanagemusedo reportaprocesger-
mination, or a predefinedstring which an error detection
processprints to reportan error), the State Machine per
forms appropriateactionssuchas moving on to the next
experimentor startinga LWFI. It shouldbe notedthat, in
the final version,the statemachinewill be automatically
configuredbasedbn the CampaignScript.

3.2 ProcesdMlanager

Distributedfault injection basedanalyzesneedto man-
ageseveral cooperatingprocessege.g., workload genera-
tors, monitors or heartbeatstarget applications,loggers,
triggers,acceptancéests,andLWFI processes)Managing



thementailsproviding parametergor the processstarting
the process recognizingerror conditions(suchas invalid
filenameor arguments) processinglatafrom the process,
andcapturingthe procesgermination. In orderto provide
theseserviceswe requirethe ProcesdManagerto bea par
entof all processeswolvedin a givenfaultinjectioncam-
paign(e.g.,injectors,monitors,application).

To starta processwith the Processvianagerthe Control
Hostsendsa commandto the ProcessMlanager- the com-
mandline to execute,andanoptionaltimeoutvalue. Every
messagérom the ProcessManagerto the ControlHostand
line of outputfrom ary processs taggedwith anl1D sothat
theControlHostcanrunseveralcommandstonceandsep-
aratethe outputby the commandhat createdt. Whenthe
processompletestheProces$ManagemnatifiestheControl
Hostby sendinga messagavith the exit status.If atimeout
valueis specifiedandthe procesasnot completecbefore
the timeout period expires, thenthe ProcessManagerter-
minatesthe processandinforms the Control Host. This is
usefulin detectingvhetherafaultcausedaprocesgo hang.

Supportingprocessesn a targetnode(monitors,accep-
tancetest, etc.) generallyoutputinformationto standard
streams.The ProcessManagerlogs outputdatato the log
file on the Control Hostwherethe StatusMonitor cantake
appropriateactions(correspondingo the loggeddata)or
thedatacanbe processedff-line.

3.3 Fault Injection

Lightweight fault injectorsin NFTAPE are small pro-
gramsresponsiblefor injecting faults. Unlike traditional
faultinjectors,they usuallydo not include error detection,
faulttriggering,etc. TheLWFI useshe NFTAPE API func-
tion call to wait for atrigger.

An existing fault injector can be usedwith NFTAPE
without modification. This is achiezed by addinga wrap-
per programthatwaits for a triggereventusingNFTAPE'’s
API andthentriggersa fault in the existing fault injector
usingwhatererinput methodthatinjectorexpects.

Section4 describesxamplesof severaltypesof LWFIs
usedwith NFTAPE. Sectiord.2givesanexampleof how to
adda new faultinjectorto NFTAPE.

3.4. Fault Trigger

The purposeof afaulttriggeris to tell an LWFI whento
inject a fault. Two simple examplesof triggersaretimers
and breakpoints. In a more complicatedexample, a fault
canbetriggeredwhena systemor applicationentersa par
ticular state(e.g.,during recovery). To inject faultswhen
the applicationis in a specificstate,the applicationcanbe
modifiedto supportfault triggering. On newer CPUs,per
formancecounterscanbe usedto triggerfaults(e.g.,[5]).

In NFTAPE, the outputfrom atriggeris amessagéo in-
jectafault. A LWFI canreceive atriggermessagérom ary

trigger process.This way, NFTAPE canreuseone party’s
triggerwith afaultinjectorfrom another

3.5 Evaluation Metrics and Err or Detection

NFTAPE can evaluatea systemusing a wide rangeof
dependabilitymetricsincludingavailability, reliability, cov-
eragegrrorlateng, andothers.Ratherthanproviding only
onegenericmetricfor evaluatingthe effectsof all faultin-
jections,NFTAPE offerstheflexibility of evaluatingexper
imental datausing whatever evaluationmethodsare most
appropriateor the givenexperiment.

An importantissuein deriving dependabilitymneasuress
how to determinewhetheraninjectedfault producesaner
ror. NFTAPE relieson the userto provide somemethod<of
identifying errorsand selectingdependabilitymetrics. An
exceptionto thisis a supportprovidedby the Processvian-
agerin detectingthe processterminationdue to an error.
When a processterminatesthe ProcessManagerrecords
theexit statugfor mostoperatingsystemsthisincludesarny
uncaughsignal,suchasa segmentatiorfault). In addition,
theProcesManageusesatimeoutto detectprocesrangs.

Let us considertwo examplesto illustrate mechanisms
that can be usedfor error detection. The first exampleis
for an experimentthat measureghe network availability.
In sucha case the userwould needsomemeansto deter
mine the statusof the network, for exampleusinga heart-
beatmonitor, which mayalsocollectdataaboutthe lateng
in sendingmessages.NFTAPE can configurethe heart-
beatmonitorandcollectdata,which canbeinterpretedoff-
line. In the secondexample,NFTAPE is usedto determine
the coverageof a fault-tolerantsoftware algorithm (such
as algorithm-basedault-tolerantmatrix multiply). In this
casetheerroris determinedby anassertiorcheckinternal
to the applicationor by anacceptanceestthatrunson the
programs output. The applicationAPI canbe usedfor re-
porting errorsto the Control Host. If the API is not used,
thenthe programs outputcould be searcheaff-line for the
assertiorchecks errormessagelf anacceptanceestthat
runson the programsoutput exists, then NFTAPE canbe
configuredto automaticallyrun the testwhenthe applica-
tion completes.

3.6. Application APl and Communication

Processesunningin NFTAPE cancommunicatdan ei-
therof two ways: usingthe NFTAPE API or usingstandard
streams. The ProcessManagerreads,processesandlogs
all datathat processesvrite to standardstreams.The API
providesfunctionsfor passingdatasuchastriggerinforma-
tion, processstatus,etc. This way, a black-boxapplication
canrun in NFTAPE. For example,a systemperformance
monitorcanperiodically(e.g.,every secondputputperfor
mancedatato beloggedby the ControlHost.



4. NFTAPE Fault Injector Examples

This sectiongivesexamplesof six classe®f faultinjec-
torsusedin NFTAPE anddemonstratelow to integratean
examplehardwarefaultinjectorwith NFTAPE.

4.1 Fault Injection Methods

Becausethoroughlytestingof a systemrequiresusing
morethanonemethodof faultinjection, NFTAPE supports
numerougypesof faultinjection. Sofar, NFTAPE hasbeen
usedwith softwareimplementedault injection (detugger
baseddriver-basedandtarget-specific) simulatedfaultin-
jection, physicalfaultinjection,andperformancédaults(an
alternatve to memorybit-flips or source-lgel errors).

4.1.1 DebuggerBasedFault Injector

Deluggerbasedaultinjectors(e.g.,FERRARI[13]) inject
faults using the sameinterfacethat detuggersuse. These
injectorscansetbreakpointdn a tarmgetapplication,stopa
targetprocesswheninjectionis triggered,stepthroughin-
structionsor (on mary systemsj}racesystemcalls. In NF-
TAPE if breakpointsare usedor if the fault injector stops
the programwhenNFTAPE triggersthe fault, the program
runsatfull speedexceptwhile afaultis beinginjected.Us-
ing tracemode(steppingthroughcyclesor tracing system
calls), on the otherhand,cangreatly effect systemperfor-
mance.

NFTAPE hasbeentestedwith dehuggerbasedfault in-
jectorsfor Linux-, Solaris-,and Windows NT-basedplat-
forms. For eachof thesedehuggerbasedaultinjectors,the
faultmodelwasbit-flips to theprocesss memoryor thereg-
isterfile. Thesefaultinjectorsdynamicallydeterminedhe
pagesusedfor the stack,heapsandcodesggments.When
afaultwastriggered theinjectorrandomlyselectecanad-
dressfrom oneof theseregionsanda bit positionto inject.
Theseinjectorscanalsobe usedto inject faultsinto a pro-
cesss copy of sharedibraries.

For Linux-basedplatforms, the fault injector usesthe
POSIX ptraceinterface. Most Unix-basedsystemsrovide
systemcallsfor thisinterfaceto be usedby dehuggers.The
systemcalls allow the deluggerto stopor to restarta tar-
get processto entertracemode,andto readandwrite its
memoryandregisters. This LWFI was effective in inject-
ing faultsinto nodesrunningdistributedscientificMPI pro-
grams(kmeansandmatrix multiply).

Solarisoperatingsystemusesthe /proc file systemfor
dehugging. It providesall of the featuresof ptraceaswell
as extra information aboutthe processstatusand process
terminationconditions.Oneexampleprogramthatusecthis
LWFI is aprototypeof aspacamagingapplicationthatwill
runin ahigh-radiationorbit.

Windows operatingsystemhasits own setof functions
for accessingnemoryandregistersin atargetprocessThis

LWFI wasusedat TandemLabs(Compaq)to testapplica-
tions usinga prototypeof a new versionof their Senernet
SAN[2].

4.1.2 Driver-BasedFault Injector

Thereare several casesvhereuserlevel fault injectorsare
unableto inject faultsbecausehey lack permissionto ac-
cesgdataor becausé¢he operatingsystemwill notschedule
the fault injector whenthe fault needsto be injected. For
example,a SWIFI fault injector cannotinject faults while
the operatingsystemis in a critical section. A solutionto
overcomemostof thesepermissiorbarriersis to usea de-
vice driver to inject faults. The device drivers have more
privilegesthanusercode.

One version of the driverbasedfault injector injects
memoryfaultsanywhereinto thesystem.Suchadriver pro-
videsonefunctionfor injectingafaultatagivenaddresand
anotherfunctionfor obtaininginformationaboutthe mem-
ory usedby a target application. Device driversuseioctl
callsto allow userprocesseto call thesefunctions.Drivers
like this have beendevelopedfor Linux, LynxOS,andWin-
dows 20000peratingsystems.

4.1.3 Driver-BasedPerformanceFault Injector

Performancefaults affect systemperformanceinsteadof
corruptingmemory Stalling the CPU or claiming system
resourcege.g.,memoryor openfiles handlesyareexample
performancdaults. Performancdaultsmimic the effect of
eventsthatarecommonlyobsenedin thereal systemsuch
as pagefaults, buggy userprocessesor resourceeaksin
the system. For enterprisecomputersystemswith EDAC
protected(error detectingand correcting)memoryandre-
dundantCPUs,theseperformancdaultsmaybe morerep-
resentatie thantraditionalmemorybit-flips andmayresult
in systenfailuresmorefrequently

A preliminaryexperimentusinga delayfault modelfor
Windows 2000 demonstratedhe effectivenessof perfor
mancefaults. In this experiment,the faultswere injected
by turning off interruptsand stalling the CPU for a short
period.Usingthis simplefaultmodelonaprogramfor test-
ing the robustnessf network protocolinterfaces,several
testsfailed althoughthe sametestsdid not fail in the gold
run.

4.1.4 Target-SpecificFault Injector

While thefirst threefaultinjectorsare usefulwhenthe tar-
get applicationcan be treatedas a black box, somehigh-
level faultsrequireknowledgeof thetargetapplication.For
example,supposeyou areinterestedn analyzinghow cor-
ruptingamessageueuan oneprocessnayaffectaprocess
on anothemode. It is unlikely thatsucha fault will result



from randomfaultsto memoryor registerseventhoughthe
fault modelis simpleandrealistic.

Oneway to inject faultslik e this is to add codeinto the
applicationwhich usesrun-time or compile-timeinforma-
tion (suchastheaddres®f certaindatastructures}o inject
high-levelfaults. NFTAPE providesanAPI for callingthese
functions.

This method is being used to comparetwo SIFT
(software implemented fault tolerance) middlewares,
Chameleorj12] andVOLTAN [4] to determindf it is pos-
sibleto attainthe samefail-silencecoverageusingrun-time
assertionsvithout duplication.

4.1.5 Simulated Fault Injector

Simulatedfaultinjectionexperimentshave beenusedto as-
sessystemseforea prototypeis available. Injectingfaults
into a simulationis usually easybecauseeitherthe source
codefor the simulationis available, or the systemmodel
maybealtered(e.qg.,in the caseof aVDHL model).

When the sourcecode for the simulationis available,
simulatedfaults canbe injectedsimply by addingcodeto
injectthefaults. As for the target-specifidault injector de-
scribedabove, if thesefunctionsusethe API providedwith
NFTAPE, then NFTAPE can call the fault injection func-
tionsin the simulation. After a prototypeandfault injector
for the systemare created, NFTAPE can inject the same
faultmodel(includingtriggercondition)into both systems.
Work is undervay building a simulationof a flight control
system.

4.1.6 Physical Fault Injector

Unlike SWIFI faultinjectorswhich corruptdatausingcode
runningon the CPU, physicalfault injectorsusea separate
pieceof hardwareto inject faultsinto the system. While
this hardware works independentliffrom NFTAPE, physi-
cal fault injectorsusually have a software componentfor
controllingthe hardwarecomponentThis usuallyincludes
configuringthe hardwarefaultinjectorandturningit onand
off. NFTAPE canbeusedto performtheseprocesseandto
collect resultsfrom the systemwhile the target workload
runs. Section5.1 describesa fault injector usedto inject
physicallayer faults into a Myrinet [3] network. Earlier
work [19] shaved a comparisonof fault injectedinto the
Myrinet NIC (network interface card) and thoseinjected
into a simulationof the system.

4.2 Adding a Hypothetical Fault Injector to NF-
TAPE

This sectiondescribesa hypotheticalpin-level fault in-
jector as an exampleof how a typical LWFI canbe used
with NFTAPE. The fault injector usespin-level injections
on the I/0 bus to testspecificdeviceson the bus. Before

eachrun, the usergivesinitialization information(e.g.,the
addressange(s)of the target device). The LWFI canbe
commandedo inject a fault immediately(on the next bus
cycle in the addresgange)or it canbe given a patternto
matchonthebus(e.g.,aparticularaddresspeforeinjecting
afault. Thecommandalsoincludesa bit patternto inject.

To integratethisfaultinjectorwith NFTAPE, theinjector
needq1) to provide a profile informationand(2) to usethe
API to communicatevith NFTAPE ervironment.

The profile containsinformationaboutthe injector such
asthe commandine format(which will be setatruntime)
anda list of supportedNFTAPE functions. To setthe in-
jection patternandbitmaskduring runtime, the profile pro-
videsa referenceo afile containinga fault list. The NF-
TAPE API providesa functionto registerthe fault injector
sotheinjector canbe invoked whenarer NFTAPE sendsa
triggerevent. Similarfunctionscanberegisteredor turning
thefaultinjectoron or off andsettingparametersThe API
alsofacilitatescollecting and logging (or printing to stan-
dardl/O) runtimestatusinformationreportedby theinjec-
tor (e.g.,confirmationthata faultwasinjectedandwhen).

5. Experiments

This sectiondescribeswo experimentarriedout using
NFTAPE.Theexperimentsverechoseno demonstrat®F-
TAPE'sflexibility in conductingawide rangeof faultinjec-
tion experiments.Thefirst exampleis a hardwarefaultin-
jectorwhichinjectserrorsto dataandcontrol signalstrans-
mittedoveraMyrinet LAN. ThesecondexampleisaSWIFI
campaigron a scientificspaceapplication.

5.1 Hardware-BasedMJyrinet Fault Injector

A hardware-basedault injector was developedto pro-
vide fault injection functionality for Myrinet LAN net-
works. The ability to monitor signalson the datalines and
trigger injection by matchinga stateor sequencef states
on the datalines wasdesired. The ability to inject a vari-
ety of electricalfaultsincluding bit inversion,bit clipping,
narroving, delaying, and spuriousbehaior was required.
Minimum insertiondelay and skew were guaranteediue
to the natureof the fastECL (Emitter CoupledLogic) cir-
cuitry thatwasused but carewastakenwhenaddingextra
logic to notviolatedatatransmissiorconstraintsThedelay
neededo be smallenoughsuchthatthefaultinjectorcould
be insertedwithout exceedingthe allowablelink delay as
describedby the Myrinet LAN specification[21]. Lastly,
thedevice wasdesignedo befully reconfigurableandcon-
trollable from an externalinterface preferablya networked
workstationrunningNFTAPE.

The Myrinet LAN waschoserbecausef its high-speed
anddigital nature. The signalsaretransmitteddigitally in
the physical layer, making demodulationdevices (which



would benecessarjor etherneandothermodulatedrans-
mission standards)Yor monitoring purposesunnecessary
The LAN signalsarecorvertedto PECL (Positive Emitter
CoupledLogic) for manipulationwith a singlechip, so ex-
pensve transcererswere unnecessaryPECL was chosen
asthe domainfor signalmanipulationbecausef the avail-
ability of high-speedogic and compatibility with 5V pro-
grammabladevicessuchasFPGAs. The high-speedature
of Myrinet will enablethis designto be applicableto other
high-speeddatatransmissiommediasuchasfiber channel
and100BaseT

The final designis a balanceof speedand complexity.
A SRAM-basedXilinx partwith the highestspeedgrade
at the time wasusedto provide an interfacewith the con-
trolling device. The Xilinx partwasalsousedto configure
andinteractwith the fasterECL logic. Thefollowing is a
summaryof the basicblocksof the systemasindicatedin
Figure2.
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Figure 2. Basic Blocks of Myrinet Hardware
Fault Injector

DetectionCir cuitry: High-speedeCL for the detectionof
up to four sequencesf stateson theincomingdata. Upon
detectionof this stateor states,the PatternDetectline is
asserted.

FastClock: Thisfinely-tunedECL logic providestheTrig-

gerSignalwhichin turncausesheinjectdatato beselected.
A FastClock is appliedto the Inject Circuitry which ap-
plies the configuredfault to the output. The Fast Clock

is requiredfor the synthesisof narrav, delay and spuri-
ousfaults. The FastClock canbe configuredoy the FPGA
to outputany numberof pulsesor to simply actasa pass-
through.

Inject Circuitry: Injection of the configureddatais per
formedby this ECL logic. Inject Patternsareloadedby the
FPGAandshiftedto the outputby thefastclock.

FPGA: An RS-232interfaceis usedto communicaten-
jection parametergo the FPGA from an external device.
Several injection operationscan be controlledin real-time
by the external device by issuingcommandsthroughthe
RS-232Line. This allows for greaterinjection flexibility

asdescribedater The FPGA hasthe ability to changethe
DetectionCircuitry, FastClock Config, andInject Patterns
atary time. It alsocanmonitorthe Inject Triggerfor statis-
tics purposesmswell asasserthetriggerline itself.

Physical Interface: TheinjectoracceptslataatPECLdata
levels, compatiblewith several typesof transceiers and
easily corvertedfrom LVDS (Myrinet LAN) and similar
digital transmissiorsignaling. This modulardesignguaran-
teescompatibilitywith mary typesof transmissiomrmedia.
All fastdecisionsaremadewith the ECL discretelogic.
The FPGA (1) providesregistersfor trigger andinjection
parameterg2) reconfiguresheexternallogic to respondo
aparticularlocationin thetriggerdatastreamfor a specific
numberof sub-bitslices,and(3) finally alignsinjectiondata
with the desiredfault targetlocation. This guaranteeshat
all timing intensive operationsaredonein the ECL, while
setup,communicatiorwith the host,andothercomplex yet
timing insensitve tasksareperformedoy the FPGA.

5.1.1 Hardware Fault Injector Results

The fault injector performedup to its specificationfrom a
timing point of view. Total propagationdelay was mea-
suredto be about3ns, which is roughly the delay caused
by one half of a meterof coppercable and well within
the maximumof 10 metersallowablelengthfor 1.28Gbps
Myrinet [21]. Maximum skew causedby signalsgoing
throughthe inject logic was measuredo be no morethan
1ns,which is underthe allowable 1.5ns,0r one quarterof
the characteperiod,thatis requiredby the specification.

Threeinjection methodshave beentestedin the current
versionof thefaultinjector:

Command Trigger: A commandfrom the systemcon-
nectedthroughthe RS-232Interfacecancauseaninjection
signaltoggle. The FPGA hasbeenprogrammedo toggle
the trigger signal when this commandis recevved. This
causes singleNRZI (the encodingusedin Myrinet, Non-
Returnto Zero, Invert) bit flip to occurat aninterval that
is easilyprogrammedn the control node. This methodis
especiallyusefulfor randominjectiontests.

Data Sensing: The injector canmonitor voltagelevels on
all nine lines of the Myrinet physicalmediaand causethe
trigger to be assertedvhen a particularpatternis sensed.
This behaior hasbeencapturedusinga digitizing oscillo-
scopeandis presentedh Figure3. Theindicatedregionsin
Figure3 aretime periodswhereall ninelinesmeetinjection
criteria (the z axisis scaledat 5ns/dvision). Note thatthe
figure shaws the outputof only one of the nine datalines
anda singletrigger canmodify ary combinationof output
signals.

FastTrigger: A thirdinjectionmethodsupportdigh-speed
injection which allows corruptionof adjacentytesof the
transmitteddata. The FPGAIs programmedo applyanum-
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Figure 3. Injection Triggered from Level Sens-
ing Circuitry

berof highfrequeng pulsedo thetriggerwhenthefasttrig-
gercommands recevedontheserialline. Thismethodcan
alsobeusedto injectthe CRC(Cyclic Redundang Check)
polynomialinto the datastreamthereforecausingcorrupt
datato passMyrinet’s errordetection.

5.2 SWIFI Fault Injector and Spacelmaging Ap-
plication

In this fault injection campaign NFTAPE injectsmem-
ory faults into a scientific image processingapplication
(Next GeneratiorSpaceTelescopean applicationfrom Jet
PropulsionLaboratory(JPL-NASA) for cosmicrays sup-
pressionand datacompressionkxecutingasa single pro-
cesson an SparcUItra-1 running Solaris2.6. Since this
applicationwill operatein space,its developersare inter-
estedin analyzinghow the programreactsto faultssimilar
to thoseit will experiencean space.Thisversionof thepro-
gramprocesses seriesof 256x256pixel imagefiles (rep-
resentinga noisy inputsfrom a sensorarray)into a single
filteredimage. Sincethe systemexpectsthe sensotto fre-
guentlysaturatdrom radiationin spacethe algorithmfirst
removesoutliersit suspectsverecausedy radiationonthe
sensar Next, the algorithm smootheghe imageusingthe
remainingpoints. Theimagesn Figure4 show (a) theorig-
inal image(thisis alsotheideal outputimage),(b) a input
imagewith noiseadded,(c) a fault-freerun of the appli-
cationwhich is almostidenticalto the original image(ob-
sene several“dots” thatindicatepresencef theremaining
noise),and(d) anexampleof acorruptrun.

Sometimestheprogramcanmasktheeffectof afaultby
treatingcorruptdatalike noisein theinputimage. In these
casesthe effect of the fault may be acceptablebut blindly

Figure 4. Images from Space Imaging Ap-
plication: (a, upper left) undistor ted input
file, (b, upper right) distor ted input file, (c,
lower left) application output without faults,
(d, lower right) application output with faults.

comparingthe outputimageto agold run will detectaner-
ror. For thisreasonyisually inspectinghe outputdatamay
beagoodapproactto judgetheeffect of thefault. Thegoal
hereis to demonstratehat the fault injection can provide
valuableinsightinto the applicationbehaior underfaults
on an early designstageof the application. A secondary
goal is to prove that noise suppressioris not a sufficient
meanf faulttolerance.

5.2.1 Procfi, /IprocFile SystemFault Injector

The LWFI usedfor this experimentis called“proc_fi" be-
causeit usesthe Solaris/proc file system. The /proc file
systemwasdesignedo allow deluggersto control the ex-
ecutionof a target processandto accessts memoryand
registers.Thefaultinjectorsinput parametersirethe target
processsid andthefaultlocation(stack,heap,or register).
It caninject faultsto the processs registerfile or address
space(stack, heap,or code). Before injecting a memory
fault, it canquerythe systemto find the processs current
stackandheapsizes.

The trigger, “proc_trig,” alsousesthe /proc file system
to determinewhento inject a fault. The trigger can stop
the targetprogramusinga timer, usinga breakpointor by
tracingsystemcalls. To triggera fault, thetrigger stopsthe
processandsendsa messageo NFTAPE to inject a fault.



Injecting register 15 (O7) bit 26 from val ue ef 6e6544

pr_why: 0x6 reason='Faul ted’ (6) fault=Bounds(6) 'BUS (11): ’'unnapped addr’ (1)

addr =eb6e654c trapno=0

pr _brkbase:

0010e54c pr_brksi ze:

566004 pr_stkbase:

ef ff 6000 pr_stksize:

G 00000000 eb6e6544 04000000 00000000 00000000 00800000 00000000 0000000
QO 00000000 00020b40 fffffa80 00000001 00000000 00000000 effff4d0 eb6e654
L: 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000000
I 00079b00 00000000 0003be84 00000000 ef 72227c ef 6¢c679c ef fff530 ef 6e643
PSR=f e401003 PC=eb6e654c nPC=eb6e6550 Y=00000000 W M=00000000 TBR=0000000

Thefirst line describeghefault beinginjected,the next hasdataaboutthe signalthefaultgeneratedThelastfive linesare

Figure 5. Example Excerpt from proc_fi Output.

the 32 general-purposeegistersandthe 6 special-purposeegisters).

Table 1. Summary of Results from Experiment 1

a000

Rate No | <=25| >25 No Alignment | Unmapped| Permission| lllegal
Location | (flt/sec) || Error | Errors | Errors | Output Error Access Error Instr.
memory 1 0 25 0 0 0 0 0 0
memory 2 0 24 0 1 1 0 0 0
memory 5 0 21 0 4 2 3 0 0
memory 8 0 18 1 6 7 0 0 0
memory 10 0 13 7 5 3 2 0 0
memory 15 0 2 11 12 3 9 0 0
memory 20 0 1 20 4 4 7 0 0
memory 25 0 1 7 17 4 14 0 0
memory 40 0 0 6 19 5 14 0 0
register 1 1 0 1 23 6 15 1 1
register 2 6 0 1 18 0 17 1 0
register 5 1 0 1 24 4 20 0 0

After the fault injectorinjectsthe fault, it sendsa message
backto NFTAPE andthe trigger will allow the processo
continue.

Whenthe applicationcompletesthe fault injector col-
lectsinformationaboutthe terminatingcondition(e.g.,the
exit statusary uncaughsignalandcauseof thesignal).For
example,if afaultcausesbuserror, thereturnstatusvould
includethefaulttype suchas‘'misalignedmemory’andthe
addres®f thememoryaccessausingheerror.

Figure5 givesan exampleof a fault injectedinto regis-
ter O7 (thereturnaddress).It changedhe contentsof the
registerfrom OXEF6E6544to OXEBGE6544(anaddressot
mappednto physicalmemory). Whenreturningfrom the
subroutine,the programloadedthe corrupt register value
into the programcountergeneratinga bus error. The ex-
cerptfrom an actualfault injection experimentshows that
the bus error resultedfrom an unmappedaddressand the
offendingaddressvasOXEB6E654.e., the corruptvalue
plus8).

The resultsfrom this experimentare shavn in Table 1.
Eachrow represent®nesetof runs;a setexecuteshe ap-
plication 25 timeswith the sameinjection parameterglo-
cationis eitherheapmemoryor registerfile; injection rate
is constantand givenin faults per seconds).The runsare
classifiedas'No Error’ indicatingtheoutputfile is identical

to the onefrom the gold run, ‘ <= 25 errors’if atmost25
pointsin the outputfile areincorrect,’ > 25 errors’if more
than 25 pointsdiffer from the gold run. If the application
failed to createan outputfile, thenthe run is classifiedas
‘No Output’. Most of the ‘No Output’ runshadsomeerror
signalsuchasa bus error. In somecasesthe application
wasableto write someor all of the outputfile beforeexit-
ing with suchanerror;this is why the numberof signalsis
sometimegreaterthanthe numberof ‘No Output’ runs.
Theresultssuggesthattheinjectingfaultsto theregister
file hashigher probability of severe errors(thosecausing
the programto terminate)thanfor memoryfaults. But, the
memoryfaultsweremuchmorelik ely to causeerrorsin the
outputdata. Onereasonfor this may be that mostof the
runsthat exited abnormallywould have producedcorrupt
datait they hadcontinued As expectedthenumberof more
severeoutcomesncreasesvith thefaultrate.

6. Conclusions

In this paperwe describedNFTAPE, a configurableen-
vironmentfor conductingautomatedault injection exper
iments. Earlier fault injection tools exhibit shortcomings
in portability, supportfor distributed systems,component
reuse andflexibility of injectionmethod.



The component-basedrchitecturemadeit easyto port
NFTAPE to variety of platformsincluding Solaris, Linux,
Windows, andLynx (areal-timeoperatingsystem).Thear
chitecturewasdesignedrimarily to run on distributedsys-
temswith the control partseparatedrom the targetnodes.
By defininganinterfacefor the NFTAPE componentsNF-
TAPE can be easyusedto performa wide rangeof fault
injection experimentson different platforms. In particu-
lar, NFTAPE reuseshemechanismfor communicatindpe-
tweencomponentsgcontrolling experiments,logging, and
managingorocesses.

To illustrate the flexibility of NFTAPE, this paperde-
scribestwo examplesof fault injection campaigns. One
usesa hardware fault injector to inject bit errorsinto the
physicallayer of a Myrinet LAN link. The secondusesa
deluggerbasedaultinjectoronarealspacamagingappli-
cation.

No otherfaultinjectiontool hasshavn asmuchflexibil-
ity asNFTAPE in beingableto executeSWIFI, hardware-
basedfault injection, or simulation-basedault injections.
DetailedNFTAPE performancenumbersarenot provided,
asthe currentgoal wasto demonstratehat the proposed
framework canfunctionin acoherentmanner Severalopti-
mizationsto the architecturearebeingdesignedandimple-
mentedandtheresultsshouldbe soonforthcoming.

A long-termcontribution thatwe expectfrom this work
is a library of reusablecomponentsuilt by othersfor NF-
TAPE.
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