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Abstract

Manyfault injectiontoolsare availablefor dependabil-
ity assessment.Althoughthesetoolsaregoodat injectinga
singlefault modelinto a singlesystem,they suffer fromtwo
mainlimitationsfor usein distributedsystems:(1)nosingle
tool is sufficientfor injectingall necessaryfault models;(2)
it is difficult to port thesetools to new systems.NFTAPE,
a tool for composingautomatedfault injectionexperiments
from available lightweight fault injectors, triggers, moni-
tors,andothercomponents,helpsto solvetheseproblems.

WehaveconductedexperimentsusingNFTAPEwith sev-
eral typesof lightweight fault injectors, including driver-
based,debugger-based,target-specific,simulation-based,
hardware-based,andperformance-faultinjections.Twoex-
ampleexperimentsaredescribedin thispaper. Thefirstuses
a hardware fault injector with a Myrinet LAN; the other
usesa Software ImplementedFault Injection (SWIFI) fault
injector to targeta space-imagingapplication.

Keywords: fault injection,automatedtesting,dependabil-
ity assessment,distributedsystems

1. Intr oduction

Most of themany existing fault injectiontoolswerede-
velopedusinggoodsoftwareengineeringpracticesandare
modularin design.Nonetheless,eachis to someextentspe-
cific to a particular, albeit novel anduseful,fault injection
method. For example,Xception[5] useshardwaredebug-
ging registers,Ferrari [13] usestraps,Orchestra[8] is di-
rectedtoward corruptingmessages,and FTAPE [20] ties
fault injection to the workload. A resultof this specificity
is thatit is nontrivial to enhanceany of thesetoolsto incor-
porateother fault injection mechanismsor to trigger mul-
tiple or correlatedfaults using a commoncontrol mecha-

nism.Consequently, no singleavailabletool providesmore
than a few essentialfault injection features,porting each
tool is difficult, andbecomingproficientwith eachtool is
timeconsuming.

A motivatingfactorfor developingNFTAPE camefrom
failing to find an automatedfault injection tool thatwould
supportthesetof featuresneededby theJetPropulsionLab-
oratoryto evaluateacomputersystemdevelopedto runsci-
entific experimentsin space.A partial list of the require-
mentsincludes:

1. Multiple Fault Models: bit-flips in registers and
memory (kernel, application’s virtual addressspace,
random physical addresses),communicationerrors,
andI/O faults,

2. Multiple Fault Triggers: path-based,time-based,and
event-basedtriggers (including correlatedeventsbe-
tweennodes),

3. Multiple Targets: distributed(scientific)MPI (Mes-
sagePassingInterface)applications,SIFT (software
implementedfault tolerance)middlewarelayer, black
box applications,communicationinterfacehardware,
andoperatingsystem,and

4. Versatile Err or Reporting Methods: tradeoff be-
tweencollectingdetaileddatafrom fault injectionex-
perimentsand intrusivenessof fault injectors;ability
to dumpmemoryregionswhenneeded.

Simulation-basedtools are useful beforethe systemis
built, but they tendto do a poorjob of capturingthecorrect
behavior of corrupt systems.Hardware-basedfault injec-
tors provide valuableinsights,but they cannotbe usedex-
clusively because(1) limited controllability–mostphysical
fault injectorscannotinject controlled(specificor repeat-
able) faults, (2) limited accessibility–pin-level fault injec-
tors cannotintroduceregisteror cachefaultsor communi-
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cation errors,and (3) high implementationcost–anextra,
dedicatedhardware must be usedto facilitate fault injec-
tion. SWIFI (SoftwareImplementedFault Injection) fault
injectorsoffer greatflexibility andrelativesimplicity in im-
plementation.A survey of availableSWIFI toolsfoundthat
they have severalshortcomings,many of which alsoapply
to hardware-andsimulation-basedtools.

1. Portability Problem: The effort to port thesetools
to a new systemis too high. Even the costof imple-
mentingaverysimplefaultmodel(suchasterminating
processesrandomly)is high becausethe programmer
alsoneedsto write codeto coordinatetheexperiment,
to log results,and to cleanup the experimentalpro-
cesses.

2. Limited Support for Distrib uted Systems:Support
for distributedsystemsis limited, exceptfor thosein-
jectorstargeting communicationfaults. Initially, we
raninto severaldifficultiestargetingMPI applications
becausethe implementationof MPI we usedusesrsh
to startprocesseson remotenodes. We areunaware
of any tool thatcantargetapplicationsthatuseremote
procedurecallsto startnew processes.

3. Component Reuse Problem: The componentsin
eachof theavailabletoolsaredependentoneachother.
Thus,evenif onefaultinjectorhadanoutstandingfault
trigger, this componentwould be incompatiblewith
othertools.

4. Lack of Flexibility of Injection Method: Sinceno
single tool supportsmultiple fault models,we need
a new tool for eachfault modelwe are interestedin.
Portingsomany tools to a new systemis impractical.
Furthermore,eachtoolhasits own interfacefor config-
uring experiments,its own setof triggers,andits own
methodof datacollection. Thus,even if several tools
wereportedto the system,it would take considerable
time to learnto usethem.

NFTAPE usesanew approachto building fault injectors
thataddresstheshortcominglistedabove. The reasonthat
traditionalmonolithic fault injectorsaredifficult to port is
that the componentthat injectsthe fault (which is system-
specificanddifficult to port) is dependenton othercompo-
nents.With NFTAPE, the fault injection componentis re-
placedby a LightWeightFault Injector (LWFI), the trigger
becomesanNFTAPE triggerprocess(similar in conceptto
aLWFI), andtheremainingfunctions(suchaslogging,con-
figuration,and communication)are handledby NFTAPE.
To develop new fault injectors,only the LWFI (which is
muchsimpler thana traditional fault injector) needsto be
written; NFTAPE alsoprovidesanAPI to further facilitate
developmentof fault injectors.BecauseLWFI andtriggers
usea standardinterface, they can be interchanged.This
way, NFTAPE can inject faults using any fault injection

methodand any fault model (provided that an LWFI ex-
ists).To ourknowledge,NFTAPEis thefirst nonsimulation
tool that supportsan arbitrary fault model. NFTAPE was
designedspecificallyfor usein distributedsystems,but it
mayalsorunon a singlemachine.

Thispaperpresentsthearchitectureof NFTAPEandpro-
videstwo exampleexperimentsto justify theaboveclaims.
Our objective is to demonstratethe versatility of the NF-
TAPE validation framework in performing a wide range
of fault injectionexperimentsusingdifferentfault injectors
andhandlingdifferentapplications.Noneof the previous
injectorsachieve this level of flexibility . Clearly the NF-
TAPEenvironmentcanalsobeusedto evaluateasingleap-
plicationusingdifferentfault injectors.

Theremainingof thepaperis organizedasfollows: Sec-
tion 2 describesrelatedresearch.Section3 describesthe
NFTAPE architecture. Section4 describesfault injection
in NFTAPE. Section5 presentstwo exampleexperiments
conductedwith NFTAPE oneusinga hardwarefault injec-
tor with a Myrinet LAN and the other using a debugger-
basedfault injector with an imageprocessingapplication.
Section6 summarizesthepaper.

2. RelatedWork

Fault injectionhasbeenusedto analyzethedependabil-
ity of computersystemsby acceleratingthe rateat which
errorsoccur in the system[6, 1, 10]. In particular, fault
injection aims at (1) exposingdeficienciesof fault toler-
ancemechanisms(i.e., fault removal) and (2) evaluating
thecoverageof fault tolerancemechanisms(i.e., fault fore-
casting). Several tools have beendevelopedfor different
methodsof fault injection. Theseinjectorsfall into three
categories: software implementedfault injectors(SWIFI),
physicalfault injectors,andsimulatedfault injectors.

SWIFI [18, 14, 5, 8] is very popularbecauseit is inex-
pensive,easyto develop,andrunsin software.Xception[5]
usesthedebuggingfeaturesof modernprocessorsto inject
andto triggerfaults.

Physicalfault injectionhasthe advantageof sometimes
being able to use a fault model that is closestto faults
experiencedin the field. Thesetools use pin-level in-
jection [16, 1], ion radiation and EMI [15], and even
laser-basedinjections[17]. However, they requirespecial-
purposehardware,areoftendifficult to operateor to coordi-
natewith softwareon thetargetsystem,andcanbeharmful
to thetarget.

Simulatedfault injectors[7, 11, 9] arevery flexible in
termsof the fault model,the fault trigger, anddatacollec-
tion. This is becauseall theinformationaboutthefault and
the systemis availableto the programmer. However, [19]
showed that simulatedfault injectorscanbe inaccuratein
modelingthe behavior of corruptsystemsbecausespecifi-
cationsfor failurestatesareusuallyvagueor undefined.



A hybrid approach(e.g., [14]) combinesfeaturesof
software-basedand hardware-basedfault injection tech-
niquesto inducefault conditionson externalbusesandsig-
nals that cannotbe injected throughsoftware techniques.
The injectionexperimentsarecontrolledandsynchronized
usingdedicated,reconfigurablehardware.

Another key characteristicof fault injectors is the
method for triggering faults. Common triggers include
time-basedtriggers,path-basedtriggers, and stress-based
triggers. Time-basedtriggersare the simplest; faults are
injectedat someinterval (usuallya randomvariable).Path-
based(andevent-based)triggersinject faultswhenthe tar-
get (usuallyan application)executesspecificevents. Usu-
ally, thesetriggerscanbeimplementedusingsoftwaretraps
or bus monitors. Stress-basedtriggers [20] inject faults
whentheworkloadonthetargetsystemis aboveaspecified
thresholdlevel. Xception[5] usesfeaturesof themicropro-
cessor(e.g.,PowerPC)to triggeron eventssuchas“the nth
cpucycle after themth datacachemiss.” Otherfault injec-
tors,e.g.Orchestra[8], allow theuserto specifyconditions
for fault injectionbasedoneventssuchasthearrival of spe-
cific messages.

3. NFTAPE Ar chitecture

Fault injection tools need to provide mechanismsfor
(1) injecting faults,(2) triggeringinjections,(3) producing
workloads,(4) detectingerrors,and(5) loggingresults.Un-
like other tools, NFTAPE separatesthesecomponentsso
that new combinationsof LWFI, triggers,and workloads
canbeselected.This approachhasseveraladvantages;for
example:�

LWFIs are simpler than traditional fault injectors,
which needto integrate the trigger, logging mecha-
nism,andcommunicationsupport,and�
thefault triggeringanderrordetectionmechanismde-
velopedby onepartycanbereusedby others.

To facilitatethis approachNFTAPE (1) definesaninter-
facefor eachcomponent,(2) handlescommunicationand
providesan API for the componentsto communicatewith
oneanother, (3) logs all activities during a fault injection
experiment,and(4) managesprocessesinvolvedin eachex-
periment.Figure1 shows a block diagramof theNFTAPE
componentsandtheir relationships.Thefollowing sections
describethesecomponents.

3.1. Control Host

All controldecisionsaremadeby theControlHost.This
nodeis generallyseparatefrom thesetof TargetNodes.The
job of the Control Host is to processa CampaignStrategy
script,which is a file thatspecifiesall theparametersfor a
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Figure 1. NFTAPE Architecture

fault injectionexperiment.TheCampaignEditor helpsthe
userto createor to editaCampaignStrategy. TheFrontEnd
GUI is theuserinterfaceto NFTAPE.

The purposeof specifying a fault injection campaign
strategy is to provideasimpleyetgeneralway to customize
a fault injectionexperiment.A fault injectioncampaignis
thebasicinput to NFTAPE. It consistsof two parts:(1) the
campaignscript, which specifieshow the experimentsare
runand(2) thecampaigndefinitionfile, whichspecifiesval-
uesfor all of theparametersneededby NFTAPEto conduct
thefault injectionexperiment.

As the campaignruns, the StatusMonitor collectsrun-
time information by reading messagesfrom the target
nodes.The CampaignStateMachine(still underdevelop-
ment)usesthis informationalongwith theCampaignStrat-
egy to dynamicallydeterminetheglobalsequencingof ac-
tions in anexperiment(suchaswhich processto run, what
actionto take whenanerror is reported,how many runsof
an experimentshouldbe executed,etc.) Resultsdescribed
in this paperwereobtainedusinga preliminaryversionof
theStateMachine.TheCampaignStateMachineprocesses
messagesfrom theProcessManager(includingeverylineof
outputfrom theprocessesrunningon eachnode).Whenan
incomingmessagematchesa known messageformat (e.g.,
theformattheProcessManagerusesto reportaprocesster-
mination, or a predefinedstring which an error detection
processprints to report an error), the StateMachineper-
forms appropriateactionssuchas moving on to the next
experimentor startinga LWFI. It shouldbe notedthat, in
the final version, the statemachinewill be automatically
configuredbasedon theCampaignScript.

3.2. ProcessManager

Distributedfault injection basedanalyzesneedto man-
ageseveral cooperatingprocesses(e.g.,workload genera-
tors, monitors or heartbeats,target applications,loggers,
triggers,acceptancetests,andLWFI processes).Managing



thementailsproviding parametersfor the process,starting
the process,recognizingerror conditions(suchas invalid
filenameor arguments),processingdatafrom the process,
andcapturingthe processtermination. In orderto provide
theseservices,we requiretheProcessManagerto bea par-
entof all processesinvolvedin a givenfault injectioncam-
paign(e.g.,injectors,monitors,application).

To startaprocesswith theProcessManager, theControl
Hostsendsa commandto theProcessManager- the com-
mandline to execute,andanoptionaltimeoutvalue.Every
messagefrom theProcessManagerto theControlHostand
line of outputfrom any processis taggedwith anID sothat
theControlHostcanrunseveralcommandsatonceandsep-
aratetheoutputby thecommandthatcreatedit. Whenthe
processcompletes,theProcessManagernotifiestheControl
Hostby sendingamessagewith theexit status.If a timeout
valueis specifiedandtheprocesshasnot completedbefore
the timeoutperiodexpires, then the ProcessManagerter-
minatesthe processandinforms the Control Host. This is
usefulin detectingwhetherafaultcausedaprocessto hang.

Supportingprocesseson a targetnode(monitors,accep-
tancetest, etc.) generallyoutput information to standard
streams.The ProcessManagerlogs outputdatato the log
file on theControlHostwheretheStatusMonitor cantake
appropriateactions(correspondingto the loggeddata)or
thedatacanbeprocessedoff-line.

3.3. Fault Injection

Lightweight fault injectors in NFTAPE are small pro-
gramsresponsiblefor injecting faults. Unlike traditional
fault injectors,they usuallydo not includeerror detection,
fault triggering,etc.TheLWFI usestheNFTAPEAPI func-
tion call to wait for a trigger.

An existing fault injector can be usedwith NFTAPE
without modification. This is achieved by addinga wrap-
perprogramthatwaits for a triggereventusingNFTAPE’s
API and then triggersa fault in the existing fault injector
usingwhatever inputmethodthatinjectorexpects.

Section4 describesexamplesof severaltypesof LWFIs
usedwith NFTAPE.Section4.2givesanexampleof how to
adda new fault injectorto NFTAPE.

3.4. Fault Trigger

Thepurposeof a fault triggeris to tell anLWFI whento
inject a fault. Two simpleexamplesof triggersaretimers
andbreakpoints. In a more complicatedexample,a fault
canbetriggeredwhena systemor applicationentersa par-
ticular state(e.g.,during recovery). To inject faultswhen
theapplicationis in a specificstate,the applicationcanbe
modifiedto supportfault triggering. On newer CPUs,per-
formancecounterscanbeusedto triggerfaults(e.g.,[5]).

In NFTAPE,theoutputfrom atriggeris amessageto in-
jecta fault. A LWFI canreceiveatriggermessagefrom any

trigger process.This way, NFTAPE canreuseoneparty’s
triggerwith a fault injectorfrom another.

3.5. Evaluation Metrics and Err or Detection

NFTAPE can evaluatea systemusing a wide rangeof
dependabilitymetricsincludingavailability, reliability, cov-
erage,errorlatency, andothers.Ratherthanproviding only
onegenericmetric for evaluatingtheeffectsof all fault in-
jections,NFTAPE offerstheflexibility of evaluatingexper-
imental datausingwhatever evaluationmethodsare most
appropriatefor thegivenexperiment.

An importantissuein deriving dependabilitymeasuresis
how to determinewhetheraninjectedfault producesaner-
ror. NFTAPErelieson theuserto providesomemethodsof
identifying errorsandselectingdependabilitymetrics. An
exceptionto this is a supportprovidedby theProcessMan-
agerin detectingthe processterminationdue to an error.
When a processterminates,the ProcessManagerrecords
theexit status(for mostoperatingsystems,thisincludesany
uncaughtsignal,suchasa segmentationfault). In addition,
theProcessManagerusesatimeoutto detectprocesshangs.

Let us considertwo examplesto illustratemechanisms
that canbe usedfor error detection. The first exampleis
for an experimentthat measuresthe network availability.
In sucha case,the userwould needsomemeansto deter-
mine the statusof the network, for exampleusinga heart-
beatmonitor, which mayalsocollectdataaboutthelatency
in sendingmessages.NFTAPE can configurethe heart-
beatmonitorandcollectdata,which canbeinterpretedoff-
line. In thesecondexample,NFTAPE is usedto determine
the coverageof a fault-tolerantsoftware algorithm (such
asalgorithm-basedfault-tolerantmatrix multiply). In this
case,theerror is determinedby anassertioncheckinternal
to theapplicationor by anacceptancetestthat runson the
program’s output. TheapplicationAPI canbeusedfor re-
porting errorsto the Control Host. If the API is not used,
thentheprogram’soutputcouldbesearchedoff-line for the
assertioncheck’s error message.If an acceptancetestthat
runson the programsoutputexists, thenNFTAPE canbe
configuredto automaticallyrun the testwhenthe applica-
tion completes.

3.6. Application API and Communication

Processesrunning in NFTAPE cancommunicatein ei-
therof two ways:usingtheNFTAPEAPI or usingstandard
streams.The ProcessManagerreads,processes,and logs
all datathat processeswrite to standardstreams.The API
providesfunctionsfor passingdatasuchastriggerinforma-
tion, processstatus,etc. This way, a black-boxapplication
can run in NFTAPE. For example,a systemperformance
monitorcanperiodically(e.g.,everysecond)outputperfor-
mancedatato beloggedby theControlHost.



4. NFTAPE Fault Injector Examples

This sectiongivesexamplesof six classesof fault injec-
torsusedin NFTAPE anddemonstrateshow to integratean
examplehardwarefault injectorwith NFTAPE.

4.1. Fault Injection Methods

Becausethoroughlytestingof a systemrequiresusing
morethanonemethodof fault injection,NFTAPE supports
numeroustypesof fault injection.Sofar, NFTAPEhasbeen
usedwith softwareimplementedfault injection (debugger-
based,driver-based,andtarget-specific),simulatedfault in-
jection,physicalfault injection,andperformancefaults(an
alternativeto memorybit-flips or source-level errors).

4.1.1 Debugger-BasedFault Injector

Debugger-basedfault injectors(e.g.,FERRARI[13]) inject
faultsusingthe sameinterfacethat debuggersuse. These
injectorscansetbreakpointsin a targetapplication,stopa
targetprocesswheninjection is triggered,stepthroughin-
structions,or (on many systems)tracesystemcalls. In NF-
TAPE if breakpointsareusedor if the fault injector stops
theprogramwhenNFTAPE triggersthefault, theprogram
runsat full speedexceptwhile a fault is beinginjected.Us-
ing tracemode(steppingthroughcyclesor tracingsystem
calls), on the otherhand,cangreatlyeffect systemperfor-
mance.

NFTAPE hasbeentestedwith debugger-basedfault in-
jectorsfor Linux-, Solaris-,andWindows NT-basedplat-
forms.For eachof thesedebugger-basedfault injectors,the
faultmodelwasbit-flips to theprocess’smemoryor thereg-
isterfile. Thesefault injectorsdynamicallydeterminedthe
pagesusedfor the stack,heapsandcodesegments.When
a fault wastriggered,theinjector randomlyselectedanad-
dressfrom oneof theseregionsanda bit positionto inject.
Theseinjectorscanalsobeusedto inject faultsinto a pro-
cess’scopy of sharedlibraries.

For Linux-basedplatforms, the fault injector usesthe
POSIXptraceinterface.Most Unix-basedsystemsprovide
systemcallsfor this interfaceto beusedby debuggers.The
systemcalls allow the debuggerto stopor to restarta tar-
get process,to entertracemode,andto readandwrite its
memoryandregisters. This LWFI waseffective in inject-
ing faultsinto nodesrunningdistributedscientificMPI pro-
grams(kmeansandmatrixmultiply).

Solarisoperatingsystemusesthe /proc file systemfor
debugging. It providesall of the featuresof ptraceaswell
as extra information aboutthe processstatusand process
terminationconditions.Oneexampleprogramthatusedthis
LWFI is aprototypeof aspaceimagingapplicationthatwill
run in a high-radiationorbit.

Windows operatingsystemhasits own setof functions
for accessingmemoryandregistersin atargetprocess.This

LWFI wasusedat TandemLabs(Compaq)to testapplica-
tionsusinga prototypeof a new versionof their Servernet
SAN [2].

4.1.2 Dri ver-BasedFault Injector

Thereareseveralcaseswhereuser-level fault injectorsare
unableto inject faultsbecausethey lack permissionto ac-
cessdataor becausetheoperatingsystemwill not schedule
the fault injector whenthe fault needsto be injected. For
example,a SWIFI fault injector cannotinject faultswhile
the operatingsystemis in a critical section. A solutionto
overcomemostof thesepermissionbarriersis to usea de-
vice driver to inject faults. The device drivershave more
privilegesthanusercode.

One version of the driver-basedfault injector injects
memoryfaultsanywhereinto thesystem.Suchadriverpro-
videsonefunctionfor injectingafaultatagivenaddressand
anotherfunctionfor obtaininginformationaboutthemem-
ory usedby a target application. Device driversuseioctl
callsto allow userprocessesto call thesefunctions.Drivers
like thishavebeendevelopedfor Linux, LynxOS,andWin-
dows2000operatingsystems.

4.1.3 Dri ver-BasedPerformanceFault Injector

Performancefaults affect systemperformanceinsteadof
corruptingmemory. Stalling the CPU or claiming system
resources(e.g.,memoryor openfiles handles)areexample
performancefaults.Performancefaultsmimic theeffect of
eventsthatarecommonlyobservedin therealsystemsuch
aspagefaults,buggy userprocesses,or resourceleaksin
the system. For enterprisecomputersystemswith EDAC
protected(error detectingandcorrecting)memoryandre-
dundantCPUs,theseperformancefaultsmaybemorerep-
resentative thantraditionalmemorybit-flips andmayresult
in systemfailuresmorefrequently.

A preliminaryexperimentusinga delayfault modelfor
Windows 2000 demonstratedthe effectivenessof perfor-
mancefaults. In this experiment,the faultswere injected
by turning off interruptsand stalling the CPU for a short
period.Usingthissimplefaultmodelonaprogramfor test-
ing the robustnessof network protocol interfaces,several
testsfailed althoughthe sametestsdid not fail in the gold
run.

4.1.4 Target-SpecificFault Injector

While thefirst threefault injectorsareusefulwhenthetar-
get applicationcanbe treatedasa black box, somehigh-
level faultsrequireknowledgeof thetargetapplication.For
example,supposeyou areinterestedin analyzinghow cor-
ruptingamessagequeuein oneprocessmayaffectaprocess
on anothernode. It is unlikely that sucha fault will result



from randomfaultsto memoryor registerseventhoughthe
faultmodelis simpleandrealistic.

Oneway to inject faultslike this is to addcodeinto the
applicationwhich usesrun-timeor compile-timeinforma-
tion (suchastheaddressof certaindatastructures)to inject
high-level faults.NFTAPEprovidesanAPI for callingthese
functions.

This method is being used to compare two SIFT
(software implemented fault tolerance) middlewares,
Chameleon[12] andVOLTAN [4] to determineif it is pos-
sibleto attainthesamefail-silencecoverageusingrun-time
assertionswithoutduplication.

4.1.5 SimulatedFault Injector

Simulatedfault injectionexperimentshavebeenusedto as-
sesssystemsbeforeaprototypeis available.Injectingfaults
into a simulationis usuallyeasybecauseeitherthe source
codefor the simulationis available, or the systemmodel
maybealtered(e.g.,in thecaseof a VDHL model).

When the sourcecode for the simulation is available,
simulatedfaultscanbe injectedsimply by addingcodeto
inject thefaults.As for thetarget-specificfault injectorde-
scribedabove,if thesefunctionsusetheAPI providedwith
NFTAPE, thenNFTAPE cancall the fault injection func-
tionsin thesimulation.After a prototypeandfault injector
for the systemare created,NFTAPE can inject the same
faultmodel(includingtriggercondition)into bothsystems.
Work is underway building a simulationof a flight control
system.

4.1.6 PhysicalFault Injector

UnlikeSWIFI fault injectorswhich corruptdatausingcode
runningon theCPU,physicalfault injectorsusea separate
pieceof hardware to inject faults into the system. While
this hardwareworks independentlyfrom NFTAPE, physi-
cal fault injectorsusually have a software componentfor
controllingthehardwarecomponent.This usuallyincludes
configuringthehardwarefault injectorandturningit onand
off. NFTAPEcanbeusedto performtheseprocessesandto
collect resultsfrom the systemwhile the target workload
runs. Section5.1 describesa fault injector usedto inject
physical layer faults into a Myrinet [3] network. Earlier
work [19] showed a comparisonof fault injectedinto the
Myrinet NIC (network interfacecard) and thoseinjected
into asimulationof thesystem.

4.2. Adding a Hypothetical Fault Injector to NF-
TAPE

This sectiondescribesa hypotheticalpin-level fault in-
jector as an exampleof how a typical LWFI can be used
with NFTAPE. The fault injector usespin-level injections
on the I/O bus to testspecificdeviceson the bus. Before

eachrun, theusergivesinitialization information(e.g.,the
addressrange(s)of the target device). The LWFI can be
commandedto inject a fault immediately(on the next bus
cycle in the addressrange)or it canbe given a patternto
matchonthebus(e.g.,aparticularaddress)beforeinjecting
a fault. Thecommandalsoincludesa bit patternto inject.

To integratethis fault injectorwith NFTAPE,theinjector
needs(1) to providea profile informationand(2) to usethe
API to communicatewith NFTAPE environment.

Theprofile containsinformationaboutthe injectorsuch
asthecommandline format(which will besetat run time)
anda list of supportedNFTAPE functions. To set the in-
jectionpatternandbitmaskduringruntime,theprofile pro-
videsa referenceto a file containinga fault list. The NF-
TAPE API providesa function to registerthefault injector
so the injector canbe invokedwhenever NFTAPE sendsa
triggerevent.Similarfunctionscanberegisteredfor turning
thefault injectoron or off andsettingparameters.TheAPI
also facilitatescollectingandlogging (or printing to stan-
dardI/O) runtimestatusinformationreportedby the injec-
tor (e.g.,confirmationthata faultwasinjectedandwhen).

5. Experiments

Thissectiondescribestwo experimentscarriedoutusing
NFTAPE.Theexperimentswerechosento demonstrateNF-
TAPE’sflexibility in conductingawiderangeof fault injec-
tion experiments.Thefirst exampleis a hardwarefault in-
jectorwhich injectserrorsto dataandcontrolsignalstrans-
mittedoveraMyrinet LAN. ThesecondexampleisaSWIFI
campaignon a scientificspaceapplication.

5.1. Hardware-BasedMyrinet Fault Injector

A hardware-basedfault injector was developedto pro-
vide fault injection functionality for Myrinet LAN net-
works. Theability to monitorsignalson thedatalinesand
trigger injection by matchinga stateor sequenceof states
on the datalines wasdesired.The ability to inject a vari-
ety of electricalfaultsincludingbit inversion,bit clipping,
narrowing, delaying,andspuriousbehavior was required.
Minimum insertiondelay and skew were guaranteeddue
to the natureof the fastECL (EmitterCoupledLogic) cir-
cuitry thatwasused,but carewastakenwhenaddingextra
logic to notviolatedatatransmissionconstraints.Thedelay
neededto besmallenoughsuchthatthefault injectorcould
be insertedwithout exceedingthe allowable link delayas
describedby the Myrinet LAN specification[21]. Lastly,
thedevicewasdesignedto befully reconfigurableandcon-
trollablefrom anexternalinterface,preferablya networked
workstationrunningNFTAPE.

TheMyrinet LAN waschosenbecauseof its high-speed
anddigital nature. The signalsaretransmitteddigitally in
the physical layer, making demodulationdevices (which



wouldbenecessaryfor ethernetandothermodulatedtrans-
mission standards)for monitoring purposesunnecessary.
TheLAN signalsareconvertedto PECL (Positive Emitter
CoupledLogic) for manipulationwith a singlechip, soex-
pensive transceiverswereunnecessary. PECL waschosen
asthedomainfor signalmanipulationbecauseof theavail-
ability of high-speedlogic andcompatibilitywith 5V pro-
grammabledevicessuchasFPGAs.Thehigh-speednature
of Myrinet will enablethis designto beapplicableto other
high-speeddatatransmissionmediasuchas fiber channel
and100BaseT.

The final designis a balanceof speedandcomplexity.
A SRAM-basedXilinx part with the highestspeedgrade
at the time wasusedto provide an interfacewith the con-
trolling device. TheXilinx partwasalsousedto configure
andinteractwith the fasterECL logic. The following is a
summaryof the basicblocksof the systemasindicatedin
Figure2.
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Figure 2. Basic Bloc ks of Myrinet Hardware
Fault Injector

DetectionCir cuitry: High-speedECL for thedetectionof
up to four sequencesof stateson the incomingdata.Upon
detectionof this stateor states,the PatternDetect line is
asserted.

FastClock: Thisfinely-tunedECL logic providestheTrig-
gerSignalwhichin turncausestheinjectdatato beselected.
A Fast Clock is appliedto the Inject Circuitry which ap-
plies the configuredfault to the output. The Fast Clock
is requiredfor the synthesisof narrow, delay, and spuri-
ousfaults. TheFastClock canbeconfiguredby theFPGA
to outputany numberof pulsesor to simply act asa pass-
through.

Inject Cir cuitry: Injection of the configureddatais per-
formedby this ECL logic. Inject Patternsareloadedby the
FPGAandshiftedto theoutputby thefastclock.

FPGA: An RS-232interfaceis usedto communicatein-
jection parametersto the FPGA from an external device.
Several injection operationscanbe controlledin real-time
by the external device by issuingcommandsthrough the
RS-232Line. This allows for greaterinjection flexibility

asdescribedlater. TheFPGAhastheability to changethe
DetectionCircuitry, FastClock Config,andInject Patterns
atany time. It alsocanmonitortheInjectTriggerfor statis-
ticspurposesaswell asassertthetriggerline itself.

Physical Interface: TheinjectoracceptsdataatPECLdata
levels, compatiblewith several types of transceivers and
easily convertedfrom LVDS (Myrinet LAN) and similar
digital transmissionsignaling.Thismodulardesignguaran-
teescompatibilitywith many typesof transmissionmedia.

All fastdecisionsaremadewith theECL discretelogic.
The FPGA (1) providesregistersfor trigger and injection
parameters,(2) reconfigurestheexternallogic to respondto
a particularlocationin thetriggerdatastreamfor a specific
numberof sub-bitslices,and(3) finally alignsinjectiondata
with the desiredfault target location. This guaranteesthat
all timing intensive operationsaredonein the ECL, while
setup,communicationwith thehost,andothercomplex yet
timing insensitive tasksareperformedby theFPGA.

5.1.1 HardwareFault Injector Results

The fault injector performedup to its specificationfrom a
timing point of view. Total propagationdelay was mea-
suredto be about3ns,which is roughly the delaycaused
by one half of a meter of coppercable and well within
the maximumof 10 metersallowablelengthfor 1.28Gbps
Myrinet [21]. Maximum skew causedby signalsgoing
throughthe inject logic wasmeasuredto be no morethan
1ns,which is underthe allowable1.5ns,or onequarterof
thecharacterperiod,thatis requiredby thespecification.

Threeinjectionmethodshave beentestedin thecurrent
versionof thefault injector:

Command Trigger: A commandfrom the systemcon-
nectedthroughtheRS-232Interfacecancauseaninjection
signal toggle. The FPGA hasbeenprogrammedto toggle
the trigger signal when this commandis received. This
causesa singleNRZI (theencodingusedin Myrinet, Non-
Returnto Zero, Invert) bit flip to occurat an interval that
is easilyprogrammedon the control node. This methodis
especiallyusefulfor randominjectiontests.

Data Sensing: The injector canmonitor voltagelevels on
all nine lines of the Myrinet physicalmediaandcausethe
trigger to be assertedwhen a particularpatternis sensed.
This behavior hasbeencapturedusinga digitizing oscillo-
scopeandis presentedin Figure3. Theindicatedregionsin
Figure3 aretimeperiodswhereall ninelinesmeetinjection
criteria (the � axis is scaledat 5ns/division). Note that the
figure shows the outputof only oneof the nine datalines
anda singletriggercanmodify any combinationof output
signals.

FastTrigger: A third injectionmethodsupportshigh-speed
injection which allows corruptionof adjacentbytesof the
transmitteddata.TheFPGAisprogrammedto applyanum-
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Figure 3. Injection Trig gered from Level Sens-
ing Circuitr y

berof highfrequency pulsesto thetriggerwhenthefasttrig-
gercommandis receivedontheserialline. Thismethodcan
alsobeusedto inject theCRC(Cyclic Redundancy Check)
polynomial into the datastreamthereforecausingcorrupt
datato passMyrinet’serrordetection.

5.2. SWIFI Fault Injector and SpaceImaging Ap-
plication

In this fault injectioncampaign,NFTAPE injectsmem-
ory faults into a scientific image processingapplication
(Next GenerationSpaceTelescope,anapplicationfrom Jet
PropulsionLaboratory(JPL-NASA) for cosmicrays sup-
pressionanddatacompression)executingasa singlepro-
cesson an SparcUltra-1 running Solaris2.6. Sincethis
applicationwill operatein space,its developersare inter-
estedin analyzinghow theprogramreactsto faultssimilar
to thoseit will experiencein space.Thisversionof thepro-
gramprocessesa seriesof 256x256pixel imagefiles (rep-
resentinga noisy inputsfrom a sensorarray) into a single
filtered image. Sincethe systemexpectsthe sensorto fre-
quentlysaturatefrom radiationin space,thealgorithmfirst
removesoutliersit suspectswerecausedby radiationonthe
sensor. Next, the algorithmsmoothesthe imageusingthe
remainingpoints.Theimagesin Figure4 show (a) theorig-
inal image(this is alsothe idealoutputimage),(b) a input
imagewith noiseadded,(c) a fault-freerun of the appli-
cationwhich is almostidenticalto the original image(ob-
serveseveral“dots” thatindicatepresenceof theremaining
noise),and(d) anexampleof a corruptrun.

Sometimes,theprogramcanmasktheeffectof afaultby
treatingcorruptdatalike noisein theinput image.In these
cases,theeffect of thefault maybeacceptable,but blindly

Figure 4. Images from Space Imaging Ap-
plication: (a, upper left) undistor ted input
file , (b, upper right) distor ted input file , (c,
lower left) application output without faults,
(d, lower right) application output with faults.

comparingtheoutputimageto a gold run will detectaner-
ror. For this reason,visually inspectingtheoutputdatamay
beagoodapproachto judgetheeffectof thefault. Thegoal
hereis to demonstratethat the fault injection canprovide
valuableinsight into the applicationbehavior underfaults
on an early designstageof the application. A secondary
goal is to prove that noisesuppressionis not a sufficient
meansof fault tolerance.

5.2.1 Proc fi, /procFile SystemFault Injector

The LWFI usedfor this experimentis called“proc fi” be-
causeit usesthe Solaris/proc file system. The /proc file
systemwasdesignedto allow debuggersto control theex-
ecutionof a target processand to accessits memoryand
registers.Thefault injectorsinput parametersarethetarget
process’s id andthefault location(stack,heap,or register).
It can inject faults to the process’s registerfile or address
space(stack,heap,or code). Before injecting a memory
fault, it canquerythe systemto find the process’s current
stackandheapsizes.

The trigger, “proc trig,” alsousesthe /proc file system
to determinewhen to inject a fault. The trigger can stop
the targetprogramusinga timer, usinga breakpoint,or by
tracingsystemcalls. To triggera fault, thetriggerstopsthe
processandsendsa messageto NFTAPE to inject a fault.



addr=eb6e654c trapno=0

PSR=fe401003 PC=eb6e654c nPC=eb6e6550 Y=00000000 WIM=00000000 TBR=0000000

I: 00079b00 00000000 0003be84 00000000 ef72227c ef6c679c effff530 ef6e643

Injecting register 15 (O7) bit 26 from value ef6e6544

pr_why: 0x6 reason=’Faulted’(6) fault=Bounds(6) ’BUS’(11): ’unmapped addr’(1)

pr_brkbase: 0010e54c pr_brksize: 566004  pr_stkbase: efff6000 pr_stksize: a000

G: 00000000 eb6e6544 04000000 00000000 00000000 00800000 00000000 0000000

O: 00000000 00020b40 fffffa80 00000001 00000000 00000000 effff4d0 eb6e654

L: 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000000

...

Figure 5. Example Excerpt from proc fi Output.
Thefirst line describesthefault beinginjected,thenext hasdataaboutthesignalthefault generated.Thelastfive linesare

the32general-purposeregistersandthe6 special-purposeregisters).

Table 1. Summar y of Results from Experiment 1
Rate No ��� 25 � 25 No Alignment Unmapped Permission Illegal

Location (flt/sec) Error Errors Errors Output Error Access Error Instr.
memory 1 0 25 0 0 0 0 0 0
memory 2 0 24 0 1 1 0 0 0
memory 5 0 21 0 4 2 3 0 0
memory 8 0 18 1 6 7 0 0 0
memory 10 0 13 7 5 3 2 0 0
memory 15 0 2 11 12 3 9 0 0
memory 20 0 1 20 4 4 7 0 0
memory 25 0 1 7 17 4 14 0 0
memory 40 0 0 6 19 5 14 0 0
register 1 1 0 1 23 6 15 1 1
register 2 6 0 1 18 0 17 1 0
register 5 1 0 1 24 4 20 0 0

After the fault injector injectsthe fault, it sendsa message
backto NFTAPE andthe trigger will allow the processto
continue.

When the applicationcompletes,the fault injector col-
lectsinformationaboutthe terminatingcondition(e.g.,the
exit status,any uncaughtsignalandcauseof thesignal).For
example,if afaultcausesabuserror, thereturnstatuswould
includethefault typesuchas‘misalignedmemory’andthe
addressof thememoryaccesscausingtheerror.

Figure5 givesanexampleof a fault injectedinto regis-
ter �
	 (the returnaddress).It changedthe contentsof the
registerfrom 0xEF6E6544to 0xEB6E6544(anaddressnot
mappedinto physicalmemory). Whenreturningfrom the
subroutine,the programloadedthe corrupt register value
into the programcountergeneratinga bus error. The ex-
cerpt from an actualfault injection experimentshows that
the bus error resultedfrom an unmappedaddressand the
offendingaddresswas0xEB6E654C(i.e., thecorruptvalue
plus8).

The resultsfrom this experimentareshown in Table1.
Eachrow representsonesetof runs;a setexecutestheap-
plication 25 timeswith the sameinjection parameters(lo-
cationis eitherheapmemoryor registerfile; injection rate
is constantandgiven in faultsper seconds).The runsare
classifiedas‘No Error’ indicatingtheoutputfile is identical

to the onefrom thegold run, ‘ �
� 25 errors’ if at most25
pointsin theoutputfile areincorrect,‘ � 25 errors’ if more
than25 pointsdiffer from the gold run. If the application
failed to createan outputfile, thenthe run is classifiedas
‘No Output’. Most of the‘No Output’ runshadsomeerror
signalsuchasa bus error. In somecases,the application
wasableto write someor all of theoutputfile beforeexit-
ing with suchanerror; this is why thenumberof signalsis
sometimesgreaterthanthenumberof ‘No Output’ runs.

Theresultssuggestthattheinjectingfaultsto theregister
file hashigher probability of severe errors(thosecausing
theprogramto terminate)thanfor memoryfaults. But, the
memoryfaultsweremuchmorelikely to causeerrorsin the
outputdata. Onereasonfor this may be that mostof the
runs that exited abnormallywould have producedcorrupt
datait they hadcontinued.As expected,thenumberof more
severeoutcomesincreaseswith thefault rate.

6. Conclusions

In this paperwe describedNFTAPE, a configurableen-
vironmentfor conductingautomatedfault injection exper-
iments. Earlier fault injection tools exhibit shortcomings
in portability, supportfor distributedsystems,component
reuse,andflexibility of injectionmethod.



The component-basedarchitecturemadeit easyto port
NFTAPE to variety of platformsincluding Solaris,Linux,
Windows,andLynx (a real-timeoperatingsystem).Thear-
chitecturewasdesignedprimarily to runon distributedsys-
temswith thecontrolpartseparatedfrom the targetnodes.
By defininganinterfacefor theNFTAPE components,NF-
TAPE can be easyusedto perform a wide rangeof fault
injection experimentson different platforms. In particu-
lar, NFTAPEreusesthemechanismsfor communicatingbe-
tweencomponents,controlling experiments,logging, and
managingprocesses.

To illustrate the flexibility of NFTAPE, this paperde-
scribestwo examplesof fault injection campaigns. One
usesa hardware fault injector to inject bit errorsinto the
physicallayer of a Myrinet LAN link. The secondusesa
debugger-basedfault injectoronarealspaceimagingappli-
cation.

No otherfault injectiontool hasshown asmuchflexibil-
ity asNFTAPE in beingableto executeSWIFI, hardware-
basedfault injection, or simulation-basedfault injections.
DetailedNFTAPE performancenumbersarenot provided,
as the currentgoal was to demonstratethat the proposed
framework canfunctionin acoherentmanner. Severalopti-
mizationsto thearchitecturearebeingdesignedandimple-
mented,andtheresultsshouldbesoonforthcoming.

A long-termcontribution thatwe expectfrom this work
is a library of reusablecomponentsbuilt by othersfor NF-
TAPE.
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