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Abstract

Although multithreading can improve performance, it is a
source of nondeterminism in application behavior. Existing
approaches to replicating multithreaded applications either
synchronize replicas at interrupt level, at the expense of per-
Jformance, or use a nanpreemptive deterministic scheduler,
at the expense of concurrency. This paper presents g loose
synchronization algorithm for ensuring deterministic replica
behavior while preserving concurrency. The algorithm syn-
chronizes replica threads only on state updates by enforcing
an equivalent order of mutex acquisitions across replicas.

1. Introduction

This paper proposes a loose synchronization algorithm
(LSA) for handling the nondeterminism induced by multi-
threading in replica behavior. In contrast with techniques
synchronizing replicas at the interrupt level [1], {5], [8]. the
algorithm synchronizes replica threads on state updates by in-
tercepting mutex requests invoked by threads before access-
ing shared data in order to enforce an equivalent ordering of
mutex acquisitions across replicas. Performance overhead is
minimized by preserving concurrency in the execution of ap-
plication threads—the algorithm interferes with the operating
system scheduler only when granting mutexes. This also con-
trasts with approaches empioying nonpreemptive, determin-
istic schedulers {7], [9], which limit concurrency by allowing
only one physical thread to execute at a time.

The idea behind the LSA algorithm can be applied to ar-
eas other than active replication, such as log-based rollback
recovery, the transaction scheduler of a database server and
middlewares providing fault tolerance to CORBA objecis.

2. Loose Synchronization Algorithm Overview

In a multithreaded application, shared state updates are
serialized via mutex variables. The manner in which threads
are granted mutexes is usually nondeterministic and depends
on the scheduling algorithm of the operating system. As a re-
sult, the programmer cannot make assumptions on the order
in which mutexes are acquired. Assuming no a priori knowl-
edge of the way replica threads request mutexes, determin-
ism of replica state updates can be achieved by designating
a selected replica, the leader, to decide the order in which
mutexes are granted and to enforce an equivalent order in
the other follower 1eplicas. All replicas begin executing to-
gether, and leader threads freely execute while the order of
mutex acquisitions is collected and continuously sent to the
followers. The mechanism is such that a follower thread ¢ is
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blocked when requesting a mutex 12 if the order established
by the leader for the next acquisition of m either (1) has not
yet been received or (2) indicates that tn must be acquired
first by another thread. Note that the followers enforce the
leader's order only with respect to the same mutex. This per-
mits concurrency to be preserved in the execution of follower
threads that do not simultaneously acquire the same mutex.

The LSA algorithm uses a leader-follower scheme only to
enforce in all replicas the same ¢xternal behavior, one among
all the possible correct behaviors. By agreeing on their exter-
nal behavior, the replicas can participate in active replication
schemes with majority voting.

3. System Model, Definitions, and Assumptions

The system consists of a set of identical multithreaded
processes (replicas) running on difterent nodes and intercon-
nected by means of a network. One replica is designated as
the leader; the others are followers. Each replica consists of
a set of threads 7 and a set of mutexes M used to protect
partitions of shared data (7 and A can be infinite). Applica-
tion threads use the functions 1sa_lock and 1sa_unlock
{replacing the sysiem calls lock and unlock) to ac-
quire and release a mutex. Two additional functions,
isa_thr_create and lsa mutex_create, replace the
system calls thr.create and mutex_create. A FIFO-
order reliable multicast and a group membership service are
available for leader-to-followers communication. The net-
work does not partition. Application threads are piecewise
deterministic (later defined). Replicas share their initial state.

Definition 3.1 (Mutex Acquisition) A rriple (m.t. k) €
M x T x N denotes @ mutex acquisition made by thread
t on mutex m through the function 1sa_lock; this is the
k*R mutex acquisition made by 1.

Expressing mutex acquisitions as triples emphasizes that
mutex acquisitions are unique within each replica. To sim-
plify the notation, however, a mutex acquisition {rn, ¢, k) will
be referred to as a pair (7, t). The term k is reirieved by ap-
plying a function index to the pair (e.g., k = index(m, t)).

Two mutex acquisitions are called conflicting if they are
made by different threads on the same mutex. In general,
the order in which conflicting mutex acquisitions occur can
affect the result of the computation.

Definition 3.2 (History) The history H” of a replicar is the

sequence of mutex acquisitions of v’s threads at a given time.
e

The notation (1, t;) < (my. t;) indicates that {m;, £;) tem-

porally precedes (mj, t;) in H'.



Since threads within a replica r execute on the same node,
the order of the mutex acquisitions in H" is determined by
the local clock of the node at the time that threads return from
1sa_lock. Enforcing the leader’s history on the followers
(under assumption of determinism as defined later) makes the
followers behave like the leader. This, however, is a stronger
requirement than necessary since only the causal dependen-
cies between mutex acquisitions need to be preserved.

Definition 3.3 (Causal Precedence) The causal precedence
between two mutex acquisitions (m;,t;) and (m;,t;) in a
history H, i.e., (m;, ;) Z (m;, ;). is defined as the transi-
tive closure of the following relation:

H
Loty =t; A (my, b)) < (my,t5), for mutexes acquired by
the same thread; or i
2. my = my A (mg,t;) < (my,t;), for conflicting mutex

acquisitions.

Causal precedence implies temporal precedence, while
the opposite is not necessarily true. The notion of causal
precedence between two mutex acquisitions in a multi-
threaded process is analogous to the notion of causal prece-
dence between two events in a distributed system [3]. As
concurrent events in distributed systems are not causally re-
lated, concurrent mutex acquisitions in a multithreaded pro-
cess arc those acquisitions whose actual order of execution
does not affect the result of the computation. To preserve
concurrency, the LSA allows replicas to schedule concurrent
mutex acquisitions independently. Based on the notion of
causal precedence, the next definition introduces the causal
history of a mutex acquisition.

Definition 3.4 (Causal History) The causal history of a mu-
tex acquisition (m,t) in a history H is the set Oy (m,t) =

{(m’,¢') € H|(m', ') A (m, )} U {(m, 1)}

The causal history of a given mutex acquisition (m, ¢} rep-
resents all mutex acquisitions upon which (m, t) is causally
dependent. Note that a replica history contains all of the
replica’s mutex acquisitions, while a unique causal history
is associated with each mutex acquisition.

The LSA algorithm assumes that threads behave deter-
ministically between two consecutive mutex acquisitions.
This is somewhat similar to the piecewise deterministic as-
sumption made by proponents of message-logging check-
pointing [6]. While determinism is traditionally expressed in
terms of state, the causal history is used as an abstraction to
represent a thread’s view of the replica’s state at the moment
of a given mutex acquisition. Moreover, while a thread’s be-
havior in general depends on the inputs it receives, we will
not consider these inputs in order to simplify the discussion.
Instead, we censider the thread’s computation as being purely
dependent on the replica’s initial state and the interaction, via
shared state, with other replica threads. Thread inputs can
be incorporated in the model by requiring that corresponding
threads of different replicas are supplied the same sequence
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of inputs at the same logicai time.! In this context, we define
piecewise thread determinism as follows:

Definition 3.5 (Piecewise Thread Determinism) A rthread
t in a replica v is piecewise deterministic iff given its last
mutex acquisition (i, t), the behavior of t is uniquely de-
termined by 8y~ (m.t) and the replica’s initial state S55. In
particular, from the initial state (i.e., before its first mutex
acquisition), the behavior of t is uniquely determined by S§.

Because of this definition, outputs emitted by ¢ between
a mutex acquisition (e, £} and its next mutex acquisition are
a function only of 8- (. t) and S§. Moreover, race condi-
tions are precluded. The correctness of the LSA algorithm is
defined as follows:

Property 3.6 (Correctness) Given rwo replicas T) and s,
two conditions must always hold:
1. (Safety) Their causal histories are same: ¥(mn,t) €
H N H™ : 8gr; (M, t) = Opee (m, t).
2. (Liveness) Any mutex acquisition made by 71 is eventu-
ally® made by ry: (mn,t) € H™ == {(m,t) € H™,

4. Failure Free Behavior

This section assumes that replicas and the reliable multi-
cast layer {i.e., the reliable membership service and the reli-
able multicast protocol) do not fail. The pseudocode for the
LSA algorithm is in Figure 1.> The functions, variables and
definitions used in this pseudocode are given in Table 1.

The leader’s history H' is recorded at the leader | by
appending the mutex acquisitions into a fixed-size buffer
(mutex_table), which, on becoming full, is multicast 10
followers (via a FIFO-order reliable multicast) and flushed
so that new mutex acquisitions can be recorded (1sa_lock
lines 11~15). The leader’s mutex table is also multicasted
periodically by 1eader.periodic_tx to guarantee trans-
mission even when there are not enough mutex acquisitions
to fill a table.

Followers reconstruct the leader’s history by concatenat-
ing the mutex tables received from the leader. The leader’s
history reconstructed by a follower f after receiving n mu-
tex tables {mty,...,mié,} from the leader ! is given by
HY = mi, " mita ™. .. mi,, where ™ is the concatenaticn
operator. In absence of failures, % is a prefix of H'.

A follower maintains a projection queue* for each mutex
m (proj_qlm]) that stores the subsequence of H%/ corre-
sponding to mutex acquisitions on mutex m that have yet to
be enforced. The follower invokes the function on_recv.mt
upon receiving a mutex table from the leader to append the

VIn our implementation, this is done by the virtual socket layer [4].

2We use the linear temporal logic symbol & to denote eventually.

*n absence of failures, in Lsa_lock the lines 21-23 are not execuled,
and the condition at line 25 is always trug; in on_recv_mt the condition at
line 3 is always false; on_leader_failed and reconf are not invoked,

*Formally, a projection Hjrm of a history H on a mutex m is the subse-
quence of the all mutex acquisitions in A confticting on mutex m such that

H|m . H
(m,t;) < (m:tj)lﬁ(ma"'i) < (matj}~



new information to the appropriate projection queue. If a
mutex 7t is not yet in the set of the current replica’s mutexes,
mutexes, then a new projection queue is created and e is
inserted in mutexes (unpack_mt lines 3-6).

Fun¢ Isa_thr_create(f} 1: Thread leader_periodic_tx()

B
2. lock(Jsamutex) 2. while irue do
3 U4 throreate(f) 3 sleep(TX.PERIOD}
4 threads inser(t) 4 lock(isa.mutex)
5. unlock(lsa.mutex) 5 il muteg_table % O then
& [saJock{me) 6: mcasi(tmutex tabie}
7 lsaunlock(mce) 7 mutex_table +— @
&  returnt 3; end if
;- Fung Isa_mutex_create() 9 unlnc}c(lsa.mutex)
10:  end while
2 lock(lsa.mutex}
3 M4 mutex.create(} 1: Proc on.recv_mi{mt)
4 mulexes.insert(m) 7 lock(lsamutex}
5. il —isLeader then 3 ifreconfiguring then
6 proj-glm].create() 4; pend.upds.append(mt)
7. endif 5 else
& unlock(isa.mutex) [3 unpack.mi(mt}
o retermm 7. endif
t: Proc Isalock(m) % unlockllsamutex)
% locktlsa-mutex) 11 Proc unpack_mt(mt)
3 4= getcurrthr(} 2 forall {m, t) € mtdo
4 ifisLeader then 3 if m & mutexes then
5 while owner{m] #L do 4 proj.qlm).create()
& suspahrs[m}.appendit) 3 mutexes.insert{m)
7 suspend(lsa_mutex) A end if
3 susp_thrs[m].remove(1} 3 proj_g[m).append(m,i)
¥ end while 8. end for
10: awner[m] + 1 9 for all m € muiezes do
1 mutex_table.append(m,i} 10: if can_sched.next thr(m)
1 if #mutertable = MTS then
then 1 resume(nezt-thrim)}
A3 mcast{mutex.table} 1% end if
13 mutex._table < @ 132 end for
15: end if .
1w, ekeif can.acquire(m,t) then ; ng{:;?j‘:li;?ﬂedo
1: owr_ler[ml —t 3 reconfiguring +— irue
w proj-qlml.popt) & ifdeadlock then
w else
A X . 5 reconf(}
20 if recon figuring then s endif
21 il deadlock then 1 unlockUsa.mutex}
2 reconf()
i end if 1: Proc reconi()
28 end if »  forallm € muiexes do
25 if misLeader then 3 projgqim] + @
2. susp-thrs[m).append(t} 4 endfor
P suspend(isa_mutex} 5. isLeader + choose_new leader()
b1 susp thrs[m].remove(1} & ifisLeader then
29 end if T forall m € mutexes do
0, goly + B for all ¢ € susp.thrs{m]
3 endif do
32 unlock{lsamutex) LA resumed{t)
10 end for
1. Proc Isa_unfock{m}
1 end for
2 tock(lsa-muiex)
1z else
N ?wner(mj oL b for all mt € pend_upds do
4 ifigLeader then
14: unpack_mt{mt)
b1 res-umc(susp_lhrs[m].heud[)) s end for
& :Ii‘seenll' can.ached.nextthr(m) 6. pend_upds — @
3 if
mfume(nezt_thr(m)) :s, ::c‘:)nﬁguring — falge
end if

% unlock(lsa_mutex)

Figure 1. Pseudocode of the LSA algorithm,

When a follower thread ¢ requests a mutex 7n by in-
voking lsa_lock, the request is served iff the top entry
in proj_g[m] is (m,t) and no thread holds m:. At that
time, (m,t) is extracted from the queue (line 18). Other-
wise, t is suspended (line 27). Thread ¢ is resumed when
(mn.t) reaches the top of proj_gim] and no thread holds
7, either when (1) proj_g(ml is empty but a new mu-
tex table arrives from the leader and, once unpacked, makes
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Table 1. Functions, variables and definitions
for the LSA pseudococde.

suspend (m) Atomicaly releases a mutex m and suspends the cur-

rent thread, which holds m when resumed.

resume {t) Resumes a thread t,

threads Set of current replica’s threads; initially containing
only the replica’s main thread.

mutexes Set of current replica’s mutexes; initially containing
only me.

isLeader Boolean variable. True for the leader replica.

lsamutex Global mutex for serializing accesses 10 LSA cede.

mc Moutex used to enable deadlock detection (see § 5.1).

mutex table Queue of size MTS of mutex acquisitions; initially 9.

proj-giml Airay of queues of mutex acquisitions; initially, each
queue is @.

susp.thrs{m] Array of lists of suspended threads; initially, each list
is 0.

cwner {m] Amay of type T U L: initially, each entry is L.

reconfiguring Boolean vaniable, True during reconfiguration mode.

pend.upds Queune of pending mutex tables; initially @.

nrezt-thr{m)
can_acquire{m, t)

proj-g[m]. head().t

ouwnerim] =L A proj.gim]#DA

t = neztthri{m

owner[m] =L A projg{im| #£0A
nezxtthr{m) € susp-thrs[m|

¥m € mutexes : {projgm] =0V (Im’ €

can.sched.next thr{m)
deadlock

V next thr(m) € threads)

mutezes : nextthr{m) € susp.thrs[m'])A|

proj.gim] have (m,t) as top entry (unpack.mt lines
10-12) or (2) proj_gim] contains an entry (m,t'), with
k = index{m, '), immediately preceeding (m, ¢ and thread
# releases m, its k® mutex acquired, through 1sa_unlock
(1saunlock lines 6-8). Due to the space limitation, for-
mal proofs of LSA correctness are relegated to [4].

5. Failure Behavior with Error-free Leader-to-
Followers Communication

The LSA algorithm introduces asymmetry in replicas
(leader and followers) and requires direct communication
from leader to followers. This brings about failure modes not
present in traditional replication schemes (e.g., {11]). This
section analyzes the behavior of the LSA algorithm in the
presence of a single, arbitrary failure. The group member-
ship service and the FIFO-order reliable multicast used in the
leader-to-followers communication are assumed not to fail
{or, equivalently, to mask their Byzantine failures [10]). In
this way, nonfaulty followers always have a consistent view
of the replicas in the system and always receive the same se-
quence of messages from the leader.

The architectural setup for the following discussion con-
tains a single, independent voter in the system. The voter is
in charge of detecting replica failures-—crashes, hangs, and
value errors—whether they originate from the applicatton or
the LSA code. The voter also excludes faulty replicas from
the system (in general, these responsibilities can be placed in
other processes outside the voter). The voter does not fail.

Before proceeding, we define two conditions: deadlock
and hang. A deadlock—detected by followers—is the con-
dition in which no mutexes can be acquired (i.e., no thread
will return from 1sa_lock). Deadlock happens when the
follower reconstructed leader’s history H%/ is not compat-
ible with the replicated application’s algorithm. A hang—
detected by the voter—is the condition in which an output



is not received from the replica before a timer expires in the
voter. We assume that each application thread requests mu-
texes infinitely often so that a deadlock eventually manifests
as a hang to the voter.® Indeed. a deadlock condition at the
current time implies that each application thread will be ¢ven-
tually blocked in 1sa_lock.

5.1. Failure Modes

Leader failures. Errors from the leader can propagate to
followers only via the transmission of mutex tables, which
is the only leader-to-follower communication channel. The
application does not assume any particular mutex acquisition
order; thus, a faulty leader cannot cause a correct follower to
perform invalid computation, only to diverge or deadlock. If
the properties of the reliable multicast service are preserved,
all nonfaulty followers receive the same sequence of mes-
sages from the leader (even if the leader sends corrupted mes-
sages). This guarantees that each pair of nonfaulty follow-
ers satisfies the correctness property {as shown in [4]). All
nonfauity followers consequently grant the same causally or-
dered set of mutexes; thus, if one nonfaulty follower’s exe-
cution diverges from the leader, then all nonfaulty followers
diverge in the same way. Divergent behavior can lead to value
errors detected by the voter (if the outputs never differ despite
the divergent behavior, then the error has no consequence on
the system). In addition to diverging, nonfaulty followers can
deadiock. In {4] we prove that if one nonfaulty follower dead-
locks, then all nonfaulty followers deadlock. Note that cases
such as a leader sending different mutex tables to different
followers constitute failures of the reliable multicast layer of
the leader and are considered separately in § 6.

If the leader crashes or hangs, it may have sent cor-
rupted mutex tables 1o the followers before failing, which
can lead the followers to either diverge or deadlock as de-
scribed above. A misbehaving leader can also impersonate a
follower, effectively stopping the transmission of mutex ta-
bles. Since nonfaulty followers require these messages to
make progress, they will eventually deadlock, a condition
that the voter defects as a hang.

Follower failures. Corrupted mutex tables from a faulty
leader cannot cause a follower to crash—they can result in
either divergent behavior or deadlock of the follower. A fol-
lower crashing as a result of mishanding faulty data from the
leader is treated as a double-failure scenario: a failure in the
leader and a failure in the follower caused by an implemen-
tation not conforming to the pseudocode in Figure 1. Thus, it
can be assumed that a crash detected in a follower is isolated
to the failed follower. '

While a correct follower does not interact with other repli-
cas, a misbehaving follower can impersonate the leader by
sending mutex tables to other replicas. The leader unforge-
ably signs its messages so that the recipients can always dis-
card messages from unexpected sources.

SLong computations can be instrumented with calls to lsa.lock/
unlock on an artificial mutex to limit the hang manifestation latency.
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Deadlock condition. Deadlock defines a situation in which
the LSA algorithm in a follower ceases to make progress.
This happens when one of the following conditions hold for
each projection queue: (1) the projection queue is and will
continue to be empty, (2) the thread in the top entry of the
projection queue is suspended, or (3} the thread in the top
entry of the projection queue does not exist and will never be
created. The LSA algorithm checks for deadlock only during
reconfiguration (described in § 5.3), when it is known that no
new mutex tables will be received.

The first two conditions are easy to check, as is the first
clause of the third condition. Checking the second clause
of the third condition, however, requires knowledge that the
thread in question (thread ¢) will never be created in the fu-
ture. Ideally, we would like to drop this part of the condi-
tion. However, if the parent of ¢ is executing—but simply
has not reached the point at which it creates —a deadlock
could be incorrectly detected. To overcome this problem, the
LSA algorithm introduces an artificial mutex me that is ac-
quired through 1sa_lock each time a new thread is created
(see function 1sa_thr_create in Figure 1). The follow-
ers, therefore, contain a projection queue for me, which im-
plicitly identifies the threads that are to create child threads in
the future. With me in place, the third condition only needs to
check for the existence of the thread. The intuition is that if
all projection queues are blocked, then the projection queue
corresponding to me is blocked as well and, hence, no thread
can be created in the future. A formal description and proof
of deadlock conditions are given in [4].

5.2. Failure Detection

The voter takes both a majority vote on replica output val-
ves and a majority vote on replica hang conditions on a per-
thread basis. Using this information, the voter decides the
output to be delivered to the client and identifies any faulty
replica and excludes it from the system. If the leader is ex-
cluded, the system must be reconfigured. The exclusion of a
follower does not require system reconfiguration.

The following categories of replica behavior as observed
by the voter can be distinguished: (1) ourpur—a replica de-
livers an output to the voter, (2) no output—areplica does not
produce an output, and (3) crash—detected by the multicast
layer, which excludes the offending replica from the system
(multicast group) and notifies the remaining replicas and the
voter through a view change event.

A voting algorithm is initiated each time the voter receives
the first cutput generated by a replica in response to a client
request. At that time, a timer is started to detect replica hangs.
Voting occurs either on receiving an output from each replica
or on the timer expiration. The possible combinations of
leader and follower erroneous behavior (and corresponding
voter decisions) induced by a single failure are given in Ta-
ble 2 (for the faulty leader case) and in Table 3 (for the faulty
follower case). In both cases, all nonfaulty replicas always
behave in the same manner.



The rule employed by the voter in detecting faulty repli-
cas 15 the following: (1) if all replicas sent an output, the
faulty replica is the one whose output differs from majority
output—cases L1 and F1; (2} a replica sending a spurious
output is faulty—cases L5 and F4; (3) if there is a single
bung replica, that replica is faulty—cases L3 and F2; (4) if a
majority of replicas are hung, the leader is Faulty—cases L2.5
Case L4 (all replicas hung) is indistinguishable from the case
in which no output is expected and no replica sends any out-
put. Two solutions are proposed to cope with this case.

Application-specific information embedded in the voter.
The voter obtains knowledge as to whether an output is ex-
pected to arrive from replicas after a given client request.
This knowledge can be derived from the client message con-
tents. For example, for a replicated Apache server, the voter
can inspect the HTTP header of the client message and deter-
mine whether it is a GET request (a response will follow) or
a POST request (no response will follow).

Follower-supported deadlock detection. In this solution,
the LSA algorithm supports local deadlock detection dur-
ing normal operation. When no responses are generated 1o
clients despite open client connections, the voter periodically
multicasts a message to followers, forcing them to initiate a
self-check for a deadlock condition. The followers communi-
cate the outcome of the check to the voter, which determines
the leader as faulty if all followers indicate a deadlock condi-
tion. Deatails of the mechanism used by followers to detect
deadlock in response to the voter request are described in [4].

5.3. Reconfiguration

This section considers the reconfiguration of the system
after a leader failure. The presented procedure does not re-
quire creation of new replicas, since the system is reconfig-
ured around replicas that have not been excluded from the
system. The reconfiguration procedure is initiated in each
follower upon receiving a view change event from the reli-
able multicast layer corresponding to the leader leaving the
muiticast group {function on_leader_failed in Figure
1), because the leader either crashed or was terminated by
the voter after being detected as faulty. A new leader can be
selected after all surviving replicas reach the deadlock con-
dition (defined in § 5.1). The reconfiguration procedure con-
sists of the following steps:

1. The follower continues to execute until it detects a dead-
lock{lsa lockline21,on_leader_failedline4).
All projection queues are cleared to prepare the replica
for resuming the execution (reconf lines 2-4). After
reaching deadlock, remaining entries in the projection
queues indicate a sequence of mutex acquisitions in-
compatible with the application’s algorithm and must be
removed (note that entries already consumed are valid).
3. The follower chooses the new leader from the group

membership list, which is assumed to be identical for

2.

81n case 1.2 no output can be delivered to the client; however, after recon-
figuration, surviving replicas restart execution (exiting from deadlock) and
generate the expected output.
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Table 2. Replica behavior under faulty leader.

Case| Expected Faulty Followers™ | Diagnosis

behavior leader’s behavior
behavior

L1 Output Output Output Compute majority value. If the
teader is in minotity, it is faulty.

L2 Qutput Output No output | Followers are in deadlock. Major-
ity is hung thus the leader is faulty.

L3 Output No output | Output The leader is the only hung replica
thus it is faulry.

14 Output No output No output Followers are in deadlock. All
replicas are hung thus the leader is
faulty.

L5 Noowput | Outpm Nooutput | The leader sent a spurious output
thus it is faulty,

L6 No output Output/No | Output Not possible. In nonfaulty replicas

output (even if contaminated), any mutex
acquisition order results in the cor-
rect behavior.

L? Nooutput | Noowput | Nooutput | No fault has manifested.

Table 3. Replica behavior under faulty follower.

Case| Expected Faulty Correct Diagnosis

behavior follower’s | replicas’
behavior behavior

Fi Ourput Output OCutput Compute majority vajue. If a fol-
lower is in minority, it is faulty.

F2 Qutput Nooutput | Output A follower is the only hung replica
thus it is faulty,

F3 Output Oumput/No | No ootput Nol possible since it violates the

output single failure assumption.

F4 No output | Qutput Nooutput | A follower sent a spurious oulput
thus it is faulty.

F5 Neoutput | QutputNo | Output Not possible since it violates the

output single failure assumption.

F6 No output No output No cutput No fault has manifested.

all replicas so that a deterministic selection rule can be
applied (e.g., pick the first). If the follower is not chosen
to be the new leader, it waits in deadlock until it receives
mutex tables from the new leader. The new leader awak-
ens all of its application threads (reconf lines 7-11),
50 they can execute 1sa_lock as the leader replica.

If the leader-elect replica executes the reconfiguration pro-
cedure faster than the other replicas, these replicas may re-
ceive mutex tables from the new leader before they have
reached a deadlock, i.e., before step (2). It is necessary,
therefore, that the followers buffer the mutex 1ables received
during the reconfiguration mode (on_recv_mt lines 3-5).
The buffered mutex tables are unpacked into the projection
queues after choosing the new leader (reconf lines 13-16).

The reconfiguration algorithm presented above ensures
correctness between the new leader and any follower [4].

6. Failure Behavior with Byzantine Errors in
Leader-to-Followers Communication

This section analyzes the impact of failures in the leades-
to-followers multicast communication under the single fail-
ure scenario. We continue 1o assume that the group mem-
bership protocol does not fail. Violating the properties of the
FIFO-order reliable multicast because of a faulty leader can
result in: (1) not sending a mutex table at all, (2) sending a
mutex table only to some followers, or (3) sending a mutex
table with different contents (or in different orders) to differ-
ent followers. These cases can cause followers to be incon-
sistent with each other. Qur solution does not require a mul-
ticast protocol tolerating Byzantine failures and takes action



only after the voter detects inconsistencies, without incurring
extra overhead during normal operation.

Failure Detection. The voter detects replica failures and

decides upon system reconfiguration as described below,

1. Detecting a follower crash or a follower spurious output

indicates that the follower is the single faulty replica in
the system. The system can continue without reconfig-
uration after the faulty follower is excluded.

. Detecting a follower hang or a follower value error in-
dicates failure either of the follower or of the leader
(which has contaminated the follower). Both the fol-
lower and the leader must be excluded from the system,
since the two cases are indistinguishable.

. Detecting only a leader failure indicates that the leader
is faulty and must be excluded from the system.

. Detecting misbe¢havior of multiple replicas (e.g., crash,
hang, value error) indicates that an error in the leader has
contaminated the followers. Consequently, the leader is
the single faulty replica and must be excluded.’

Reconfiguration. We select a subset of the remaining cor-
rect followers (i.e., followers whose state is consistent with
each other) from which the system can restart.’ The recon-
figuration procedure starts with all followers sending their
state to the voter to determine the largest group of follow-
ers whose states agree; those in the largest group will sur-
vive the failure, and all other followers will be excluded from
the system. For this state comparison to be meaningfut, fol-
lowers need to capture their state when their corresponding
threads are at the same point. Because there are no mutex ta-
ble transmissions during reconfiguration, the followers even-
tually deadlock, and replica state can be captured after reach-
ing this state. Note that a failure can degradate a system with
at least three replicas at most to a single running replica.

7. Related Work

Early works on software-based replication synchronize
replicas at the interrupt level. In the TARGON/32 system,
asynchronous events (e.g., UNIX signals) are transformed
into synchronous messages delivered to the destination pro-
cess and its backap {1]. In the Hypervisor system a virtual
machine layer, beneath the operating system, uses the hard-
ware instruction counter to count the instructions executed
between two hardware interrupts [5). Defra-4 provides semi-
active replication with a leader/follower model plus a pre-
emption synchronization mechanism. When an interrupt ar-
rives at the leader, the leader determines the next preemption
point at which it will be served. This information i$ sent to
followers. Replicas are assumed to be fail silent [8].

Some of the issues related to handling nondeterminism
due to multithreading have been studied in the context of log-
based rollback recovery. In [2] it is suggested adding support

?Because of the single-failure assumption, only the leader can crash.

%Since (possibly contaminated) correct followers cannot perform an in-
valid computation, it would be sufficient to choose any follower as the single
surviving replica and exclude all the other replicas.
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to the Mach operating system to track and to log the order in
which threads access locks and semaphores.

Existing solutions to replicate multithreaded applications
are based on a nonpreemptive deterministic scheduler. Erer-
nal's nonpreemptive deterministic scheduler allows the exe-
cution of only one logical thread at a time. As a result, con-
currency is significantly limited [7]. Transactional Drage’s
nonpreemptive deterministic scheduler targets transactional
applications and allows several transactions to execute con-
currently. However, scheduling of another thread can be done
only when the running thread reaches a scheduling point [9].
Both Eternal and Transactional Drago can schedule only one
physical thread at a time, even if multiple CPUs are available.

8. Conclusions

This paper has proposed a loose synchronization al-
gorithm for active replication of multithreaded applica-
tions. The algorithm enforces “equivalent” ordering of state
changes across replicas and guarantees replica consistency
with low overhead. The leader establishes the order of mutex
acquisitions and sends it to the followers over the network.

To evaluate the proposed algorithm, a transparent active
replication framework has been developed in [4] and used
to triplicate the multithreaded Apache server. The measured
throughput reduction for retrieving a CGI (Common Gate-
way Interface)-generated 1KB HTML page was about 25%.
For details of this evaluation the reader is referred to {4].
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