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Abstract. This paper presents results of a failure data
andysis of a LAN of Windows NT machines. Data for the
study was obtained from event logs collected over a six-
month period from the mail routing network of a commer-
cial organization. The study focuses on characterizing
causes of machine rebods. The keyobservations from this
study are: (1) most of the problems that lead to rebods are
software related, (2) reboating the machine does not always
solve the problem (in abou 60% of the reboads, the re-
boaed machine reported problems within an hour or two of
the reboa), (3) there are indications of propagated or cor-
related failures, and (4) though the average availahility
ewaluates to over 9%, the machine downtime lasts (on
average) two hous. Snce the machines are dedicated mail
servers, bringing dowvn ore or more of them can pdentially
disrupt storage, forwarding, reception ard delivery of mail .
This suggests that the average availability is not a good
measure to characterize this type of network service

1 Introduction

Understanding the nature of failures in standalone and ret-
worked computer systems is esential to improving their
avail ability and reliability. In most commercial systems,
information about fail ures can be obtained from the manual
logs maintained by administrators or from the aitomated
event-loggng mechanisms in the underlying operating sys-
tem. Manual logs are very subjedive and dten uraevailable.
Hence they are nat typicdly suited for automated anaysis
of falures. In contrast, the event logs maintained by the
system have predefined formats, provide wntextua infor-
mation in case of failures (e.g., a trace of significant events
that precale afailure), and are thus condwcive to automated
analysis. Moreover, as failures are relatively rare events, it
is necessary to meticulously collect and analyze error data
for many machine-months for the results of the data analy-
sisto be statistically valid. Such regular and prolonged data
aquisition is possble only through automated event log-
ging. Hence most studies of falures in single axd net-
worked computer systems are based on the eror logs
maintained by the operating system runring on thase ma
chines.

This paper presents methoddogy and results from an analy-
sis of failures prominently fourd in a network of about 70
Windows NT based mail servers (runring Microsoft Ex-
change software). The data for the study is obtained from
event logs (i.e., logs of maciine events that are maintained
and modified by the Windows NT operating system) col-

leded over a six-month period from the mail routing net-
work of a commercial organizaion. In this gudy we ana
lyze only madine rebods becaise they constitute asignifi-
cant portion d al logged failure data and are the most se-
vere type of falure. As a starting pant, a preliminary data
analysisis conducted to classify the nature of observed fail-
ure events. This failure ctegorization is then used to ex-
amine the behavior of individua madines in detail and to
derive afinite state model. The model depicts the behavior
of a typicd madine. Finadly, a domain-wide analysis is
performed to capture the behavior of the domain in a finite
state model and to examine aror propagation.

The investigation d failure data provides useful insights
into the nature of observed failure behavior and improves
understanding d the dynamics of typicad problems in net-
work systems. Some of our key findings are given below:

1. Most problems that lead to reboats are software related
(only 10% are dtributable to spedfic hardware compo-
nents).

2. Conredivity problems cause most reboas.* A signifi-
cant percentage of these problems are persistent.

3. Reboding the madciine does nat appea to solve the
problem in many cases. Abou 60% of the time, re-
boaed madines report problems within an hour or
two.

4. Though the average avail ability evaluates to over 99%,
a typicd madine in the domain provides acceptable
service only about 92% of the time, on average.

5. There ae indications of propagated or correlated fail-
ures. Typicdly in such cases, multiple macines ex-
hibit identicd or similar problems at ailmost the same
time.

2 Related Work

Analysis of failuresin computer systems has been the focus
of adive research for quite sometime. This sction summa-
rizes such analyses condwcted onstandalone and networked
computer systems. Studies of failures occurring in commer-
cia systems (eg., VAX/VMS, Tandem/GUARDIAN) are
based primarily onfailure data wlleaed from the field. The
focus of such studies is on caegorizing the nature of fail-
ures in the systems (e.g., software failures, hardware fail-

! Conrectivity problems indicate that either a system component (e.g., a
server) or a aitical application (e.g., MS Exchange System Attendant)
could nd retrieve information from aremote machine.



ures), identifying availability badtlenecks, and oliaining
models to estimate the availability of the systems being
anadyzed. Lee [8], [9] analyzed failures in Tandem's
GUARDIAN operating system. Lee[8] examined processor
halts and identified memory management software and in-
terrupt handlers as the major causes for procesor halts. Lee
[9] examined software dependability of the GUARDIAN
operating system.

Tang [16] analyzed error logs pertaining to a multicomputer
environment based on VAX/VMS cluster. Thakur [18] pre-
sented an analysis of failures in the Tandem Nonstop-UX
operating system. The study analyzed problems that re-
sulted in panics and crashed the system. Thakur [19] de-
scribed a simple yet effective methoddogy for colleding
and analyzing failures in a network of UNIX-based work-
stations.

Hsueh [4] explored errors and recovery in IBM's MV'S op-
erating system. Based onthe aror logs coll ected from MVS
systems, a semi-Markov model of multiple erors (i.e. er-
rors that manifest themselves in multiple ways) was con-
structed to analyze system failure behavior. Measurement-
based software reliability models were also presented in [8],
[9] (for the GUARDIAN system) and [16], [17] (for the
VAX cluster).

The impad of workload on system failures was also exten-
sively studied. Castillo [1] developed a software reliability
prediction model that took into acount the workload im-
posed on the system. lyer [5] examined the dfed of work-
load on the reliability of the IBM 3081 operating system.
Mourad [1] performed a reliability study on the IBM
MVS/XA operating system and found that the aror distri-
bution is heavily dependent on the type of system utili za-
tion. Meyer [11] presented an analysis of the influence of
workload on the dependability of computer systems.

Maxion [12] presented useful and interesting results on
anomalies and their detedion. Lin [10] and Tsao [20] fo-
cused on trend analysis in error logs. Gray [3] presented
results from a census of Tandem systems. Chill arege [2]
presented a study d the impad of failures on customers and
the fault lifetimes. Sullivan [14], [15] examined software
defeds ocaurringin operating systems and dbtabases (based
onfield data). Velardi [21] examined fail ures and recovery
in the MVS operating system. An in-depth overview of
experimental and analyticd techniques for analysis of com-
puter systems dependability can befound in [6].

3 Error Loggingin Windows NT

Windows NT operating system offers capabilities for error
loggng. This oftware records information onerrors occur-
ring in the various subsystems, such as memory, disk, and
network subsystems, as well as other system events, such as
reboats and shutdowns. The reports usually include infor-
mation onthe locaion, time, type of the eror, the system
state & the time of the aror, and sometimes error recovery
(e.q., retry) information. The main advantage of ortline

automatic loggng is its ability to record a large anourt of
information abou transient errors and to provide detail s of
automatic error recovery processs, which canna be done
manually. Disadvantages are that an online log daes not
usually include information abou the caise and propaga
tion d the aror or abou off-line diagnaosis. Also, under
some aash scenarios, the system may fail too quickly for
any error messages to be recorded.

Event loggng in the Windows NT operating system is pro-
vided through a dedicated Event Loggng Subsystem. This
subsystem consists of multiple exeaution threals each ca-
rying out part of the event logging functionaity. Some
threads are dedicaed to receiving event log reguests
through transport layer ports, whereas other threads acually
write the event to the event log.

The mechanism of event loggng is dightly different for
different types of events. For example, for events that are
logged by applicaions or other subsystems, the Event Log-
ging Subsystem provides an API (Applicaion programmer
interface) to log events. For events that are generated within
the Exeaitive’ (e.g., device drivers), the events are directly
written to the event log file by the I/O Manager, which isa
part of the Windows NT Exeautive.

An important question to be asked here is. How acarate
are event logs in characterizing fail ure behavior of the sys-
tem? While event logs provide valuable insight into under-
standing the nature and dynamics of typicd problems ob-
served in a network system, in many cases the information
in event logs is nat sufficient to precisely determine ana
ture of a problem (e.g., whether it was a software or hard-
ware comporent failure). The only reliable way to improve
acaracy of logsis (1) to perform more frequent, detail ed
loggng by ead component and (2) instrument the Win-
dows NT code with new (more predse) loggng mecda
nisms. However, there is always a trade-off between acaw-
ragy and intrusiveness of measurements. No commercial
organization will permit someone to install an urtested tool
to monitor the network. Consequently, we use eisting logs
nat only to charaderize failure behavior of the network
(presented in this paper), but also to determine how the log-
ging system could be improved (e.g., by adding to the oper-
aing system a query mechanism to remotely probe system
comporents abou their status). It shoud be noted that in
many commercia operating systems (e.g., MVS) event logs
are accurate enoughto document fail ures.

3.1 Eventlog format

The event logs conform to a spedfic format employed by
the Windows NT operating system. Events on Windows NT
machines fall into ore of threetypes.

e Application events are those that are logged by appli-
caions running on NT madines (e.g., error logged by
MSExchange MTA (Message Transfer Agent)).

2 Kernel and Executive are two basic components of the Windows NT
operating system. The two components runin kernel (privileged) mode.



e System evants are those that are reported by compo-
nents of the Windows NT operating system (e.g., server,
redirector, NETLOGON service, etc.).

e Seaurity events are those that relate to user authentica-
tion a verification d access permissons.

A sample event log is shown below, the format of the log
may nat be universal, but thefieldsin it are.

[1997/09/11 15:02:53 4 0 5715 NETLOGON N/A

[EXCHOU-CA0201 LSA \EXCHOU-CONNO2 1|

Thefieldsin the event log are:

» Dateandtime of the event

*  Seveity of the event (4) (1 indicates an Error, 2 indi-
caesaWarning, 4 indicaes an Information message)

* Eventid (5715

e Thesourcethat logsthat event (NETLOGON)

e The machine on which the event was logged (EX-
CHOU-CA0201)

e Event-specific information (EXCHOU-CONNO2 1)

Typicdly, ead source that logs an event provides a "mes-
sage" file that contains a description d the event. All Win-
dows NT systems have abuilt-in Event Viewer, which uses
the message files to provide atextual description o the
event. This particular method d displaying events pases
quite afew problems: (1) the message fil es are shipped with
applicéions. In order to interpret the event, the goplicaion
that logged the message must be running onthe madine
performing the analysis. Because this is impractical, it is
not posshle to oktain the textual description d most appli-
cdion events, and (2) even for system events, not al mes-
sage files are accessible. The Windows NT event logging
source ®de @ntains message files for some, but nat all,
system comporents.

4 Data Processing

Thefirst step in data processing is error classficatiion based
on the subsystems and components in which they occur.
There is no uriform or best error classification, becaise
different systems have different hardware and software ar-
chitectures. Moreover, the aror caegories depend onthe
criteriaused to clasdfy errors.

4.1 Classification of Data Collected from a LAN
of Windows NT-based Servers

The initial bre&kup d the data on a system rebod is pri-
marily based onthe events that preceded the aurrent reboa
by nomore than an hour (and that occurred after the previ-
ous reboa). For ead instance of a reboa, the most severe
and frequently occurring events (heredter referred to as
prominent events) are identified. The crrespondng reboot
is then caegorized based onthe source and the id of these
prominent events. In some caes, the prominent events are
spedfic enoughto identify the problem that caused the re-
boa. In other cases, only a high-level description d the
problem can be obtained based on the knowledge of the

prominent events. Table 1 shows the bre&kup d the rebods
by category.

Hardware or firmware related problems: This caegory
includes events that indicae aproblem with hardware cm-
porents (network adapter, disk, etc.), their associated driv-
ers (typicdly drivers failing to load because of a problem
with the device), or some firmware (e.g., some events indi-
céaed that the Power On Self Test had failed).

Conredivity problems: This category denotes events that
indicated that either a system comporent (e.g., rediredor,
server) or a aitica application (e.g., MS Exchange System
Attendant) could na retrieve information from a remote
madhine. In these scenarios, it is nat possble to pinpant the
adual cause of the mnredivity problem. Some of the @n-
nedivity fail ures result from network adapter problems and
hence ae categorized as hardware related.

Category Freguency Per centage
Total reboots 1100 100
Hardware or firmware problems 105 9
Conrectivity problems 241 22
Crucial application fail ures 152 14
Problems with a software domponent | 42 4
Normal shutdowns 63 6
Norma reboas/power-off (noindi- 178 16
cation d any problems)
Unknown 319 29

Table 1: Breakup of Reboots

Crucial appication failure: This category encompasses
reboats, which are precaled by severe problems with, and
posshbly shutdown of, critical application software (such as
Message Transfer Agent). In such cases, it wasn't clea why
the gplicaion reported problems. If an applicaion shut-
down occurs as a result of conredivity problem, then the
correspondng reboot is caegorized as conredivity-related.

Problems with a software cmporent: Typicdly these re-
bods are characterized by startup problems (such as a aiti-
cd system comporent not loading a a driver entry paint
not being found). Ancther significant type of problem in
this category is the machine running ou of virtual memory,
possbly due to amemory le& in a software comporent. In
many o these caes, the comporent causing the problem is
not identifiable.

Normal shutdowns. This caegory covers rebodas, which are
not precaded by warnings or error messages. Additionally,
there ae events that indicate shutting dowvn of critical ap-
plicaion software and some system comporents (e.g., the
BROWSER). These represent shutdowns for maintenance
or for correding problems not captured in the event logs.

Normal reboas/power-off: This caegory covers reboas
which are typicdly na preceded by shutdown events, but
do nd appea to be caised by any problems either. No
warnings or error messages appea in the event log kefore
the reboat.

Based onthe table, the foll owing observations can be made
abou the fail ures:



1. 2% of thereboas canna be cdegorized. Such reboots
are indeed precaled by events of severity 2 o lesser,
but there is not enough information avail able to dedde
(a) whether the events were severe enough to force a
reboa of the machine or (b) the nature of the problem
that the eventsrefled.

2. A dignificant percentage (22%) of the rebods have
reported conredivity problems. Conredivity problems
suggest that there auld be propagated failures in the
domain. However, it is not possble to say with cer-
tainty whether a given conredivity problem is due to
the locd madhine or is a case of a propagated failure.
Either the event logs do not have such information, or
the information, though available, is nat easy to inter-
pret. In the dsence of clear-cut evidence, one way to
probe deeoer into the isaue of the propagation d fail-
uresis to use mntextua information from the domain.
Spedfically, by examining the events logged by the
madchines between which a mnredivity problem exists
we auld say, in a probabili stic sense, which o the two
machines was faulty.

3. Only a small percentage (10%) of the reboas can be
traced to a system hardware comporent. Most of the
identifiable problems are software related.

4. Nealy 50% of the reboots are abnamal reboots (i.e.,
the reboas were due to a problem with the macine
rather than due to a normal shutdown). Many of the re-
boas could na be cdegorized satisfactorily becaise
Windows NT, at present, does not log an event that in-
dicates the shutting dovn of the machine. A shutdown
event in Windows NT would gredly reduce the uncer-
tainty determining whether a given reboa isnormal.

5. In realy 15% of the caes, server problems with a au-
cia mail server application force arebot of the ma-
chine.

Each of the cdegories identified above can be analyzed
further to provide more detailed insight into reasons for
observed system problems. Due to spacelimitations we do
nat provide detailed bregkups for failure cdegories identi-
fiedin Table 1 (the detail ed brekups can be foundin [7]).

5 Analysisof Failure Behavior of Individual

Machines

After the preliminary investigation d the caises of failures,
we probe fail ures from the perspedive of an individual ma
chine & well as the whale network. First we focus on the
failure behavior of individual machines in the domain to
obtain (1) estimates of machine uptimes and davntimes’,
(2) an estimate of the availability of eaty madhine, and (3) a

3 Definiti ons of uptime and davntime ae & accurate & they can be using
the available event logs. To improve the accuracy in determining these
parameters we would need (1) a heartbeat mechanism for periodic paling
machines in the network or (2) improved event-logging e.g., by adding a
shutdown event.

finite state model to describe the fail ure behavior of a typi-
cd madinein the domain.

Machine uptimes and downtimes are estimated as follows:

e For every reboa event encountered, the timestamp of
thereboat is recorded.

e Thetimestamp o the event immediately precaling the
reboa is also recorded. (This would be the last event
logged by the macdhine before it goes down.)

e A smocthing fador of one hour is applied to the re-
bods (i.e., for multiple rebods that occurred within an
period d one hour, except the last one, are disre-
garded). (Since the intermediate rebods indicate an in-
complete recovery from the fail ure, the machine would
have to be mnsidered as being down until the last of
such reboas occurs.)

« Eadh upime estimate is generated by cdculating the
time difference between a reboa timestamp and the
timestamp of the event precaling the next rebod.

e Ead downtime estimate is obtained by cdculating the
time difference between a reboa timestamp and the
timestamp dof the event precedingit.

Madine uptimes and madine downtimes are presented in
Table 2. Asthe standard deviation suggests, there is a grea
degree of variation in the machine uptimes. The longest
uptime was nealy three months. The average is kewed
because of some of the longer uptimes. The median is more
representative of the typicd uptime.

Item Machine Uptime | Machine Downtime
Statistics Statistics

Number of entries 616 682
Maximum 85.2 dys 15.76 @dys
Minimum 1 hou 1 second
Average 11.82 dys 1.97 hous
Median 5.54 dys 11.43minutes
Standard Deviation 15.656 dys 15.86 hous

Table 2: Machine Uptime & Downtime Statistics

As the table shows, 50% of the downtimes last abou 12
minutes. This is probably too short a period to replace
hardware comporents and reconfigure the madiine. The
implication is that majority of the problems are software
related (memory le&ks, misloaded drivers, application errors
etc.). The maximum value is unredistic and might have
bee dwe to the madhine being temporarily taken off-line
and put badk in after afortnight.

Since the machines under consideration are dedicated mail
servers, bringing down one or more of them would poten-
tidly disrupt storage, forwarding, reception, and dcelivery of
mail. The disruption can be prevented if explicit reroutingis
performed to avoid the machines that are down. But it is not
clear if such rerouting was dore or can be dore. In this
context the following observations would be caises for
concern: (1) average downtime measured was nearly 2
hous or (2) 50% of the measured upgime samples were
abou 5 daysor less



5.1 Availability
Having estimated madiine uptime and dawvntime, we can
estimate the availability of ead machine. The avail ability is
evaluated astheratio:
[ <average uptine> / (<average uptinme> + <av-
erage downtine>)]*100
Table 3 summarizes the availability measurements. As the
table depicts, the mgjority of the machines have a1 avail-
ability of 99.7% or higher. Also there is not a large varia-
tion among the individual values. Thisis aurprising consid-
ering the rather large degree of variation in the average up-
times. It follows that machines with smaller average up-
times also had correspondngly smaller average downtimes,
so that the ratios are not very different. Hence the domain
has two types of machines: those that reboa often bu re-
cover quickly and those that stay up relatively longer but
take longer to recover from afailure.

Item Value
Number of machines 66
Maximum 99.99
Minimum 89.39
Median 99.76
Average 99.35
Standard Deviation 1.52

Table 3: Machine Availability
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Figure 1: Unavailability Distribution

Figure 1 shows the unavailahility distribution aaoss the
madines (unavailability was evaluated as. 100 - Avail abil-
ity). The horizontal axis (in Figure 1) represents unavail-
ability expressed in percentage, (e.g., unavailahility 0.1
means that the system avail abili ty is 99.9%). Lessthan 20%
of the machines had an availability of 99.9% or higher.
However, nealy 90% of the madhines had an avail ability of
9% or higher. It shoud be noted that these numbers indi-
cde the fraction d time the machine is alive. They do not
necessarily indicae the aility of the madine to provide
useful service because the machine culd be dive but till
unable to provide the service peded of it. Each of the
macdhines in the domain ads as a mail server. Hence, if any
of these mail servers has problems that prevent it from re-
ceiving, storing, forwarding, or delivering mail, then that
server would effectively be unavailable to the user ma
chines even though it is up and running. To oltain a better
estimate of machine avail ability, it is necessary to examine
how long the macdhine is actually able to provide serviceto
user machines.

5.2 Modeling Machine Behavior

To obtain more acarate estimates of madciine avail ability,
we modeled the behavior of atypicd macdiinein terms of a
state transition dagram. The model was based on the
events that each madchine logs. In the model, ead state rep-
resents a level of functionality of the machine. A machine
is either in a fully functional state, in which it logs events
that indicate normal adivity, or in a partialy functiond
state, in which it logs events that indicate problems of a
spedfic nature.

Selection and assgnment of states to a machine was per-
formed as follows. The logs were split into time-windows
of one hour ead. For ead such window, the madine was
assigned a state, which it occupied throughout the duration
of the window. The asdgnment was based on the events
that the madine logged in the window. Table 4 describes
the states identified for the model. Each madine (except
PDC whose transitions were different from the rest) in the
domain was modeled in terms of the states mentioned in the
table. A hypotheticd machine (described in Figure 2) was
created by combining the transitions of al individua ma-
chines and filtering ou transitions that occurred less fre-
quently. In Figure 2, the weight on ead ougoing edge rep-
resents the fradion o all transitions from the originating
state (tail of the arow) that end upin a given terminating
state (head of the arow). For example, if there is an edge
from state A to state B with a weight of 0.5, then it would
indicae that 50% of al transitions from state A are to state
B. From Figure 2, the following observations can be made.

e Only about 40% of the transitions out of the Reboot
states are to the Functiond state. This indicates that in the
majority of the cases, either the reboa is not able to solve
the original problem, or it creaes new ones.

e Morethan 50% of the transitions out of Disk problems
state ae to the Functiond state. Also, we do not observe
any significant transitions from the Disk problems state to
other states. This could be due to ore or more of the fol-
lowing (1) the madhines are equipped with redundant disks
so that even if one of them is down, the functiondlity is not
disrupted in a major way, (2) the disk problems, though
persistent, are naot severe enoughto disrupt normal adivity
(maybe retries to accessthe disk succeal), and (3) the a-
tivities that are cnsidered to be representative of the Func-
tiond state may nat involve much disk adivity.

¢ More than half of the transitions out of the Sartup
problems are to the Conredivity problems state. Thus, the
majority of the startup problems are related to comporents
that participate in network adivity.

e Most of the problems that appea when the machine is

functional are related to network adivity. Problems with the
disk and aher components are less frequent.

e The sdf loops on states Conredivity problems, Disk
problems, Browser problems, and Server problems indicate
that these problems might be more persistent than athers.



State Name Main Events (id/sour ce/severity) Explanation
Reboat 6005EventLog/4 Madine logs reboa and aher ini-
tiali zation events
Functional 5715NETLOGON4 1016M SExchangel S Private/8 Machine logs successful communica-
tionwith PDC*
Conredivity problems 3096NETLOGON15719NETLOGON1 Problems locating the PDC
Startup problems 7000Service Control Manager/1 7001Service Corntrol Some system comporent or applica-
Manager/1 tionfail ed to startup
MTA problems 2206M SExchangeM TA/2 2207/M SExchangeMTA/2 Message Transfer Agent has problems
with some interna databases
Adapter problems 4105CpgNF3/1 The NetFlex Adapter driver reports
4106CpgNF3/1 problems
Temporary MTA problems | 9322M SExchangeMTA/4 Message Transfer Agent reports
9277MSExchangeMTA/2 problems of atemporary (or less &
3179MSExchangeMTA/2 vere) nature
1209M SExchangeM TA/2
Server problems 2006Srv/1 Server comporent reports having
receved badly formatted requests
BROWSER problems 8021Y/BROWSER/2 Browser reportsinability to contact
8032BROWSER/1 the master browser
Disk problems 11/Cpq3Rfs2/1 Disk drivers report problems
5/Cpq3fs2/1
9/Cpaarray/1
11/Cpgarray/1
Tape problems 15dittape/l Tape driver reports problems
Snmpeleaproblems 3006Snmpeledl Snmp event log agent reports error
whil e reading an event logrecord
Shutdown 8033BROWSER/4 Applicaion/machine shutdown in
1003M SExchangeSA/4 progress

Shutdown

Table 4: Machine States
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Figure 2: State Transitions of a Typical Machine

4 Inthe analyzed network, the machines belonged to a wmmon Windows NT domain. One of the machines was configured as the Primary Domain Con-
troller (PDC). Therest of the machines functioned as Backup Domain Controllers (BDCs).



e Over 11% of the transitions out of the Temporary MTA
problems state ae to the Browser problems state. We sus-
ped that there was a local problem that caused RPCs to
timeout or fal and caused problems for the MTA and
BROWSER. Another posshility is that, in bah cases, it
was the same remote machine that could na be mntaded.
Based onthe available data, it was not possble to deter-
mine the red cause of the problem.

To view the transitions from a different perspective, we
computed the weight of ead outgoing edge & a fraction o
al the transitions in the finite state madcine. Such a com-
putation providsinterestinginsights:

1. Nealy 10% of dl the transitions are between the
Functional and Temporary MTA problems dates.
These MTA problems are typicdly problems with
some RPC cdls (either failing a being cancded).

2. Abou 0.5% (1 in 200) of al transitions are to the Re-
boa state.

3. The mgjority of the transitions into the MTA problems
state ae from the Reboa state. Thus, MTA problems
are primarily problems that occur at startup. In con-
trast, the majority of the transitions into the Server
problems state and the Browser problems state (ex-
cluding the self loops) are from the Functiond state.
S0, these problems (or at least a significant fraction o
them) typicdly appea after the machineis functional.

4. 92.16% of al transitions are into the Functiond state.
This figure is approximately a measure of the average
time the hypaheticd madine spends in the functiond
state. Hence it is a measure of the average availability
of atypicd macine. In this case, availability measures
the aility of the machine to provide service nat just to
stay dive.

It can be observed (from the analysis abowe) that Message
Transfer Agent experience alot of problems and is particu-
larly vulnerable during the start up time dter reboa. This
indicates that making MTA fault resilient can significantly
benefit the availability of the service provided by the sys
tem. Possble suggestion is to integrate alditional mecha
nisms to ensure data mnsistency in the cae of an ursuc-
cessful operation and a system crash (observe (in Table 6)
that one of MTA problemsisrelated to internal databases).

6 Modeling Domain Behavior

Anayzing system behavior from the perspedive of the
whole domain (1) provides a maaoscopic view of the sys-
tem rather than a macdhine-specific view, (2) helps to char-
aderize the nature of interactions in the network, and (3)
aids in identifying pdentia reliability badtleneds and sug-
gests ways to improve resilienceto operational faults.

Inter-reboa Times. An important charaderistic of the do-
main is how often rebods occur within it. To examine this,
the whole domain is treded as a bladk box, and every re-
boa of every machine in the domain is considered to be a

reboa of the blad box. Table 5 shows the statistics of such
inter-reboa times measured acrossthe whole domain.

Item Value
Number of samples 882
Maximum 2.46 dys
Minimum Lessthan 1semnd
Median 2402seconds
Average 4.09 hous
Standard deviation 7.52 hous

Table5: Inter-reboot Time Statistics for the Domain

Figure 3 shows the distribution o inter-rebod times aaoss
the domain. Over athird of the rebods in the domain occur
within 1000 semnds of eat aher. Probing these reboas
further, abou 25% of them (abou 8% of the total) are due
to the same madine being reboaed multiple times. Also,
only about 43% of them occur during the working hous.
So, it appeas that the majority of such rebods are primarily
due to planned shutdowns for maintenance. However, it is
aso passble that some of the rebods are @rrelated and
that they are due to common cause. Such rebodas are indi-
caions of propagated fail ures aaossthe domain.
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Figure 3: Reboot Time Distribution for the Domain

6.1 Finite State Model of the Domain

The proper functioning d the domain relies on the proper
functioning d the PDC and its interactions with the Badkup
Domain Controllers (BDCs). Thus it would seem useful to
represent the domain in terms of how many BDCs are dive
a any gven moment and also in terms of the PDC being
functional or not. Acoordingly, a finite state model was
constructed as follows. (1) the data ollection period was
broken upinto one hour time windows of afixed length, (2)
for ead such time window, the state of the domain was
computed, and (3) a transition dagram was constructed
based onthe state information.

The state of the domain duing a given time window was
computed by evaluating the number of madines that re-
boaed duing that time windov. More spedfically, the
states were identified as srown in Table 6. Figure 4 shows
the transitions in the domain. Figure 4 reveds ome inter-
estinginsights.

1. Nealy 77 of al transitions from the F state, exclud-
ing the self-loops, are to the BDC state. If these transitions
do inded result in dsruption in service, then it is posshble
to improve the overal availability significantly just by tol-
erating single machine failures.



State Name M eaning

PDC Primary Domain Cortroller (PDC) reboaed
BDC 1 Backup Domain Controller (BDC) rebooted
MBDC Many BDCs reboaed

PDC+BDC PDC and One BDC reboaed
PDC+MBDC PDC and Many BDCs reboded

F Functional (no rebods observed)

Table 6: Domain States and their Interpretation

2. A non-negligible number of transitions are between the
F state and the MBDC state. This would potentially indicate
correlated failures and recovery among BDCs. (These tran-
sitions are explored in detall later.)

0.8842

Figure 4. Domain State Transitions

3. Again, a non-negligible fradion d transitions are be-
tween states BDC and MBDC. This would indicae poten-
tially correlated failures and recovery (explored in detail
later). Thus, reducing correlated failures would improve
service quality and reduce the burden on PDC (i.e., syn-
chronization owerhead associated with multiple BDC re-
bodaing at the sametime).

4. Mgjority of transitions from state PDC are to state F.
This could be explained by one of the following: (a) most
of the problems with the PDC are not propagated to the
BDCs, (b) the PDC typicdly recovers before awy such
propagation takes effect on the BDCs, or (¢) The problems
onthe PDC are not severe enouch to bring it down, but they
might worsen as they propagate to the BDCs and force a
reboat.

However, 20% of the transitions from the PDC state ae to
the PDC+BDC state. So there is a possibility of the propa
gation d failures.

We ohtain further useful insights into the dynamics of the
domain by considering what percentage of the total transi-
tions of the domain gointo ead state. Table 7 shows the
details.

Target State Per centage of Total Transitions
F 85.68
PDC 0.11
BDC 11.04
MBDC 2.74
PDC+BDC 0.04
PDC+MBDC 0.08

Table 7: Domain Transitions by State

From the table, we observe that (1) less than 1% of all tran-
sitions invalve the reboa of the PDC. So the PDC exhibits
a higher availability than the BDCs, (2) over 11% of all
transitions are into the BDC state. If the domain is config-
ured to tolerate the failure of a single BDC, then disruption
of mall service ould be reduced significantly, and (3) a
nontnegligible percentage (2.74%) of transitions end in
MBDC state. Since ech BDC is resporsible for handing
part of the mail service, the MBDC state represents a po-
tentially serious disruption d service

7 Error Propagation

Examination d the domain-wide behavior suggests the pos-
sibility of correlated/propagated failures. Below, we exam-
ine indicaions of propagation d problems within the do-
main. It shoud be noted that the networked-based systems
are usualy loosely couped; consequently the propagation
of failures may na be & drong a easily identifiable & in
tightly couded systems.

Classfication d prominent events. An approach to studying
propagation d failures in the domain is to classify each
occurrence of the prominent events (i.e., the events upon
which rebods in our target system were categorized) as
caused by ore of the following (1) a problem spedfic to the
locd madine (i.e., the machine on which the event was
observed), (2) a problem related to a remote machine (this
could be true in case of conredivity problems), or (3) a
general, network-related problem.

Approach to classfying prominent eveits. Classificaion o
the occurrences of prominent events was based on tests
designed using event-spedfic information. Individual tests
serve as a heuristic used to probabilisticdly characterize
ead even as being hat or network related problem. These
tests were designed as follows. For ead event occurrence,
the entire set of events occurring in the domain around that
event (e.g., within an hour of it) was obtained. Based on
the events that were foundin this event window, the airrent
ocaurrence of the event was clasdfied into ore of the
above-mentioned categories.

The anatomy of a test. The tests were generated based on
manua analysis of events. However, they were gplied to
events in an automated fashion. Thus, the test had to be
spedfied in aformat condtcive to interpretation bya script.
A sampletest is shown below.

The firgt line indicaes the event id and the source of the
event for which the test is applicable. The keywords
MP_test_begin and MP_test_end denote that the set of en-
triesin between comprise atest for alocal machine problem
(MP). Each line between these two keywords corresponds
to atest event. A typicd test event description contains the
followingfields:

e eventid(4320),
« sourceloggngthe event (NetBT),

¢ time window within which the event shoud occur
relative to the event being tested (7200) (aplus sgn ke



fore the number indicaes that the test event shoud oc-
cur after the event being tested), and

e other constraints on the test event observed.

Event 2006 Srv

MP_t est _begin

4320 Net BT 7200 7 | ocal -machine yes 1 1

3013 Rdr 3600 8 local -machine 7 !l ocal - machi ne

yes 3 1

5711 NETLOGON +3600 7 |ocal -machine yes 1 2

5715 NETLOGON +3600 7 |ocal -machine yes 1 2

6005 Event Log +3600 7 |ocal -machine yes 1 1

2006 Srv 3600 7 |ocal -nmachine yes 3 3

MP_t est _end

The mnstraints on the test event are better understood with

an example. Let us consider the first test event in the sam-

ple shown above.

The entries 7 local-machine indicae that the test will be
passd orly if an occurrence of the test event is found
whose 7th field matches the local macine on which the
event being tested was logged. If the same entries read 7
!local-machine, then the test would be passed only if the
7th field dd not match the machine name.

The field yes indicates that if a test event satisfying al the
congtraints is foundin the event window, then that test is
considered passed. A No for that field would indicae that
the test would passif no such test event was found

The last two fields in the test event indicate, respectively,
the number of times the event must occur (for the test to be
passed) and the groupto which the test event belongs.

Application d the test. A spedfic instance of a prominent
event is considered to be due to alocd macdine problem if
it passes the test designed for that purpose. The tests are
applied in groups. If any onetest in agroupis passed by the
given event instance, then the whale group is considered to
be pas=d. If the mgjority of the groups are passed, then the
test itself is considered to have passed. The tests for a re-
mote machine problem and a network problem are per-
formed in a similar manner.

Designing atest. The test events are framed based on man-
ual analysis of the events. It is instructive to explore in de-
tail the sample test event depicted above. The event to be
tested has an event id of 2006 and is logged by the Srv
(server). The text description for this event states that the
server recaved an incorredly formatted request from an
unknown source To evaluate if a given occurrence of this
event represents a problem specific to the locd macdine, we
perform the following tests:

1. Do we observe aproblem with the transport servicein
the locd madine? (This corresponds to event 4320.)

2. Do weobserve d least threeinstances of the Redirector
service on a remote machine trying to contad the Server on
the locad machine and reporting a failure?(This corresponcs
to event 3013)

3. Does the locd madine show evidence of normal net-
work adivity within an hour of the 2006 event? (This is
indicaed bythe 5711/5715 event.)

4. Do we observe areboa of the locd machine within
one hour of the 2006 event? (This corresponds to event
6005.) The reasoning behind this is that the system admin-
istrator might have suspeded a problem with the locd ma-
chine and attempted to solve it by reboding the macdhine
(possbly after some maintenance).

5. Do we observe ¢ least threeinstances of 2006 from the
same machine in a 1-hou period? (This corresponds to
event 2006.)

As evident from the explanation, designing test events in-
volves a heuristic gproach. However, in the @sence of
more spedfic event descriptions, this ems to be reason-
able. In an ided situation, the acaracy of these tests could
be improved by \alidating the predictions against operator
logs that report the adual cause of the problem. However,
in the data that was analyzed, no operator log was avail able.

Results of the tests. Table 8 summarizes the results obtained
on seleded events. It is observed that most of the identifi-
able problems are local madhine related. This would sug-
gest that propagation o failuresis nat observed onaregular
basis. However, in quite afew cases, the tests were nat able
to classify the event one way or ancther. It is possble that
some of these unknowns represent propagated fail ures. Be-
sides, designing such tests requires a fair amourt of oper-
ating-system-specific knowledge, which is not easy to db-
tain. However, the ideaof designing event-speafic tests and
using them does appea to be areasonable gproach to im-
plementing automated propagation detedion.
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3012 | Redirector | 1 | 218 | 218 0 0
8021 | Browser 1 | 790 | 261 0 509
2006 | Server 1 | 19586 | 9907 | 0 9679

Table 8: Breakup of Selected Events

8 Conclusions

In this paper we present failure analysis of a LAN of Win-
dows NT macdines. The study focuses on charaderizing
causes of madhine reboas. The aror logs collected by the
operating system are investigated to oktain a cmponent-
level bre&kup o the causes of the rebods and to quantify
machine uptimes and davntimes. The behavior of a typicd
machine and the whole network system is modeled as a
state transition dagram. Such a mode charaderizes the
dynamic of typicd problems encourtered in the system and
provides useful insights into pdentialy correlated or
propagated failures. Our conclusions from this study are
summarized below:



1. Most of the problems that leal to rebods are software
related. Only 10% are atributable to spedfic hardware
comporents.

2. Conredivity problems contribute to the most of re-
bods. A significant percentage of these problems are
persistent.

3. Reboding the madciine does not appea to solve the
problem in many cases. In about 60% of the rebods,
the reboated madhine reported problems within an hour
or two of the reboot. Also, more than a half of the re-
bods are due to genuine problems with the macine
functiondlity rather than to shutdowns for maintenance

4. Though the average avail ability evaluates to over 99%,
atypicd madiine in the domain, on average, provides
accetable service only about 92% of the time.

5. Abou 1% of the rebods indicae memory le&ks in the
software.

6. There ae indications of propagated or correlated fail-
ures. Typicdly, in such cases, multiple machines ex-
hibit identicd or similar problems at almost the same
time. Most of these problems are related to the mail
service software.

The failure data analysis aso provides valuable insights
into the aror loggng mechanism. Event logging feaures
that are @sent, but desirable, in Windows NT can be sug-
gested:

1. The presence of a Windows NT shutdown event will
improve the acaracy in identifying the caises of re-
bods. It will aso lead to better estimates of machine
avail ability.

2. Most of the events observed in the logs were ather due
to applicdions or to highlevel system comporents,
such as file-system drivers. It is not evident if this is
due to a genuine asence of problems at the lower lev-
elsor it isjust because the lower-level system compo-
nents log events garingly or resort to ather means to
report events. If the latter is true, then improved event
loggng by the lower-level system comporents (proto-
col drivers, memory managers) can significantly en-
hancethe value of event logsin dagnosis.

3. The Primary Domain Cortroller logs error events in
bursts. These bursts correspond to exchanges of do-
main-spedfic information with the BDCs, which is an
asynchronous adivity. Periodic loggng o a hedthy
event by the PDC would help to increase our under-
standing o its behavior.

This gudy convinces us that available event logs provide
useful data on failure behavior of Windows NT based sys-
tems. On the other hand, we have dso leaned that in many
cases the information contained in event logs is not suffi-
cient to make a definite interpretation. We believe, how-
ever, that errors in interpreting the log dcata towards the
conservative side, i.e., we do not overestimate the system.
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