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Abstract

The paper presents the design and evaluation d PECOS, a PreEmptive COntrol Signature technique for on-line
detedion d control flow errors. The technique uses assertions that can be anbedded in the asmbly language
code and that are triggered by control flow instructions in the mde. PECOS can deted errors in control flow
that spans multiple subroutines or sourcefil es as well as control-flow, which is determined at runtime. PECOS
is evaluated through software-based error injedion—both dreded control flow injedions and random
injedions into the text segment of the runring applicaion. The injeded errors model impaa of failures in the
address and data lines between a processor and memory. The dfedivenessof PECOS is ill ustrated ona red
applicaion - DHCP (Dynamic Host Configuration Protocol) server. It is shown that PECOS deteds more than
87% of control flow errors and reduces the incidence of fail-silence violations from 3.6% to 0.1% and the cases
of process crash from 54.606 to 7.1%. Performance studies diow a degradation d 15%-29% with
instrumentation o the entire DHCP server, and a 5%-13% degradation with instrumentation o only the aiticd
DHCP protocol engine.

Index terms. Control flow signature, preemptive dedking, fail-silence detedion coverage, software

implemented fault/error injedion.



1 Introduction

In this paper, we focus on control flow errors, i.e., errors that cause adivergence from the sequence of program
courter values £en duing the aror-free xeaution d the goplicaion. These @rors can leal to data @rruption,
process crashes, or fail-silence violations'. Control flow errors have been demonstrated to acmurt for between
33% [OHL92] and 7®b6 [SCH87] of al errors. Our study shows that abou one third o the adivated errorsin

the goplicaion code of anondata-intensive gplicaionlead to control flow errors.

We propose a control-flow signature generation and preemptive deding technique cdled PECOS
(PreEmptive COntrol Signatures). The PECOS target error model is any corruption that causes the gplicaion
to take an incorred control flow path. This may result from corruptions to the cntrol flow instructions or from
any other corruption (such as a register error) that subsequently affeds the @ntrol flow. The proposed
tedhnique is $hown to hande both static and dynamic control flow constructs.

Broadly spe&king, the-state-of-the-art techniques deted between 15%-30% of the injeded errors; the remaining
errors are deteded hy the system detedion techniques, such as raising an operating system signal. The unstated
premise in providing error detedion is that system detedion (i.e., process crash) is an acceptable way of
deteding an error and that only errors that escgpe both system detedion and the propaosed control flow error
detedion technique constitute aproblem. From arewvery point of view it is questionable that processcrash is
an acceptable form of detedion. Data from red systems has shown that while many crashes are benign, severe
system fail ures often result from latent errors causing undeteded error propagation, which results in crashes or
hangs and severe recovery problems [CHA98, 1YE86(a)(b), THA97, TSA83]. Further, applicaion recovery
time is higher when it involves gpawning a new process(after crash) as compared with creding a new threal (in
the cae of multithreaded processes). In contrast to previous shemes, PECOS is preemptive in nature and is

triggered before the eror causes an applicaion processcrash. This approach has distinct advantages:

1. Because PECOS is preamptive, it significantly reduces the incidence of process crashes, thus enabling

gracdul termination d an offending processor threal.

2. PECOS minimizes error detedion latency because it is triggered before an error manifests as a failure.
Minimizing the aror latency isimportant in reducing error propagation and the chance of other undesirable
events ach as chedkpoint corruption in rollbadk-recovery schemes. Becaise it is preemptive, PECOS

reduces fail -silence violations for the target applicaionas well.

L A fail-silent applicaion processeither works correaly, or stops functioning (i.e., becomes slent) if an internal fail ure occurs [BRA96].
A violation o this premise is termed a fail-silence violation. In distributed applicaions, fail-silence violations can have potentialy
caastrophic efeds by causing fault propagation.
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3. Unlike other techniques, PECOS can adso proted control flow instructions whose destinations are
determined at runtime (e.g., ajump o a branch based ona register value determined at runtime). Modern

applicdionsincreasingly contain such dynamic control flow charaderistics.

4. PECOS is demonstrated onared-world, client-server applicaion: the Dynamic Host Configuration Protocol
(DHCP) application. Most previous £hemes have been demonstrated onsimple gplicaions, e.g., Quicksort
(an exception is ECCA technique demonstrated on two integer SPEC92 kenchmark programs [ALK99)).
Although the evaluations are typicdly performed via eror injedion, it is not aways clead how the

experiments were conducted (e.g., whether the dhedking code itself was injeded with faults/errors).

5. While dealy usable if the target source ®de is available, PECOS is also applicable if only the gplication
exeautable is available. Thisisin contrast to several existing schemes (e.g., BSSC [MIR92]), which require

high-level source mde acces

The evaluation d PECOS was performed using DHCP applicaion running on a Solaris platform. The results
show that:

* PECOS deteds over 87% of the injeded control flow errors and 3246 of the injeded randam errors to
the gopli caion text segment.

* Process crashes are reduced from 54.6% to 7.1% for control flow errors and from 40% to 31% for

randam errors.

* Theincidences of fail-silenceviolation are reduced from 3.6% to 0.1% for control flow errors and from

4.8% to 1.44 for randam errors.

2 Related Work

The field of control-flow chedking has evolved over a period o abou 20 yeas. The first paper, by Yau and
Chen [YAU8(], oulined the general control flow cheding scheme using the program spedficaion language
PDL.

2.1 Hardware Watchdog Schemes

Mahmood [MAH88] presents a survey of the various techniques in hardware for deteding control flow errors.
Many schemes for cheding control flow in hardware have been proposed [NAM82, SCH86, WIL90, MAD91,
MIC91, UPA94, MIR95]. A summary of some of these techniquesis presented in Table 11 (seeAppendix). The
basic scheme is to dvide the gplicaion gogram into bocks. Each bock has a single entry and a single exit
point. A golden (or reference) signature is associated with the block that represents an encoding of the corred
exeaution sequence of instructions in the block. Examples of signatures are the XOR function, the output from
aLinea Feedbad Shift Register (LFSR), and the output from a oyclic code generator. The seleded signatureis
then cdculated by a watchdog procesor at runtime. The watchdog vali dates the gplicaion grogram at the end
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of a block by comparing the runtime and the golden signatures of the block. The hardware watchdog-based
tedhniques have been evaluated on small applicdions, and onfairly simple microprocessors, such as the Z80
[MAD91]. Among the hardware schemes, two broad classes of techniques have been defined that accessthe
pre-computed signature in two dfferent ways. Embedded Signature Monitoring (ESM) embeds the signature in
the gpplication pogram itself [WIL90, SCH86], while Autonamous Signature Monitoring (ASM) stores the
signature in memory dedicated to the watchdog processor [MIC91]. Upadhyaya et al. [UPA94] explore an
approadh in which no reference signatures neel be stored, and the runtime signature is any m-out-of-n code

word.
Applying hardware schemes to dstributed environments uff ers from several li mitations:

1. Hardware schemes are quite suitable for embedded small procesors running single programs, bu they do
not scde well to complex modern procesors. If multiple processes (or threals) exeaute on the main
procesor, then the memory access pattern olserved by the external watchdog will nat correspondto the
signature of any single process and hence an error will be flagged by mistake. This is due to the diff erent

possble interlearing among the multi ple processes being exeauted.

2. The underlying assumption is that, in presence of errors, runtime memory acceses observed by the
watchdag will differ from the reference signature. Consequently, an error after an instruction hes been
fetched from memory, e.g., while it resides in the cade of the main processor, will not be caight even if it
causes appli cation misbehavior. For current processors with increasingly large cade sizes, such errors are
no longer negligible and a watchdog would have to be anbedded in the processor itself, which in turn

presents new chall enges.

3. Hardware watchdog schemes require transmisson onthe system bus to communicatee information to the
external watchdag (e.g., the OSLC signature generator communicaes the runtime signature to the dhedker
[MAD91]). Transmisson errors on the bus (address or data) during those transmissgon cycles would

patentially reducethe coverage of the signature techniques.

2.2 Software Schemes

The software techniques partition the goplication into bocks, either in the asembly language or in the high-
level language, and insert appropriate instrumentation at the beginning and/or end d the blocks. The dedking
code is inserted in the instruction stream, eliminating the need for a hardware watchdogy processor.
Representative software-based control flow monitoring schemes are Block Signature Self Chedking (BSSC)
[MIR92], Control Cheding with Assertions (CCA) [KAN96], and Enhanced Control Chedking with Asrtions
(ECCA) [ALK99]. A survey of some of these techniquesis presented in Table 11 (seeAppendix).

The outstanding isaues with the software solutions proposed to date can be summarized as foll ows:



To ou knowledge, nore of the existing software-based techniques is preemptive in neture, i.e., the chedking
involves exeauting code from the target address of the wntrol flow instructior?. If there is a cntrol flow
error, exeauting instructions from an invalid target locaion is likely to lead to system detedion, causing a
processcrash. Consequently, for a majority of cases (e.g., seethe experimental resultsin Sedion 5 system
detedion is triggered before the spedfic control signature diedking technique, and this results in process
crash.

None of the techniques we ae aware of has the caability of handing situations where the control flow
behavior is determined by runtime parameters. This is becaise the reference signatures used, canna be
determined at runtime. As a result, alarge dassof control flow instructions are left uncovered, including
register-indired jumps, cdls to dynamic libraries, and function cdls using virtual function tables (as in
objea-oriented languages like C++). Applicaion programs increasingly make use of dynamic library cdls,
follow objed-oriented class hierarchies with inheritance, and have register-indirea jumps for high-level
constructs like the case statement, al of which result in control flow structures that are determined at

runtime.

The evaluations of existing signature techniques often do na bring out how sensitive the system isto errors
in the chedking code itself. It is often na clea from the experimental results if the cverage values are
obtained with or withou the signature instructions being injeded. If the cheding code introduces control
flow instructions itself (as in BSSC [MIR92] and CCA [KAN9€]), then the dfediveness of such a
tedhnigue depends on proteding the additional instructions.

How generally applicable is the technique to df-the-shelf applicaions running on df-the-shelf processors?
With the exception d the ECCA technique, which has been evaluated ontwo significant integer SFEC92
benchmark programs. To dete, the evaluation d the existing software control flow tedhniques have been
dore on fairly simple gplications. For example, BSSC uses programs containing linked list operations,
quicksort and matrix transpose, CCA uses matrix multiply and qucksort. Fail-silence violations beame
criticd in distributed environments because of the possbility of error propagation. Therefore, to oltain a
thorough understanding of the dfedivenessof atechnique, it isimportant to run substantial distributed and

client-server type workloads, in addition to the simple mathematica ones.

The identified problems with existing hardware and software antrol flow chedking techniques srved as a

reference paint in designing PECOS. Throughou this paper, we will show how our design and implementation

leverages existing experiencein control flow cheding and addresses the isaues raised above.

2 A possble exceptionis the technique cal ed concurrent processmonitoring with noreference signatures [UPA94], which has aspeds of
preemptive deding built into it.
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3 PECOS: Principle, Design, and Error Model

3.1 PECOS Preemptive Checking Principle

PECOS monitors the runtime antrol path taken by an application and compares this with the set of expeded
control paths to validate the gplicaion behavior. The scheme can hande situations in which the antrol paths
are ather staticdly or dynamicdly (i.e, at runtime) determined. Figure 1 depicts the basic PECOS
instrumentation and the resulting change to the goplication code structure. The goplicaion is decomposed into
blocks, and a group d PECOS instructions cdled Assrtion Blocks are embedded in the instruction stream of
the goplicaion to be monitored. Normally, eat bock is a basic block in the traditional compiler sense of a
branch-free interval (i.e., the decompasition o the mde is performed at the asembly-code level), and eath
basic block is terminated by a Control Flow Instruction (CFI), which is used as a “trigger” for PECOS. As
shown in Figure 1(b), PECOS Assertion Block (AB) isinserted at trigger points. The assertion Hock contains:
(1) the set of valid target addresses (or address off sets) the gplication may jump to, which are determined
either at compile time or at runtime, and (2) code to determine the runtime target address The determination o
the runtime target addressand its comparison against the valid addres<s is dore before the jump to the target
addressis made. In case of an error, the Assertion Block raises a divide-by-zero exception, which is handled by
the PECOS signal hand er. The signal hander chedks, whether the problem was caused by a @ntrol flow error®,

andif so take arevery adion, e.g., terminate the malfunctioning thread of exeaution.

3.2 Why Preemptive Detection Is Important

Figure 2 summarizes the problem with nonpreemptive schemes and dscusss the solution proposed by
PECOS. Figure 2(a) shows a non-preemptive scheme, in which the validity of the control path is chedked at the
end d exeaution d a block. All existing control flow error detedion schemes that we ae avare of are non
preamptive in nature and canna be eaily made preemptive @ discused in Sedion 3.2. There ae two
fundamental reasons why a preemptive gproad is preferable. Both reasons are related to the eae of recmvery

foll owing detedion.

1. Preventing process crash. Experiments with randam error injedion into the text segment of an applicaion
process have shown that with a nontpreenptive scheme asignificant number of cases lead to process crash
before detedion by the technique (Figure 2(b)). For example, our experiments using a SFECInt benchmark
applicaion instrumented with Enhanced Control Cheding with Assertions (ECCA) [ALK99 showed an
average of 32.7%0 of randam errors and 57.@% of direded control flow errors resulted in system detedions (i.e.,
processcrash). The detail ed results are shown in Sedion 4.9.A crash o the entire goplicaion pocessincurs a

higher recovery overhead due to the overhead dof process credion (the kernel alocding a new entry in the

3 The PECOS signal handler examines the PC (program courter) from which the signal was raised, and if it corresponds to a PECOS
Assrtion Block, concludes that a control flow error raised the signal.
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processtable and upditing the structure’s inode courter, file aurter, etc.) and the overhead o reloading the
entire process s$ate from a dedkpoint. The PECOS approad is to chedk the target locetion before the CFl is
exeauted (Figure 2(c)). Thus, an error is diagnosed before a ¢ash can occur. The gplicaion may then be
terminated gracdully, freeng the resources. For example, for a multi-threaded process ony the offending
thread may need to be killed. If chedkpointing is used, the processs current state can be discarded and the
processrestarted from a previous chedkpoint. It can be agued that a processcrash (i.e., system detedion) can
also be prevented via an error hander, which intercepts g/stem raised signals and terminates gracdully the
applicaion pgocessor athrea. In this <enario, havever, the hander takes adions after a wrrupted instruction
is exeauted and consequently undefined damage to the system would have happened. Data from red systems
has siown that not al crashes are benign. Severe system fail ures often result from latent errors causing error

propagation, which results in crashes or hangs and severe recovery problems [TSA83, 1Y E86(a)(b)].

Branch Free Interval

(BFI) : BFI
At assembly level Blockii Block i
Assertion Block
Control Flow Instruction PECOS |n§rumentati0n CFI! €9, jumpr
(CF1) branch, call,
BFl  |Block| BF | Block B lgiok | B
i+1 i+2 i+1
AB AB
CH CH CFl CFl

Figure 1: Changein the Code Structure Dueto Inserting PECOS Assertion Blocks
CFl = Control Flow Instruction; AB = Asrtion Block.

2. Preventing error propagation. A second goblem with norpreamptive schemesis the possbility of error
propagation. Data from bKAN96| shows that the latency of detedion is sveral hundeds of instruction
cycles for software-based schemes (approximately 500 instruction cycles for the Control Chedking with
Assertions (CCA) technique). Data on error latency [CHI89, YOU91, YOU92] has shown that while avery
large mgjority of the erors are deteded with a very small | atency, the ones that remain undeteded for a
large period have the potential to cause severe problems. These ranges from chedpaint corruption and thus
invalidating retries to sending an incorred message out to a pea processin a distributed applicaion. Thus

error propagation compli cates reavery, which in turn criticdly affeds the overall system avail abilit y.



Check that

jumping to
X1 ar X2
f—\ tFAULT! r—\ IFAULT!
E(A) ® E(A) E(A)
X1 X2 CRASHN 4] X2 X1 X2
Some Some
EB) =(9) Arbitrary EB) =(®)] Arbitrary EE) =(®)
Block Block
. (b) Incorrect Execution (c) Incorrect Exeaution
(@) Correct Execution (without pre-emptive checking) (with pre-emptive checking)

Figure 2: Reason for Preemptive Control Flow Checking
E(X) = Signature block inserted at end of ead block and pant where chedingis done.
X1, X2 = Target addresses.

Can existing techniques be made preemptive without substantial effort?

Our investigation suggests that while, in principle, existing techniques could perhaps all be made preemptive,
there will be several theoreticd and pradicd hurdles, which could fundamentally change the nature of the
technique in question. For example, for a typicd hardware scheme presented in [NAMS83], the watchdag
procesor would have to stall the main procesoor on detecting that the goplicaion pocesshas readed the end
of a block, fetch the aontrol flow instruction, perform the target address cdculation, and verify that the target
addresspoints to ore of the dlowed destination Hocks. Consequently, smply allocating anoce id to ead noce
will not suffice, bu a table-mapping of noce ids to the address range of ead node will aso have to be
maintained. The watchdag design thus becomes substantially more complicated in order to handle multiple
processes runnng on the gplicaion pocessor. For a software antrol-flow detedion scheme like ECCA
[ALK99], making the scheme preemptive would involve dianging the Test Assertion at the end d the block so
that it will:

» determinethetarget addressof the antrol flow instruction,
e jumptothetarget addressandreal off the block id of that address and
» performa thedk onthe block id to validate that it is one of the dl owable blocks to jump to.

Thisis likely to insert control flow instructions in the Test Asertion itself, which will then become an added
source of vulnerability. Ancther challenge is to determine the block id of the destination Hock withou
exeauting any of its instructions, since exeauting instructions from an ill egal block can cause aprocesscrash.
Similar problems would neal to be solved to make other techniques sich as BSSC, preamptive in neture.
Finally, even if it is claimed that a technique can be made preemptive with some dfort, this claim needs to be

substantiated by applying the technique to a size&ble workload; clealy this has not been shown.

The oontrol flow signaturing technique by Upadhyaya et al. [UPA94] is possbly the most condicive to being
made preemptive. The cheding is performed at the beginning of the block, at the target locaion of a wntrol
flow instruction. However, control is gill transferred to the target of the wntrol flow instruction, and
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consequently, an incorred target caculation can still cause the processto crash. Moreover, a fine level of
synchronization is involved between the deding hardware and the gplicaion poceswor. The dedking
circuitry shoud dsable the gplicaion pocessor as on as the justifying signature & the beginning of the
target block is found.It shoud na let the goplicaion pocesor continue exeauting instructions from the target
block till the dhedk has been performed. Also, it is difficult to quantify the dfedivenessof the technique, since
no experimental implementation a evaluation is available. Summarizing, while the technique may be agood

candidate for preemption, significant new effort isrequired before this can be atieved.

3.3 PECOS Instrumentation

In order to automate the instrumentation, we developed a PECOS parser, which embeds assertions into the
applicdion source @de. The arrent parser is implemented for the SPARC architedure and works in two
phases. Phase 1 of PECOS analyzes the control flow graph d the gplicaion and generates an assembly file
with inserted As<ertion Blocks that determine valid branch addresses. The user generates the objed fil es from
the assembly fil es and links them to creae the exeautable. Phase 2 of PECOS inserts the corred addressoff sets

in the exeautable. Phase 2 exeautes only if we nee to instrument multi ple fil es that constitute the goplication.

To illustrate the nead for phase 2, consider the example in which the gplication consists of two source fil es
(foo.c, fool.c). The wrrespondng assembly files are foo.s and fool.s, with a cdl being made from foo.s to
funcl which is defined in fool.s. The offset of funcl within fool.s is 0x500, so the Assertion Block that
precades the cdl to funcl has 0x500in it as the valid address When the exeautable is generated after linking
foo.o0 and fool.o, orly then are the relative placaments of the individual objed files in the exeautable known.
The file fool.s is placal at an off set 0x12000,s0 that the offset of funcl becomes 0x12500.The Assertion
Block precading the cdl to funcl will nead to be dhanged from 0x500to 0x12500which is done by phase 2 of
thetodl.

AsFigure 3indicates, to instrument an appli cation with PECOS one may start with either the source @de or the
exeautable of the gplicdion. If the source de is avail able, then the path shown with solid linesin Figure 3 is
to be followed. Otherwise the path shown with dated lines is foll owed, where the exeautableis disassembled to
generate the as®mbly code and then the PECOS instrumentation todl is applied to the generated assembly
code”.

The PECOS tod has parts that are asmbly-language spedfic and therefore achitedure-spedfic (e.g., the
asembly instruction format, the opcodes for the control flow instructions, and the Assertion Block written in

asembly language). Other parts of PECOS are achitedure-neutral (e.g., phase 2 where the exeautable is

4 Due to some nuances of the disasembler available on SPARC, some post-processng has to be dore to convert the asmbly code
generated by the disassembler to a form that can be parsed by the PECOS tool. For example, the disassembler generates code that uses
register r33, which is not avail able in the SPARC version 8architedure.
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patched). In phese 2 of PECOS, ore asaumes that the exeautable file is in the Exeautable and Linkable Format
(ELF).

@

(d)

Sourcefile 4 » o >
(foo.c) i
(||)/,’
() | |/ Assmblyfile Assmbly filewith Executable  Final Executable
L= / (foo.s) PECOS Assrtion file file (only needed
Blocks (foo_AB) if being built from
(foo_AB.9) multiple source files)
(foo_AB)
Executablefile Intermediate
(a.out) Assmbly file — Pathif starting from sourcefile (a,b,c,d)
(foo.stmp) --—-% Pathif starting from executablefile (i,ii b,c)

@) Disasemble

(i) Transform into PECOS recogni zable form

(a) Compile till assembly phase

(b) PECOS Phase 1

(©) Compile and link to generate exeautable

(d) PECOS Phase 2 (only if multiple source files
are being instrumented)

Figure 3: Process of Instrumenting an Application with PECOS
It is important to emphasize that PECOS uses virtual addresses for its Asgertion Blocks, therefore relocaable
code can be handled. Since PECOS handes assembly fil es rather than high-level sourcefiles (e.g., C++ files),
the parsing is substantially less complicated. A tod such as ECCA, which has to embed assertions in C files,

needs a more sophisticated parser becauseit hasto hande more possble variations in the source @de structure.

To be preemptive in deteding control flow errors PECOS as®rtion Hocks are embedded into the asembly
code. Operating on the assembly level enables obtaining the necessary information onvalid control flow in
advance and thus faalit ates preemptive aror detedion. The same information is not easily obtainable & the
high-level source @de. Any attempt to dothis at high-level would require accssto the information avail able
only at the assmbly code and hence a high complexity tod (comparable to a cmpiler with runtime

cgpabiliti es) would be needed.

3.4 Construction of PECOS Assertion Blocks

As down in Figure 3, at compile time the PECOS tod instruments the gplication assembly code with
Assertion Blocks placed at the end d ead bock. Each basic block terminated by a Control Flow Instruction
(CHI) is considered ablock in PECOS, and eat CFl is preceded by an Assertion Block. Note that the Asertion
Block itself does nat introduce alditional CFls. Since we ae trying to proted a CFl, it defeds the purpaose to
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have the Asertion Block insert further CFI(s). At runtime, the task of the Asertion Block can be broken dovn

into two sub-tasks:

1. Determine the runtime target address of the CFl (referred to as X, in the following discusson). We
consider the foll owing situations: (@) the target addressof CFl is datic, i.e., is a cnstant embedded in the
instruction stream, (b) the target address is determined by runtime cdculation, and (c) the target is the

addressof dynamic library cdl. We will discussandill ustrate ead o the instances.

2. Compare the runtime target addresswith the valid target addresses determined by a cmpile time analysis.
In general, the number of valid target addresses can be one (jump), two (branch), or many (cdls or returns).
For two valid target addresses: X1 and X2, the resulting control dedsion implemented by the Asrtion
Block is shown in Figure 4. The comparisonis designed so that an impending ill egal control flow will cause

adivide-by-zero exceptionin the clculation d the variable ID, indicaing an error.

1. Determine the runtime target address [= X ]
2. Extrad the list of valid target addresses [= { X1,X2}]
3. Calculate ID := X, * 1/P,

where, P = I[(X_, -X1) * (X,-X2)]

out out

Figure 4: High-level Control Decision in the Assertion Block

Example: Assertion Block for CFIswith Constant Operand

In the example, PECOS is applied to proted a condtional branch statement. The target address of the CFl is
static, i.e. is a onstant embedded in the instruction stream. It will be demonstrated how an error in the CFl or in

the as=ertion Hock instructionis cgptured.

Figure 5(i) shows a basic block (for the SPARC architedure) terminated with the cndtional branch
instruction. Figure 5(ii) shows the same block with the assertion Hock inserted into the objed code by the
PECOS tod. Instructions (1)-(3) load the runtime instruction, which has the branch opcode and the runtime
target address combined, into register 17°. In this computation, SPARC uses Program Courter-relative off sets
for addressng. Instructions (4)-(5) load the valid target offset® in bytes into register 16. The offsets are
determined by the usual compile-time aeaion and analysis of the goplicaion’s control flow graph. Instructions
(6)-(8) form the valid instruction by combining the valid off set with the opcode and then load it into register 16.
Instructions (9)-(12) compare the valid instruction word (in 16) with the runtime instruction word (in 17) and

raise adivide-by-zero floating point exceptionin case of mismatch.

5 The as=rtion wseslocd registers |5, 16, |7 which were not used by the gplicaionsin ou study.

5 In this case, there is only one valid target offset. In the general case, it will | oad the multiple valid off sets and compare the runtime
offset against eat ore of them.
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Now consider an error case. In fault/error scenario #1in Figure 5, an error in the memory word storing the
condtional branch instruction causes a crruption d the crred memory word (hex value: 0x0280001Y to an
incorred value (hex value: Oxffffffff , say). In the a&sence of a preemptive control flow error detedion scheme
like PECOS, exeaution would have readied the incorred memory word, and the operating system would have
generated the illegal instruction signal which, in the @sence of a signal hander, would have caused the
applicdion pocessto crash. Now consider the assembly code segment with the PECOS Assertion Block in
place At the end d instruction (3), the incorred memory word OXfffffff isloaded into register 17. The corred
memory word is loaded into register 16, and a subsequent comparison between the two register values causes a
floating-point exception signal to be raised. By examining the PC, the PECOS signal handler will determine
that the signal was raised because of a control flow error. By design, the exceptionis raised before the control
flow instruction is exeauted, therefore the aror canna propagate, and the PECOS signal hander can take
appropriate recovery adion, e.g., in the DHCP case, shut down the offending thread. Similarly, any error that
hits the PECOS Assertion Block, e.g., changing the operand d sethi in (4) from, e.g., Ox& to 0xfd (fault/error

scenario #2), will also be deteded by the comparison and dvisionininstruction (12).

(i) Withou PECOS

clr %fp
Id (%sp + 64), %I0 Basic Block
add %sp. 68, %l1 (Average Size= 4-10
sub %sp., 32, %sp Assembly instructions)
orcc %d0, %91, %g0
cnp %00, -1
be . LOy
nop
(ii) With PECOS
clr %o .
id (%sp + 64), %I0 Basic Block
add %sp. 68, %l1 (Average Size=4-10
sub %sp, 32, %sp Assembly instructions)
orcc %00, %1, %g0
! Begin Branch Assertion
.zLL1: sethi %Ihi(.zll_l_(l),%IY) | Load runtime oontrol flow instruction
or %I7,%Ilo(.zLL1),%I7 = i i
Fault Id [%17+64],%I7 (FXow) 'n_to register 17 .
Scenario # sethi %hi(0x5c),%16 Load valid target address(in words)
or %I6,%lo(0x5c),%I6 (= X1) into register 16
sethi 0xa000,%I5 L .
or %I15,0,%I5 Form valid instruction word (= opcode +
or %I15,%16,%I16 operand) in 16
sub %I7,%I16,%I7
Cmbp gfggv‘ylolz/ 7 Comparison of valid and runtime instruction
; subx 690,-1,% . L
odiv %I6.9617 %g0 words. Will generate exceptionif in error
Point End Branch Assertion
Fault ; cnp %00, -1
: be . LOy
Scenario # nop

Figure 5. Assembly Codefor Branch Assertion Block
(i) Application aseembly code prior to PECOS instrumentation; (i) Application aseembly code instrumented with PECOS
Assgrtion Block.
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PECOS Runtime Extension.

The runtime extension o PECOS allows for proteding control flow instructions whose target addresses are
dynamicdly determined by runtime cdculations. An example of such an instruction is the register-indirec
jump where the target address cdculation wses the value of aregister. To hande such cases, phase 1 of the
PECOS analysis tod performs a data discovery passthat generates the definitionuse pairs (DU pairs) for al
such runtime-dependent control flow instructions. The enbedded Assertion Block has instructions to read off
the runtime value that determines the control flow. In Figure 6(a), the use of the register rl in the jump
instruction is precaded by the definition d its value in instruction (i). In this smple cae, the value of the
register depends on its last definition orly, and the definition and the use ae in a single straight-line path. In
this case, PECOS can insert an Asertion Block before the use, i.e., the jump instruction. Thus, instruction (ii)
in Figure 6(a) can be proteaed. Similar procedure can be used to proted the jump instruction in the scenario
depicted in Figure 6(b). More mmplex situationis ill ustrated in Figure 6(c), in which the value of the register
(r1) depends on the exeaution path that has been followed by the gplication grior to the definition o the value
in the register (rl). In this enario definition-use pairs are in multiple (two in the example) paths and to
determine which path has been followed by the goplication requires additional suppat, which is being currently
investigated.

Def (i) %r1=0x1000 | Definition 1: %rl=0x1000| 1 (1. 0,4 = 51000

.0 —
Definition 2: %r1 = %rl * 2 Def 2: %r1 = 0x1500

Use (ii): jmp %r1

: 0
Use: jmp %r1 Use: Jmp %rl

@ (b) (©
Figure 6: Applicability of PECOS to Runtime Dependent Control-flow Instructions

Another isale to addressis how to handle dynamic library cdls. Here we use the information provided in the
Procedure Linkage Table (PLT). After the loader has loaded the gplicaion, the pasitions of the dynamic
library cdls in the gplicaion are determined and filled upin the PLT. To proted the cdls to the dynamic
library routines, PECOS considersthe PLT as the definition pant of the DU pair, with the cadl i nstruction being
the use point. Then, a similar approach to the one depicted in Figure 6 is followed. The Assertion Block placed
before the cdl assertsthat the target of the cdl will be the locationloaded inthe PLT.

Example: Assertion Block for CFIswith Register Operand

An example of PECOS instrumentation is provided for a CFl for which the target addressis determined by
runtime cdculation; a register indired jump. Two error cases—a memory error and a register error—

demonstrate how the Asertion Block captures the eror. Figure 7(i) shows an urcondtional jump instructionin
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an applicdion’ s asembly code (where the locaion d the jump is determined at runtime by the value in register

I7). Figure 7(ii) shows the instruction goteded by a PECOS As<rtion Block. In this case, to form the

Assertion Block, it is nat sufficient to assert the antents of a memory locdion; we must assrt on the contents

of aregister. The exampleiill ustrates the aility of PECOS to form reference signatures from runtime quantiti es.

The inserted AB examines the last definition d the register value immediately preceding the jump instruction,

where avalue is loaded into the register (instructions (1)-(2)). In general, the PECOS tod will have to seach

further definitions for the mrrespondng register value.

(i) Without PECOS
clr %fp
Id (%sp + 64), %0 .
add %sp, 68, %l Basic Block
sub %sp., 32, %sp (Average Size=4-10
orcc %g0, %g1, %g0 Assembly instructions)
sethi %hi(.LL270),%I7
or %7 %10(.LL270),%I7
jnp %7
nop
(i) With PECOS
clr %fp )
Id (%sp + 64), %0 .
add %sp. 68, %1 Basic Block
sub %sp. 32, %Sp > (Average Size=4-10
orce %g0., %g1. %g0 Assembly instructions)
Falt sethi %hi(.LL270),%I7 m
O O O
Scenario # or %l7 %l0(.LL270),%I7 2 )
! Begin Jump Assertion
.zLL3: sethi %hi(.zLL3),%I5 ; ; ;
or 915,96l0( 2L L3),%I5 !_oad ru_ntlme ontrol flow instruction
Id [%15+52],%I5 into register 15
Fault sethi 0x207170,%I6 o _ o
Scenario or %I16,0,%I6 Compare runtime instr with valid instr
sub %I5,%016,%I5
sethi %hi(.LL270),%I6
or %16,%lo(.LL270),%I6 Assert value of register which contains
sub %I6,%I7,%I6 the target address
or %I6,%015,%I6
Cmbp ;Zogg‘ylog 6 Comparison of valid and runtime target
D i Subx 0g0,-1,% . N
<div 9%617,06/6,%g0 addresses. Will generate exception if in error
A Point End Jump Assertion
cnp %00, -1
jnp % 7
nop

Figure 7. Assembly Code for Jump Assertion Block
(i) Application assembly code prior to PECOS instrumentation; (i) Application assembly code instrumented with PECOS

Assertion Block.

The general structure of the Assertion Block is $milar to the branch case. However, in the jump case, bah the

instruction and the register value must be compared to valid values. Thisis necessary becaise an invalid control
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flow path may be taken either if the instructionis corrupted (e.g.,j np % 7 becomesj np % 6) or if the value
of the register is corrupted (e.g., value in register 17 is changed from .LL270 to .LL271). The instruction
comparison is performed through instructions (3)-(8), and the register value comparison is performed through
instructions (9)-(11).

Now consider an error case. In fault/error scenario #1in Figure 7, aregister error resultsin the corruption d the
value in register 17. In this dmple example, the time during which the exeaution is being proteded by the
PECOS Assrtion Block is the time between the exeaution d instructions (1) and (11). In a more general case,
there will be alarger number of intervening instructions between the loading of the register value andits usein
the jump instruction. In that case, the Assertion Block will be proteding a larger time window of exeaution.
Consider the cae in which the register error causes the value of .LL270+ 0x10to be loaded into 17 instead of
.LL270. In the asence of preemptive control flow error detedion, exeaution would have caised a jump to
.LL270+ 0x10 onexeauting instruction (16). On exeauting instructions from this invalid target, the processcan
crash (for example, because of an ill egal memory accessto an urallocated memory region), or worse still, it
may output a wrong value leading to a fail-sil ence violation. With the PECOS Assrtion Block inserted, the
comparisonin instruction (11) will i ndicae an error, and instruction (15) will raise adivide-by-zero resulting in
the adua detedion. Similarly, if an error affeds a PECOS instruction, e.g. as in fault/error scenario #2,and
corrupts the operand o the or instructionin (7) from 0x00to 0x45,the comparisonin (8) will produce anon

zero result andinstruction (15) will raise the exception thereby deteding the aror.

In summary, we have discussed two cases: one in which the mntrol-flow is datic and another in which the
control flow is dynamicdly determined at runtime. The adility to deted errors in the latter case is unique to
PECOS.

3.5 Error Types That PECOS Protects Against

PECOS deteds control flow errors. These erors may occur because of various low-level errors or failures. The
error models at different levels that can be handled by PECOS and a representative example of ead type are
discussed below.

1. Single or multiple bit flips in memory—main memory, or cade (on-chip o off-chip), e.g., a burst error

corrupts a cdl instructionin L1 cade.’

2. Transmisson error during communicaion ketween any two levels of the memory hierarchy, e.g., an error

onthe adressline when a control flow instructionis being fetched from memory to the processor.

" When the PECOS Assrtion Block acceses the @ntrol flow instruction, it is likely that the instruction is aready in the instruction
cade. For PECOS to deted cade arors, the cahing algorithm shoud be such that it shoud na fetch the control flow instruction again
from memory into the data cade but shoud rea it diredly from the instruction cade.
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3. Register error, e.g., corruption d a value in the register, which determines the destination address of an

uncondtiona jump instruction.

4. Software bugs impading the control flow, e.g., the cdl graph determined from the UML spedfication (a
high-level spedficaion d the software) may show that function fool is cdled from foo2, foo3, and fooa;
because of software bug the implemented code has a cdl to fool from foo5. The attomated generation o
the a<ertions from the UML spedficdion and their insertion into the source @de ae not currently
implemented in the PECOS todl.

PECOS canna capture aontrol flow errors that result from the corruption d a noncontrol flow instruction into
a oontrol flow instruction, since the Assrtion Blocks are inserted ony before wntrol flow instructions.
However, it is observed that the Instruction Set Architedures (ISAs) are such that the Hamming distances of
opcodes belonging to the noncontrol flow caegory and the mntrol flow caegory are quite large, eg., in
SPARC. Therefore, it is reasonable to exped that errors that cause a noncontrol flow instruction to be
transformed into a valid control flow instruction are rare in pradice While some signature schemes [ALK99]
claim to deted such errors, our experiencetellsusthat if an ill egal control flow branch occurs dueto corruption
of anon-control flow instruction, the gplicationislikely to crash before reating the trigger for cheding. This
isillustrated by experiments with nonpreemptive technique discussed in Sedion 4.9.

4 Experimental Evaluation of PECOS

In this sdion, we describe the evaluation d PECOS applied to a substantial red-world application: the
Dynamic Host Configuration Protocol (DHCP) application. DHCP was chaosen becaiseit is:

1. widely used in networked wirelesgwireline to provide a citicd service,
2. a “red-world” application that canna be simply handcrafted by the developers of the CFI technique and

could paentially be abenchmark onwhich future techniques are evaluated, and

3. an applicaion for which the property of fail-silenceis espedally important, i.e., sending out an incorred

value can have asignificant negative consequence

Error injedion campaigns were conducted into the baseline (uninstrumented) DHCP first and then into DHCP
instrumented with PECOS. The goal was to evaluate relative improvements in the dependability metrics,
including percentage of system detedion, hangs, and fail silence violations. NFTAPE, a software-implemented
fault injection® tool, was used for conducting the eror injedion campaigns [STO00] using awide range of error

models.

8 Here we adually injed errors (in acordance with Laprie definition [LAP92]), athough the todls are typicaly referred to as fault
injection toals.
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4.1 The Target Application: DHCP
The Dynamic Host Configuration Protocol (DHCP) applicaion is widely used in mobile and wireless

environments for network management. It provides critica services, such as IP addressall ocation, and can be
regarded as representative of a wntrol flow intensive dient-server applicaions. The aurrent study used the

DHCP version 2implementation from the Internet Software Consortium [ISCOQ].

DHCP [RFC97] implements an Internet Draft Standard Protocol for providing configuration information to
hosts on an IP network. Thisis a dient-server protocol used by the dient to oltain information about a dynamic
network (i.e., a network in which the configuration d the network changes frequently or clients join and leare
the network frequently). Importantly, DHCP suppats dynamic dlocaion d IP addresses in which the server
alocates an IP addressto the dient for a limited amourt of time (termed as the lease time), after which the
server can redaim the address If the server is unavailable, new hosts canna be dlocaed an IP address
Alternately, if the server is behaving incorredly (i.e., in a nonfail -silent manner), hosts can be denied entry into
the network or can be dlocaed an incorred or in-use IP address and ke unable to perform any operationsin the

network theredter.

The protocol operatesin two pheses. In Phase 1, the dient broadcasts a DHCPDISCOV ER message onitslocd

physicd subret. One or more servers on the network respondto the dient request by sending a DHCPOFFER
message, which contains a tentative offer of an IP addressand configuration parameters. In Phase 2, the dient
colleds the DHCPOFFER resporses from all the servers that respond, chocses one server to interad via a
DHCPREQUEST broadcast message. On recaving the DHCPREQUEST message, the dhasen server commits
the binding of the IP addressof the dient to alease database in stable storage and responds with a DHCPACK

message. If the seleded server is unable to satisfy the DHCPREQUEST message, then the server responds with
a DHCPNAK message. When the dient’s lease is close to expiration, it tries to renew the lease by re-sending
the DHCPREQUEST message.

4.2 Types of Errors Injected

We use aror models based on the extensive experiments of Abraham et al. [KAN95] and adding randam
memory errors. These models represent a wide range of transient hardware arors and some software bugs’.
Several studiesindicate that more than 90% of the physicd fail ures in computers are transient [LAL85, SIE98].

Also failures that span many cycles are eaily deteded, even by relatively simple aror detedion medanisms

® For example, a pointer overflow error may be modeled by a hardware bit fli p in the data line when the operand o aload instruction is
being fetched.
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[SCH87,MAD94]. Therefore, transient hardware erors/fail ures were adopted as the eror model for the aurrent
experiments™.

The arors chosen are depicted in Table 1. For example, the DATAOF models an error during transmisson over
data line, an error in the mrrespondng memory or cade word, o a software bug correspondng to an
uninitialized pdnter. All the arors, except ADDIF2, are single-cycle erors, while ADDIF2 is a 2-cycle aror.
In ADDIF and ADDIF2, the aroneous instructions that are exeauted are dso valid instructions in the
instruction stream of the gplicaion. The ADDIF2 error may be caused, for example, if the Program Courter
(PC) register has a stuck-at error that lasts two cycles. In the DATAINF error model, it is assumed that the data
line aror may affed either the opcode or the operand d the instruction.

Error Model Description

ADDIF Addressline aror resulting in exeaution d adifferent instruction taken from the instruction stream
DATAIF Dataline aror when an opcode is fetched

DATAOF Dataline aror when an operand is fetched

DATAINF Dataline aror when an instruction (whether opcode or operand) is being fetched

ADDIF2 Addressline aror resulting in exeaution of two dfferent instructions taken from the instruction stream
ADDOF Addressline eror when an operand is fetched

ADDOS Addressline eror when an operandis gored

DATAQOS Dataline aror when an operandis gored

Table1: Transient Error Modelsfor PECOS Evaluation
The experiments were amndwcted onthe baseline target (withou PECOS instrumentation) and to the PECOS-
instrumented target. In the PECOS-instrumented case, error injedions were divided into two categories: (@)
injedion d errors randamly in the instruction stream of the gplicaion and (b) direded injedion d control
flow instructions. In the latter, all control flow instructions in the instruction stream (e.g. cdl, return, branch o

jump) were dhosen astargets of error injedion.

4.3 Classification of Results

For this dudy, we define arun as a single exeaution d the target process For the DHCP workload, ead run
lasts 30 seands after which the server and the dient are terminated, cleanup is dore, and the next run is
initiated. Typicdly, in this period, the dient and the server go through five rounds of the protocol described in
Sedion 4.1, A single aror isinjeded duing ead run. The outputs of ea of the participating processes (the
DHCP client and server) are logged and analyzed dff-line to caegorize the results. The results/outcomes from
the runs are dasdfied acarding to the cdegories defined and described in Table 2.

10 Permanent fail ures are usually covered by dedicated hardware detediion mechanisms, including periodic sampling for chedking status
of hardware comporents.

1 We experimented with a range of time intervals and foundthat if the fault is not adivated during five (or fewer) rounds of the protocol,
it isnot adivated at al (with high likelihood).
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Category Notation Description

Error Not Activated | Discarded The aroneousinstructionis not readied in the cntrol flow of the gplicaion.
These runs are discarded from further analysis.

Error Activated bu | NE (No Error) The aroneous instruction is exeauted, but it does not manifest as an error, i.e., all

Not Manifested the comporents of the DHCP server exhibit corred behavior.

PECOS Detedion PD PECOS Assertion Blocks deted the eror prior to any other detedion technique or
any other result.

System Detedion SD The OS deteds the aror by raising asignal (e.g., SIGBUS) and as aresult the

DHCP server crashes.

Applicaion Hang

SH (Server Hang)

The gplicaion getsinto a deallock or livelock and daes not make any progress

Program Aborted SC (Semantic The gplicaion pogram itself deteds an error and exits with an error code.
Ched Detedion)

Fail -silence Fv The gpli cation communicates awrong value/messge to ather software

Violation comporents.

Table 2: Categorization of Resultsfrom Error Injection

Fail-silence Violation category is considered to have the most debilit ating eff ed on system avail ability. For our

DHCP study, we defined afail -sil ence violation as any of the foll owing:

1.
2.

5

The dient or the server sends a message that does not follow the protocol’s gate transition dagram.

The server does nat offer an IP addressto the dient (in ou setup we runasingle dient, so there ae dways

avail able addressesin the pod).

The server does nat all ocate the immediate next IP addressavail able in the addresspod to the dient.

Results

This sdion pesents a summary, detailed results, and dscusson d the results from the aror injedion

campaigns. Table 3 and Table 4 present, respedively, the results of the injedions direded into control flow

instructions and the results of injedionsinto instructions randamly seleded from appli caion instruction stream.

Eadh row in the two tables gives a sum of the number of cases from all error injedion campaigns. The fourth

column gives the improvement due to the PECOS instrumentation. Reduction in system detedion, hang,

program aborts, and fail -silenceviolations are cnsidered improvements.

Theresultsin Table 3 charaderize the dfedivenessof PECOS in deteding errors when an error diredly affeds

a antrol-flow instruction, (i.e., effedivenessin deteding errors, PECOS was designed to proted against). The

major improvements gained by instrumenting the DHCP server with PECOS are;

PECOS deteds more than 876 of al adivated errors.

Fail-silence mverageisimproved by abou afador of 36.

System detedionis reduced by afador of 7.7.

Applicaion hang cases are reduced by about 3.2times.
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Category Without PECOS | With PECOS I mprovement Factor
{(measured value w/o PECOS) /
(measured value with PECOS)}

Error Not Activated 1380 1446 n/a

Error Activated bu Not 426 (38.0%) 46 (4.3%) n/a

Manifested

PECOS Detedion n/a 922 (87.5%) n/a

System Detedion 612 (54.6%) 75 (7.1%) 7.7

Applicaion Hang 18 (1.6%) 5 (0.5%) 32

Program Aborted 24 (2.2%) 5 (0.5%) 44

Fail-silence Violation 40 (3.6%) 1 (0.1%) 36.0

Total 2500 2500 n/a

Table 3: Cumulative Results from Directed Injection to Control Flow Instructions
Theresultsin Table 4 provide an insight into hawv well PECOS performs when the aorrupted instruction is not
necessxrily a control flow instruction, bu it is chosen at randam from the instruction stream. Results from
randam injedions give ameasure of how often arandam error affeds a @ntrol-flow of the gplicaionandis
picked up ly PECOS. It is posdgble that randamly corrupted instruction immediately crashes the processbefore
the process exeautes the PECOS asrtion Hock. Table 4 shows that the propation d PECOS detedion,
reduction in fail-silence violations, and system detedions are more moderate than for direded control flow

injedions. From the results, ore can draw the foll owing conclusions:

* PECOS deteds more than 31% of the adivated errors even when the total set of injeded errors includes

both control and chta erors.
* Thepropation d fail-silenceviolations is reduced more than threefold.
» Thelargest gainisobserved in the cae of processhangs which isreduced by more than 14times.
* System detedionisreduced by about 1.3times.

The aove results alow us to estimate the percentage of randam errors in the DHCP server that manifest as
cortrol flow errors. Asaume that the mverage of PECOS for deteding control flow errorsis C% and for random
errors to the text segment of the goplicaion, PECOS deteds D% of errors. Then, the percentage of random

errorsin the text segment that become control flow errorsis given by the following expresson:
X=(D/C)* 100 [%]

From the observed results, C = 87.5% (Table 3 direded injedion to control flow instructions), D = 31.5%
(Table 4 random injedion to the instruction stream) and therefore, X = 36.0%. This number agrees well with
that of Ohlson et al. [OHL92], where simulation d a 32-bit RISC processor showed that 33% of adivated
errors manifested as control flow errors. Thisresult also indicaes that in additionto control flow cheding, it is

important to have dfedive data eror detedion mechanismsto improve overall system reliability.
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Category Without PECOS With PECOS I mprovement Factor

{(measured value w/o PECOS) /
(measured value with PECOS)}

Error Not Activated 2486 2476 n/a

Error Activated bu 770 (50.9%) 513 (33.7%) n/a

Not Manifested

PECOS Detedion n/a 480 (31.5%) n/a

System Detedion 610 (40.3%) 483 (31.7%) 13

Applicaion Hang 22 (1.4%) 2 (0.1%) 14.0

Program borted 40 (2.6%) 24 (1.6%) 16

Fail-silence Violation 72 (4.8%) 22 (1.4%) 34

Total 4000 4000 n/a

Table 4: Cumulative Results from Injection to Random Instructions from the Instruction Stream
5.1 Downtime Improvement

In the event of system detedion, processrecovery has to be performed. The time to recmver a processinvolves
at least the time for process pawning and reloading the state of the entire processfrom a chedkpoint on dsk.
The time to recover when PECOS deteds the aror is the time to gracdully terminate the offending thread™* or
creaing a new thread. Conservatively, this is lessexpensive in terms of time overhead by a fador of 10. Our
best case, measurements (taken on SPARC platform runring Solaris operating system) show that the time to
creae aprocessis of order of 200ms, whil e to spawn a new thread takes about 300ps, i.e., adifference of three
orders of magnitude. Using the asaumptions given above, we estimate the reduction in the downtime of the
applicaion instrumented with PECOS. Table 5 gives the estimation d the downtime improvement for the
midrange fador of 100(the ratio between the time for processcrash remvery and thread recvery) and Figure 8
plots the improvement fador for threedata points (10, 100,and 100Q. Observe that as the st of thread-based
recvery is reduced, the downtime improvement approaches the reductionin system detedion (7.7, Table 3).

Estimated Estimated Per centage of Per centage of Estimated Improvement
recovery recovery system detection PECOS detection | downtime factor
timefor timefor (i.e., process (i.e., graceful
process PECOS restart possibly thread
crash detection from a checkpoint) | termination)
Basdline cae | tiec 54.6% 0.0% 0.546* to¢
PECOS- 0.075* t,ec 7.3
Instrumertted te/100 | 7.1% 47.5% (007* to+ | (0-546/0.079
applicaion 0.475 * ;e

Table5: Estimation of Reduction in Application Downtime

12 For example, in the multithreaded implementation o DHCP application ead exeaution thread corresponds to a single dient request.
In this <enario termination d athreal in the cae of a deteded error is avital way of recovery. We loose asingle request nat the antire

applicéion.
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Downtime Improvement

1 10 100 1000
Ratio of process recovery time to thread recovery
time

Figure 8: Downtime I mprovement Dueto Reduction in System Detection for Different Ratios of the
Costs of Process Recovery and Thread Recovery

Clealy, the reduction in the incidence of fail-silence violations, program hangs, and program aborts will aso
reduce the downtime for the PECOS-instrumented server. However, it is difficult to estimate the recovery cost
for the fail-silence violation, pocesshang, and processabort cases. Since fail-sil ence violations result in error
propagation, we can exped the recvery time to be significantly higher than for system-deteded errors (i.e.,

crash errors).

5.2 Detailed Results & Discussion

The results of all error injedtion campaigns are presented in Table 62, The percentage of runs belonging to eat
caegory is mentioned, along with the ad¢ual number of runs faling in ead caegory (in parentheses). Recdl
that the number of injeded errors, which were not adivated are discarded in ou cdculations. As a result, the
total of the number of runs for eat caegory does not add upto 500,and daes not add upto the same figure for
the different campaigns. For the PECOS instrumented server, the eror adivation rate falls between 28.6/6
(ADDOQOS) and 49.86 (ADDIF, only CFl injedion). For the uninstrumented server, the eror adivationrate falls
between 21.86 (DATAOS) and 50.86 (DATAOF, only CFl injedion). Some important observations from the

resultsin Table 6 are:

» The propation d system detedion is reduced for al error injedion campaigns except for DATAIF for

randam instruction injedions and ADDOF (seethe discusgon kelow).

* The propation d fail-silence violation is reduced for all the canpaigns, including full elimination o

fail-silenceviolation atogether for four error injedion campaigns.

* The percentage of adivated errors that are deteded by PECOS is high —above 87% for all direded

injedion d control flow instructions.

13 statisticd confidence intervals were cdculated for cases, where the number of observations is greaer than seven. To avoid cluttering
up the tableswe do nd include the cnfidenceintervals. Note that our mgjor conclusions are based onthe totality of the observations.
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Error Outcome Injection Target Injection Target
M odel Categories Any Instruction in Instruction Stream Control Flow Instructions
Baseline (without With PECOS Baseline (without With PECOS
PECOS) PECOS)
NE 49.7% (998) 220% (44) 498% (106) 88% (22
ADDIF PD N/A 505% (101 N/A 87.6% (218
SD 422% (83 25.0% (50) 37.1% (79 1.2% (3)
SH 36% (7) 0.0% (0) 23% (5) 04% (1)
scC 20% (4) 1.0% (2 2.8% (6) 1.6% (4)
FV 25% (5) 1.5%(3) 8.0% (17 04% (1)
NE 523% (113 34.4% (78) 286% (62) 42% (9)
DATAIF PD N/A 216% (49 N/A 86.4% (189
SD 435% (94) 432% (998) 655% (142 9.4% (20
SH 09% (2 0.0% (0) 18% (4 0.0% (0)
sC 14% (3) 0.4% (1) 23% (5) 0.0% (0)
FV 1.9% (4) 0.4% (1) 18% (4 0.0% (0)
NE 521% (112 405% (89 303% (77) 14% (3)
DATAOF PD N/A 391% (86) N/A 86.7% (189
SD 428% (92 190% (42) 61.7% (156 11.4% (25)
SH 09% (2 09% (2 1.6% (4 05% (1)
sc 09% (2 0.0% (0) 24% (6) 0.0% (0)
FV 33% (7) 05% (1) 40% (10 0.0% (0)
NE 56.4% (110) 409% (92 305% (68) 1.9% (4)
DATAINF PD N/A 29.4% (66) N/A 86.5% (180
SD 385% (75) 284% (64) 65.1% (145 111% (23
SH 15% (3) 0.0% (0) 09% (2 0.0% (0)
scC 05% (1) 0.0% (0) 0.4% (1) 05% (1)
FV 31% (6) 13% (3 31% (7) 0.0% (0)
NE 731% (147 651% (114 528% (113 49% (8)
ADDIF2 PD N/A 212% (37) N/A 926% (150
SD 219% (44) 109% (19) 421% (90) 25% (4)
SH 1.0% (2 0.0% (0) 14% (3 0.0% (0)
scC 1.0% (2 17% (3) 2.8% (6) 0.0% (0)
FV 3.0% (6) 11% (2 09% (2 0.0% (0)
NE 485% (100) 329% (53)
ADDOF PD N/A 186% (30
SD 427% (89) 422% (68) N/A N/A
SH 15% (3) 0.0% (0)
sC 44% (9) 44% (7)
FV 29% (6) 19% (3)
NE 50.3% (88) 21.0% (30)
ADDOS PD N/A 49.0% (70)
SD 280% (49) 216% (31) N/A N/A
SH 17% (3) 0.0% (0)
scC 7.4% (13 56% (8)
FV 126% (22 28% (4)
NE 18% (2 75% (13
DATAOS PD N/A 237% (41)
SD 78.0% (85) 64.2% (111 N/A N/A
SH 0.0% (0) 0.0% (0)
sSC 55% (6) 17% (3)
Fv 14.7% (16) 29% (5)

Table 6: Resultsof Error Injection to DHCP Server
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Throughou this paper, we have emphasized the importance of reducing cases of system detedion, applicaion
hang, and fail-silence violation to minimize the downtime and thus improving availability. An important
benefit of fast error detedionis ability to reduce likelihood d error propagation. Our measurements show that
between tens and thousands of instructions can be exeauted from the time when the corrupted instruction is
exeauted and when the process crashes. This window of system vulnerability may be enowgh to corrupt
significant system data or impad key system resources or even crash the operating system. The resultsin Table
6 clealy indicae that PECOS is very efficient in reducing the system vulnerability window.

5.2.1 Effect of PECOS on System Detection

The percentage of System Detedionis reduced in the instrumented DHCP server for all but two error injedion
campaigns. For DATAIF (for injedions to randamly seleded instructions) and ADDOF error models, the
percentage of system detedions remains abou the same for DHCP instrumented and urinstrumented with
PECOS. This is due to the fad that the two error types result either in exeauting an invalid instruction
(DATAIF) or in loading an invalid/incorred operand (ADDOF). In the first case the gplicaion will crash
before it is able to exeaute any further instructions (including instructions form the PECOS assertion Hock). In
the secnd case, the load instructions (recdl that the two error models are gplied to randamly seleded
instructions) are nat diredly proteded by PECOS and in most of cases the invalid operand will 1ea to the
applicaion crash. PECOS is designed to deted errors provoked by the two error types only if they affed the

applicaion cortrol flow.

For ADDOS and DATAOQOS error types we observe reduction in the number of system detedion. Thisindicaes
that there ae instances of the gplicaion control-flow that are dependent on load and store instructions, e.g.,
through register-indired jump instructions. The runtime extension to PECOS (presented in Sedion 3.9 enables

detedion d these types of errors.

5.2.2 Effect of PECOS on Fail-Silence Violations

The results show that PECOS is able to reduce the incidence of fail-silence violations for all the canpaigns,
(eliminating it altogether for four campaigns). The remaining cases of fail-sil enceviolations that escgoe PECOS
detedion are caused primarily by the following three fadors: (1) data corruption (e.g., the lease time that is
loaded into aregister is zero seands) and (2) appli cation takes an incorred rather than anill egal branch.

The fail-silenceviolation popations are higher for the eror models that target the store instructions (ADDOS,
DATAOQS). Thisis intuitive because a orrupted store instruction writes a wrong data value and bypasses most
chedks, such as smantic cheds. This observation pants to the necessty of a data protedion scheme, such as
data audits [HAUS85] to reducefail -silenceviolations for the ADDOS and DATAQS error models.
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The caes of fail-silence violation were manually explored after the aitomated analysis was over. Some

representative examples of the fail -silenceviolation d the DHCP server include:

1. The server does nat get the goplicable record for the dient host generated after phase 1 of the protocol and
therefore sends a DHCPNAK in the second plase.

2. The server gets DHCPDISCOVER but does nat respondwith DHCPOFFER because it beli eves erroneously

that there ae no freeleases on the subret.

3. The server’'s resporse to the dient causes the dient to make awrong protocol transition. As a result, the

client does nat try to renew its lease but continuesto use the old lease and the server al owsthe dient to doso.

5.2.3 Effect of PECOS on Process Hang and Process Abort

The eror injedion results dhow that incidences of process hang and process abort (i.e., semantic chedk
detedion) are dso reduced by PECOS instrumentation. The detedion latency using applicaion spedfic data
chedks has been shown to be & least an order of magnitude higher than the detedion latency using control
signatures [KAN96]. Using PECOS could pdentialy eliminate the neel for this type of chedks and,
consequently reducethe overall detedion latency.

5.2.4 Analysis of No Error Cases (Error Activated — Not Manifested)

We dso investigated the fad that for the baseline DHCP server, more than half the adivated errors do nd cause
any problems in application exeaution. One posshle explanationis that for the particular experimental system,

the foll owing two condtions had guite often:

* Faultderrors are injeded to dorit care bits in the instruction words (e.g., 8 btsin every arithmetic add and
sub instructionin SPARC).

» The gplicaionlogicis duch that the change of condtionin a cndtional branch instruction daes nat affed
the cntrol flow (e.g., aregister has value 5, and the opcode changes from branch-on-greater-than-zero to
branch-on-greater-than-equal -to-zer o).

For the DATAOS error model only 1.8% of adivated errors do nd impad the gplicaion. This $ows that

corruption d data usually resultsin application crash or fail-silenceviolation and is ancther strong indicaion o

the nedd for efficient protedion against data arors.

Finally, Table 6 shows that PECOS reduces the number of no error cases (i.e., exeaution of the arorneous
instruction dd na cause ay error). This indicates that PECOS deteds cases where the aror would atherwise
not impad the goplication. Since PECOS is a pre-emptive technique, it is expeded to suffer from the problem
of false darms. It shoud be noted that some of hon-manifested errors can stay as latent and may be adivated at

the later time.
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5.3 Performance Measurements

The performance measurement for the DHCP applicaion with and withou PECOS instrumentation was
performed from the server side & well asthe dient side. The server side measurement gives the time between
the server recaving a request from the dient and sending out a resporse. The time on the dient side includes
this time plus the time spent in the network. The performance measurements are presented in Table 7. The

measurements are given separately for the two main pheses of the protocol (seeSedion4.1for DHCP detail s).

Phase 1 Phase 2
DHCPDISCOVER = DHCPOFFER DHCP REQUEST = DHCPACK/DHCPNAK

Server overheal Client overhead Server overheal Client overhead

Exhaustive instrumentation o DHCP server
25.03% 15.34% 29.91% 25.17%

Seledive instrumentation o DHCP server (only the aore protocol engine)

5.2 10.92% 13.80% 18.07%
Table 7: Performance M easurementsfor DHCP Instrumented with PECOS

Noting that PECOS allows sledive instrumentation d the gplicaion, performance measurements were made

once with the entire DHCP server instrumented, and orce with only the are protocol engine instrumented.
Server overhed is the percentage overheal seen at the server and the dient overheal is that seen from the
client side and includes the network overhead. The entire DHCP server consists of 30 sourcefil es (written in C)
and includes all the suppat functions, like recave padet from the network, used by the @re protocol engine.
In terms of lines of source @de, the DHCP core protocol engine mnstitutes 11% of the entire DHCP server
code. In terms of size of objed code, the DHCP core protocol engine is 7.2%. However, the propation o time
spent in the @re protocol engine is much greaer than the relative mde size of the protocol engine'®. The results

show overheads in the range of 5-20% if only the core protocol engine of the server isinstrumented.

To get a better understanding of the percentage of the entire cde that is instrumented with PECOS Assertion
Blocks, statistics about subroutine cdls in the gplicaion code ae presented in Table 8. It may be recdl ed that
the aurrent PECOS implementation canna proted the cdls made to subroutines in dynamic libraries. As a
result 64% of the cdls in the DHCP server code can be proteded. It is found ly analysis of the aror injedion
logs that some of the cases of ladk of coverage of the PECOS technique ae due to this deficiency. From Table
8, it is e that 81% of the proteded cdls gan two files. This indicaes the importance of the aility of
PECOS to instrument cdl s and returns that span fil es.

Number of cdlsin DHCP server 1443
Number of proteded cdls 906 (64%)
Number of cdlsthat span two files 735 (81%)

Table 8: Statistics on Subroutine Callsin DHCP

14 However, thereis no easy way to determine the propartion d time spent in ore particular file.
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5.4 Code Overhead

If an assertion Hock is inserted for every CFI, then the memory overhead of PECOS will be fairly high.
Memory overheal is defined as the increase in the size of the gplicaion text segment. A highly data-intensive
applicaion will have larger block sizes than a ntrol-intensive gplicaion and, therefore, lower memory
overheal. Given that the size of a branch freeinterval is n assembly instructions and the (average) size of an
Assertion Block is a assembly instructions, then the memory overhea is:
C=a/n* 100%

A typicd value of ais 10 to 15assmbly instructions, and n is 10 to 20 asseembly instructions. This gives an
overhead of 50%-150%. The vaue of n is dependent on the type of application, keing lessfor a wntrol-
intensive gplicaion (like DHCP) and more for a data-centric one. Memory overhead of existing hardware and
software antrol flow cheding techniques has been reported to range from 6-135%, though the lower values
are dmost certainly for clustering of several branch-freeintervalsin ablock, thereby lowering the wverage. For
a software scheme, the program storage overhead is likely to be éove 100%, sincethe cheding code e well as
reference signatures have to be embedded. PECOS dlows the gplicaion designer the flexibility of
instrumenting seledive parts of the gplicaion. This proteds only the required critica portions of the software
and incurs only the necessary overhea. It worth naing that some of previous gudies on cortrol flow error
detedion techniques do nd provide overhead information; some simply provide afigure; a few provide

comprehensive estimates.

5.5 Impact of Errors on Checking Code

A problem with previous evaluations of cortrol flow error detedion techniques is that it was not clea whether
the chedking code itself had been injeded with errors. In the aurrent study, in dreaed control flow injedions,
PECOS instructions are automaticdly excluded, since they do nd include any control flow instruction.
However, for the randam injedions to the text segment of the goplicaion, instructions of the PECOS Assertion

Blocks can aso beinjeded.
To determine whether error detedion is triggered if the Assertion Block is injeded, and whether the PECOS

instructions contribute to the fail -silence violation, an additional error injedion campaign was performed where
only the PECOS Assertion Block instructions were injeded. The results are shown in Table 9. The results show
that the PECOS As<rtion Blocks do nd cause any fail-sil ence violation. Consequently it can be concluded that
the PECOS instrumentation daes not add any extra vulnerability to the gplicaion. Approximately 88% (51.9/
(51.9+ 6.9 + 0.5) of the erors that were injeded into the As%rtion Blocks and got manifested triggered
PECOS detedion.
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Conseguence Inject CFl without PECOS Inject Assertion Block
Error Activated bu Not Manifested 36.6% 40.7%
PECOS Detedion N/A 51.9%
System Detedion 53.9% 6.9%
Server Hang 3.4% 0.5%
Semantic Ched Detedion 0.9% 0.0%
Fail-SilenceViolation 5.2% 0.0%

Table 9: Comparison of Directed I njections without PECOS and into the PECOS Assertion Blocks
5.6 Comparison with Our Implementation of ECCA Technique

Our preliminary investigation d nonpreamptive control flow monitoring scheme showed that the percentage of
system detedion is very high while the deding scheme demonstrates very low coverage. This was because in
most of the cases, the gplicaion pocesscrashes before the cntrol-flow chedking medanism kicks off. This
conclusion was in contrary to the outcomes presented by Alkhalifa et al. [ALK99], where they discuss and
evaluate software-based, non pe-emptive cntrol signature scheme cdled ECCA (Enhanced Control Chedking

with Assertions).

To resolve this ambiguity we dedded to reaede the experiments from [ALK99]. Towards this end, a parser
developed in Duke University was used to instrument the gpli cation with ECCA assertion Hocks™. The same
applicaion, ramely the espresso from the SFECInt integer benchmark suite is used as the target of the
evaluation. Identicd error models (as presented in Table 1) are injeded (using NFTAPE) to condct the study.

Table 10 presents error injedion results obtained for four error models—ADDIF, DATAIF, DATAOF, and
DATAINF. 500errors from ead error model are injeded into the target applicéion, orce for the baseline cae
(i.e., the gplicaion withou ECCA signatures) and orce for the ECCA-instrumented applicdion. For eath
combination d the goplicaion and error model, errors are injeded (1) randamly in the text segment of the
applicaion and (2) direded at the control flow instructions. Thus, a total of 16 (4 * 2 * 2) campaigns are
defined, and the total number of error injedion runs is 8,000.The caes where the aror is not adivated are
discarded. The eror adivation rate is higher for the uninstrumented code (from 46.26 to 57.0%) than for the
ECCA instrumented code (from 30.486 to 31.4%4). The possble eplanation for this is that the ECCA
instrumentation results in expanding the text segment of the goplicaion with additional code nat al of whichis
exeaited duing the norma run. To identify the fail-silence violations for the espresso applicdion, the
applicaion’ s output is dumped to a file and compared against a golden ouput file. A mismatch indicates afail -

silenceviolation.

15 The ECCA instrumentation tool was developed by Dongyan Chen working under the supervision o Prof. Kishor Trivedi in the ECE
Department of Duke University. The evaluation d ECCA was performed by the students of the ECE442 (advance dass on reliable
systems and retworks) in Fall 2000at the University of Illi nois at Urbana-Champaign taught by one of the m-authors, Prof. R. K. lyer.
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Error Outcome Injection Target Injection Target
M odel Categories | Any Instruction in Instruction Control Flow I nstructions
Stream
Baseline With ECCA Baseline With ECCA
NE 351% 39.7% 27.7% 17.5%
ADDIF ED N/A 321% N/A 16.5%
58.0% 25.6% 66.3% 58.2%
SH 0.9% 2.6% 0.7% 5.1%
5.6% 0.0% 4.5% 1.3%
FV 0.4% 0.0% 0.8% 1.4%
NE 44.0% 351% 365 24.4%
DATAIF ED N/A 221% N/A 12.8%
48.8% 41.6% 58.7% 57.7%
SH 1.5% 1.2% 1.1% 3.8%
4.9% 0.0% 1.1% 1.3%
EV 0.8% 0.0% 2.6% 0.0%
NE 55.1% 52.5% 46.9% 18.7%
DATAOF ED N/A 16.7% N/A 20.0%
39.8% 29.5% 48.3% 53.8%
SH 1.2% 1.3% 0.4% 6.2%
3.5% 0.0% 2.9% 1.3%
FV 0.4% 0.0% 1.5% 0.0%
NE 531% 44.2% 40.4% 221%
DATAINF ED N/A 19.0% N/A 15.6%
41.3% 34.2% 55.4% 58.4%
SH 2.4% 1.3% 2.8% 3.9%
2.0% 1.3% 0.7% 0.0%
EV 1.2% 0.0% 0.7% 0.0%

Table 10: Results of Evaluation of ECCA Applied to espresso Benchmark Program

The important conclusions from our experiments are:

ECCA deteds 22% of the adivated errors, with the detedion rate mming down (to 16%) for direded
cortrol flow injedions. The reductionin ECCA detedion for control flow errors can be explained by the
fad that for randam injedions, the ECCA cheding code is also injeaed and corruption to the chedking
code is deteded by ECCA.

For direded injedionsto control flow instructions, ECCA does not bring down the propation o system

detedions, whileit reduces g/stem detedion cases by abou 14% for the randam injedions.

The percentage of fail-silence violations is quite small for the baseline gplicaion (0.7% for randam
injedions, 1.4% for direded injedions). The fail-silence violations are dther reduced o eliminated by
ECCA.

The propation d not manifested errorsis reduced by 44% from the baseli ne to the ECCA-instrumented
case. This indicates that ECCA raises fase darms by deteding errors that would nd impad the
applicdion.
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Although we made an attempt to follow the gproac presented in Alkhalifa et al. [ALK99] (using the same
applicaion and the same eror models) the results obtained in ou study are diff erent from those reported there.
In the original study, ECCA detedion ranged from 48% to 56% and system detedion ranged from 32% to 4 ®%.
We speaulate that the diff erences between the pullished numbers and results from our experiments are because
significant number of errors injeded in the original study diredly hit the ECCA assertion Hocks and these
errors are dways deteded by ECCA. Nevertheless our study shows that large number of applicaion crashes

canna be avoided using non-preanptive control-flow cheding.

6 Conclusions

This paper presents a preemptive control flow error detedion technique cdled PECOS. The software-based
scheme embeds assertions in the gplicaion’'s assembly code to preemptively deted any illegal or incorred
control flow path and perform a gracdul termination d the offending thread(s). The runtime extension o

PECOS all ows protedion d control flow structures that are determined at runtime.

A large-sized client-server application, Dynamic Host Configuration Protocol (DHCP) applicaionis used as a
target to evaluate dfedivenessof PECOS. The assessnent of PECOS coverage and relative improvements due
to PECOS was performed through software-based error injedions to the basdline and to the instrumented
applicaion. The results showed significant reductions in fail -silence violations, system detedions, and process
hangs due to the instrumentation with PECOS. For spedfic control flow errors, PECOS was dhown to cach

about 87% of the adivated control flow errors with maximum performance penalty of 29%.

In the airrent software implementation d PECOS, the Assrtion Block contains the valid target addresses
embedded in it. It also contains code to cdculate the runtime target address The gplicaion d PECOS to
hardware is currently being investigated. With hardware suppat, the determination d the runtime target
addressis dore in hardware, with the valid target addresses gill embedded in the Assertion Block. Figure 9
gives three posdgble paints in the exeattion path where PECOS chedking can be implemented. The airrent
suppat for PECOS is shown in Figure 9(a). Figure 9(b) shows a hardware addition that snoops on the external
address bus and data bus and computes the runtime target address Figure 9(c) shows a hardware aldition in
which the monitor is built i nside the processor and snoogs on the internal data and addressbus. The doser to
the exeaution unt the signature chedking is dore, the larger isthe eror set that can be tolerated by PECOS. The
configuration in Figure 9(b) can deted errors during transmisson onthe external buses, while Figure 9(c) can

deted errorsinternal to the processor.
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Figure9: Different Levelsof PECOS
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Appendix

Table 11 presents a survey of representative hardware and software techniques for control flow error detedion.

The first five techniques presented in Table 11 require aditional hardware, while the last two are purely

software-based approacdhes. The table mentions the results of evaluations of the avail able techniques. For the

resultsin Table 11, an attempt has been made to remove the caes in which the detedion is done by something

other than the technique under consideration, e.g., system detedion which crashes the gplication process is

removed from the cverage number. For the hardware and software resources required, a HI next to the entry

denates that the amplexity of the particular resourceis deaned to be quite high.

Workload; Performance Metrics

Technique Outline of Scheme (Detection coverage, Memory and Comments'®
Execution Time Over head);
Resour ces required

Signatured Operates on asembly language wde. Quicksort, String seach, Matrix Needs parser to embed

I(rs1lstsr)uE:tS|((;r|1| gter]eam The signature i embedded in the transpose on MC-68000 signatures.
applicdioninstruction stream. Coverage: 36%® Neeads runtime suppat to rehash

L Mem overhead®: 6-15% branch addresses and

An o_mmlzalon célled Branch Address Perf overhead: 6-14% synchronizeit such that the
Hashing reduces memory overhead by :

N X ) rehashing happens before the
elimi natlng reference signatures at H_ardware_. Watchdcg procesor target addresscaculation.
branch pants. with cyclic code signature

generator & branch hashing Main contribution d high
cgpability overal system coverage mmes
Software: Modified asembler and | 'O System detedion.
loader
Path Signature Signatures are omputed for paths 50 urspedfied programs of Requires complicated parser for
Analysis (PSA) (sequences of nodes) rather than asingle | different types from data finding path sets.
[NAMS82] nocke (anocdeis abranch freeinterval). manipulationto I/O control

Program graph is decompased into path
sets, with al pathsin a path set starting
and ending at the same noce. All paths

in a path set have the same signature.

To ensure dl pathsin apath set have
same signature, justifying signatures
haveto beinserted in some nodes.

Combination d reference and justifying
signatures optimizes total number of
signatures.

routines on MC-68000

Coverage: Not Avail able
Mem overheal: 12-35%
Perf overhead: Not Avail able

Hardware: Separate tag memory,
Watchdag procesor with branch
deteding circuit, comparator and
control unit for generating control
signals to the main processor

Software: Modified assembler to
identify and match correspondng
branch entry and exit points (H1)®

Error detedion latency can be
significant since detedionis
dore & the end d the path.

Control flow errorsthat cause
erroneous equenceof pathsto
be exeauted are not deteded.

16 Comments are dther based on explicit assumptions in the referred papers or express our understanding of a given technique.
Consequently there is dways aroom for slightly different interpretation.
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On-line Signature

Applicaionis decomposed into several

Pseudo-random number generator,

Addresss accessed by the

Leaning and sedions, eat having a cetain number string seach, bit manipulation, applicaion processor must be
Chedking (OSLC) (typicdly 64 a 128) of branch-free quick sort, prime number generator | visible onthe external bus.
[MAD9]] intervals (BFI). onZ-80 .
Mostly cortrol bit errors are
A signature generator and awatchdag Coverage: 86.3%" deteaed, few control flow errors
procesor are required. The signature Mem overhead: Not Avail . are detected®.
generator signals beginning andend d a | Perf overhead: Not Avail . Prior t . haLsii
BFI to the chedker and generates the e rior fo runnng, exnaustive
runtime signature of the block. Hardware: A Signature Generator path adivation to generate
with Parallel Linea Feedbad Shift | golden signatures for ead block
On recaving “Exit-From-Block” signal | Register (PLFSR) tied to main in asegment is required.
from the signature generator, the processor (HI), asimple two-stage _ .
cheder cheds the runtime signature pipeline Chedker Synchronization requ red
: : : between the gplication
against signatures of al blocksin the . .
: Software: Exhaustive tester (HI) procesor, signature generator,
same sedion. .
and checker. (See explanation
below)
Time-Time- Program is decomposed into Branch Linked list manipulation, Matrix Difficult to determine time
AddressSignature | FreeBlocks [BFB] (proteded branch manipulation, Quicksort on bounds for the watchdog.
Chedking [MIR95] | freeintervals) and Partition Blocks [PB] | MC680% (8-bit CPU) Sending frequent signals to the

(branch instruction and unpoteded
branch freeintervals). Spedal
instructions are ambedded at the
beginning and end o eat BFB to
signal to an external watchdog
processor.

The watchdaog starts atimer on getting
natification d beginning of BFB or PB.
If natification o end d BFB or PB is
not receved before timeout expires, an
error is deteded.

Notification d addressand dock size
are made to the watchdog at the
beginning of aBFB. At block exit,
watchdog chedks that exit is made &
(start address+ size).

Coverage: 23.9%" (heavy ion
radiation method) 48.6% (power
system disturbance method)
Mem overhead: 35-39%

Perf overhead: 25-30%

Hardware: Timer (HI), Watchdagy
processor

Software: Software to decompose
applicaioninto BFB & PB, and
embed signature instructions

external watchdog may result in
performance degradation.

Concurrent Process
Monitoring with no
Reference
Signatures
[UPA94]

A known signature function (like
moduo-2 sum) is applied to the
instruction stream at compil ation time.
When the acemulated signature forms
an m-out-of-n code or abranch pdnt is
readed, the instructionis tagged.

At runtime, awatchdag verifiesthat at a
tagged instruction, an m-out-of-n code
has been acawmulated.

No reference signatures are required
leading to memory overheal reduction.

Posdgbly no implementation exists

Coverage, mem overheal, perf
overheal: Not Available

Hardware: A signature generator,
an m-out-of-n chedker, branch
detedor

Software: Software to indicate
chedpoints where cde word
neadsto be thedked and tag
memory

One extraword per branch is
required to forcethe
acaimulated signature to
bemme an m-out-of-n code.

Tagging memory may require
allocating an extramemory
word.

Better at deteding control bit
errors, than control flow errors.
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Block Signature
Self Chedking
(BSC) [MIR92Z]

The program is divided into blocks and
ead block isasdgned asignature, asin
the standard approach. The signatureis
the aldressof thefirst instructionin the
basic block.

A subroutine cal i nserted at the
beginning of the block stores the block
signature in a static variable.

A cdl instruction at the end d the block
fetches the signature from the variable
and compares it to an embedded
signature following it. A mismatch
signals an error.

Linked list manipulation,
Quicksort, Matrix manipulation on
MC6809(8 hit CPU)

Coverage: 152249
Mem overheal: 23-35%
Perf overhead: 88-127%0

Hardware: None

Software: Software to identify
blocks, asdgn cdl s and signatures

The assrtionsintroduce ®ntrol
flow instructions of their own,
which are alditional sources of
vulnerability.

The technique assumes absolute
addresses for the start of the
basic block. Thiswill predude
using it for relocatable mde.

May not deted control flow
error that causes blocks to be
exealted in incorred sequence

Enhanced Control-
flow Cheding
with Assertions
(ECCA) [ALK99]

Branch-freeintervalsin a high-level
language (C for their implementation)
areidentified. The entry and the exit
points of the intervals are fortified
through assertions inserted in the
instruction stream.

Before runring, the programis
analyzed, and two variables—Branch
Freelnterva Identifier (BID) and Next
—are adgned to ead interval.

In case of a antrol flow error, the BID
computation will cause adivide-by-zero
error leading to detedion.

2 SPEC Int92 benchmarks
Coverage: 18.4%-37.5% (0221i)

27.8%-73.0% (espresn)
(depends on error model)
Mem overhead: Not avail .
Perf overhead: Not avail .

Hardware: None

Software: A C-language |exer,
filter and parser, signature
generator (HI)

A parser for high-level code can
be mmplex becaise of larger
variationsin code structure &
the high-level language.

For large programs overflow of
NEXT variable value may occur
necesstating areset to aninitial
value, which deaeases coverage
becaise of aliasing.

Table 11: Survey of Representative Control Flow Error Detection Techniques
Thefirst five techniques are hardware-based, whil e the last two are software-based.

Index Explanation

1 Together with application crash, the mverage was 82%.

2 Memory overheal denates the increase in the text segment sizefor the gplication.

3 The memory and performance overheal is in a range because it depends on the gplication,
sincethe size of the blocks depends on the gplicaion.

4 HI denotes that the complexity of the particular resourceis considered guite high.

Together with errors of duration longer than 1 cycle, the mverage was 93.1%. The system
detedion canna be separated from the given results.

6 A control bit error is an error in the instruction word in a block of instructions. A control flow
error is an error in the instruction stream that causes blocks to be exeauted in an incorred
sequence, or instructions within a block to be exeauted in an incorred sequence A control bit
error may leal to a @ntrol flow error if an instruction like jump is affeded. One may proted
against control bit errors withou proteding against control flow errors becaise register errors or
errorsinternal to the processor can also giverise to control flow faults.

7 Together with 4 dher detedion techniques (like aseparate watchdog timer to deted timeouts),
the mverage was 98%.

8 For only control flow errors, coverage is 78%.

Table 12: Explanation of Termsin Table 11
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