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Abstract

This paper proposes and evaluates strategies to build reli-
able and secure wireless ad hoc networks. Our contribution
is based on the notion ofinner-circle consistency, where lo-
cal node interaction is used to neutralize errors/attacks at the
source, both preventing errors/attacks from propagating in the
network and improving the fidelity of the propagated infor-
mation. We achieve this goal by combining statistical (a pro-
posedfault-tolerant clusteralgorithm) and security (thresh-
old cryptography) techniques with application-aware checks
to exploit the data/computation that is partially and naturally
replicated in wireless applications. We have prototyped an
inner-circle framework with the ns-2 network simulator, and
we use it to demonstrate the idea of inner-circle consistency
in two significant wireless scenarios: (1) the neutralization of
black hole attacks in AODV networks and (2) the neutraliza-
tion of sensor errors in a target detection/localization appli-
cation executed over a wireless sensor network.

1. Introduction

A wireless ad hoc network is a group of nodes that are
capable of forming a network without any pre-fixed infras-
tructure. Wireless ad hoc networks (ranging from mobile net-
works of laptops/PDAs to sensor networks) are highly unsta-
ble, highly susceptible to accidental errors (in software and
hardware components), and easy targets of security attacks.
Importantly, these problems stem from the very nature of
wireless networks, i.e., node mobility, deployment in harsh
environments, need for low-cost solutions, limited availability
of communication/computation/energy resources, and broad-
cast communication [1]. The goal of this paper is to propose
and evaluate strategies to build wireless ad hoc networks that
continue to operate correctly in hostile computing environ-
ments, even if some of the nodes have been compromised by
errors1 or attacks. We make the following contributions:

• Introduction of the notion ofinner-circle consistency,
where local node interaction (in a one-hop neighbor-
hood) is used to neutralize errors/attacks at the source,

1The focus of this work is not on transmission errors (e.g., due to fading)
but on errors in the computation, communication, or sensingunits of wireless
ad hoc nodes. Causes of these errors include hardware transients, software
bugs, and device degradation.

both preventing errors/attacks from propagating in the
network and improving the fidelity of the propagated in-
formation. We achieve this goal by combining (1) ase-
cure topologyservice, which discovers the local network
topology; (2) adeterministic votingtechnique, which
embeds application-aware checks that validate the infor-
mation disseminated by exploiting the data/computation
that is partially and naturally replicated in wireless appli-
cations (e.g., neighboring AODV [2] nodes may compute
similar routing information, while near sensor nodes
may collect similar environmental data); (3) astatisti-
cal votingtechnique, which improves the accuracy of the
propagated information and removes hidden error/attack
data by means of a proposedfault-tolerant clusteralgo-
rithm; and (4) threshold cryptography, which guarantees
message integrity despite node intrusions.

• Design and formal specification of aninner-circle frame-
work for wireless ad hoc nodes, a reconfigurable archi-
tecture that provides a common substrate in which one
can embed a wide range of error/attack-neutralization
techniques. By trading off a targeted dependability level
(i.e., guarantees on message integrity) with resource us-
age, the framework can be scaled to the communication,
computation, and energy resources available on a wire-
less node. The architecture spans both software modules
and hardware modules (Crypto-Processorfor tamper-
resistant key-store plus signature creation/verification,
Fault-Tolerant Cluster Processorfor faulty/malicious
data masking).

• Prototype and evaluation of the inner-circle framework
with the ns-2 network simulator [3] using two signifi-
cant wireless scenarios: (1) the neutralization of black
hole attacks in AODV networks and (2) the neutraliza-
tion of sensor errors in a target detection/localization ap-
plication run over a wireless sensor network. The first
scenario is motivated by the devastating impact of black
hole attacks (e.g., 3000% throughput reduction in our ex-
periments) and by the absence of an effective counter-
measure up to the time of this writing [4, 5]. We show
that the inner-circle approach can limit the throughput
degradation to below 22%. The second scenario is mo-
tivated by the experimental evidence that wireless sen-
sor networks can be very unreliable due to sensor de-
vices, which interact directly with the environment and
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fail days before the electronics may fail [6]. We show
that the inner-circle approach can halve energy consump-
tion (double network lifetime) while providing a four-
to-six-fold improvement in target detection latency and
target localization accuracy.

2. System Model

The system considered comprises a setN of mobile nodes
that communicate by exchanging messages through wireless
channels. A node doesnot know the complete setN but can
discover nodes in its proximity by means of periodic beacons.
Correct nodes are associated with unique ids that they main-
tain throughout their life and are aware of their geographicpo-
sition [7]. A threshold cryptography scheme is available [8].

A dependability levelis an integerL ≥ 1 that a (source)
nodex specifies when it wants to diffuse a piece of infor-
mation I in the network. Example criteria for the choice of
L include the importance of the information and the size of
the node’s neighborhood. The inner-circle approach permits
a (remote) recipient nodey of informationI to infer whetherI
was agreed upon byL neighbors of sourcex. To support this
mechanism, we limit dependability levelL to vary within a
predetermined range (e.g.,1 ≤ L ≤ 10) and associate a secret
signing keyKL with each value ofL. KL is not disclosed to
any node but each node only has an(L + 1)-threshold share
of KL (thus,L + 1 nodes must cooperate to sign a message
with secret keyKL). For simplicity, we assume that wireless
nodes obtain their signing key shares from a trusted dealer at
the system’s initialization time; moreover, we do not discuss
potential extensions to support proactive secret sharing [9].

The system computation is modeled by extending the
timed asynchronousmodel [10] to wireless ad hoc networks.
Each node has access to a local hardware clock, but node
clocks are not required to be globally synchronized.

Node Failure. Nodes may fail bycrashingor by becoming
Byzantine. The cause for a node failure may be an accidental
error (e.g., a transient in the hardware or a software bug) or
an adversary that has compromised the node (e.g., by stealing
the node’s secret keys or by reprogramming its software to
execute malicious code).Correctnodes never fail.

Timely Connectivity. In the absence of failures and node
movement, each node is stably connected to its neighbors, and
wireless communication channels aretimely, i.e., if a nodep
sends a message to a neighborq at a timet, thenq receives
the message by timet + δ (whereδ includes both transmis-
sion and processing delays). In that case we say thatp is
t-connectedwith q at time t. Nonetheless, the system ex-
ecutions we consider are subject tocommunication failures,
which can be temporary (e.g., a single untimely reception due
to collisions) or permanent (e.g., no further reception dueto
node movement or adversary jamming).

Adversary. We make the following assumptions about an
adversary: (1) The cryptographic primitives used by correct
nodes are secure. (2) The adversary has limited jamming

range and cannot disrupt communication in the whole net-
work. (3) Compromised nodes are not all capable of collud-
ing by communicating (e.g., through out-of-band channels)
and sharing their identities/secret keys [11]. When nodes do
collude, we count them for the number of different identities
they can present.

3. Overview of Inner-circle Consistency

This section introduces the idea of inner-circle consistency
through an example. Subsequent sections provide a more de-
tailed presentation of the inner-circle consistency algorithms.

Execution Scenario. Consider a hierarchical wireless sen-
sor network deployed over a remote region with the task of
determining the presence of targets/events of interest (e.g.,
a fire in a forest) [12]. At the lowest level, a large number
of sensor nodes, constrained in energy and computation re-
sources, gather environmental data (e.g., sound, temperature,
pressure samples); then, a middle layer of more powerfulcol-
lector nodesaggregates the data from the sensor nodes and
forwards them to an upper layer ofaccess points, which con-
stitute the gateways to the external world. The remainder of
this example focuses on the middle-layer nodes.

Suppose that a collector nodex receives data from a group
of sensor nodes in its proximity, computes an aggregate value
v (e.g., presence/absence of a target) based on the received
data, and propagates valuev to a distant access point. A
sensed signal can be affected by environmental noise; thus,
valuev can suffer from a natural accuracy error. Also, nodex
may be faulty (e.g., physically damaged due to high humidity
or high temperature) or malicious (e.g., compromised by an
adversary) and may report invalid or inconsistent values (e.g.,
wrong target type, or target detection to some access points
and no target to the other access points); this can disrupt the
upper-level node coordination necessary to accomplish addi-
tional tasks (e.g., tracking the detected target).

Inner-circle Concept. To neutralize errors/attacks orig-
inating from a collector nodex, all the collector nodes that
are (securely discovered) neighbors ofx form aninner-circle
that checks and filters any value originating fromx. To send
a valuev, nodex selects adependability level L(see§ 2) and
initiates an inner-circle voting protocol. The protocol involves
only x’s inner-circle nodes and terminates only if at leastL
neighbors agree on valuev—we assume that collector nodes
are deployed densely enough that if a collector nodex detects
a target, with high probability,L of its neighbors also do so.

Inner-circle Mechanism. In agreeing on a proposed
value, the inner-circle voting protocol enables (1) application-
aware checking (deterministic voting) by enforcing that an
agreed valuev satisfies application-specific criteria (e.g.,v
is contained within a predetermined range) and (2) improv-
ing the accuracy of the proposed value (statistical voting) by
combining it with values fromx’s inner-circle nodes.

Whereasx’s errors are handled by its inner-circle nodes
through a deterministic/statistical voting protocol, onemust
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also consider possible corruption of the value(s) forwarded
outside the inner-circle due to faulty/malicious inner-circle
nodes and faulty/malicious nodes on the forwarding paths. In
our approach, the messages an inner-circle propagates in the
network (as a result of the execution of a voting protocol) are
self-checking, i.e., a recipient nodey outsidex’s inner-circle
can check whether a messagem it receives from nodex in-
cludes a value agreed upon by at leastL of x’s inner-circle
nodes, whereL is the dependability level indicated by mes-
sagem. This is achieved through threshold signatures [8].

When initiating an inner-circle voting protocol, a nodex
sends a propose message that specifies the dependability level
L that it wishes to use. An inner-circle node that agrees with
x’s proposed value acknowledges its agreement by replying
with a partial signature obtained with its share of secretKL. If
at leastL neighbors reply tox (i.e., the inner-circle voting pro-
tocol terminates) thenx fuses the receivedL partial signatures
with its generated partial signature and obtains a signatureσKL

of the agreed valuev with secretKL. At this point, nodex en-
capsulates valuev in anagreedmessagem that includes value
v, dependability levelL, and the combined signatureσKL . On
receiving messagem, a remote nodey verifies the validity of
the included signatureσKL (to infer whether the includedv
was agreed upon byL neighbors ofx) before delivering value
v to the local application.

Discussion. A unique characteristic of the inner-circle ap-
proach is that expensive intrusion- and fault-tolerant algo-
rithms are executed only in the proximity of a source node.
The advantage is three-fold: (1) Local interaction enables
fast detection and suppression of errors/attacks, which both
prevents errors/attacks from escalating and avoids an unnec-
essary waste of resources, e.g., messages sent, energy con-
sumed. (2) Executing complex protocols only locally helps
reduce communication overhead and energy consumption;
also, node mobility only affects the execution of the pro-
tocol instances run in a locality of the moving nodes. (3)
Application-aware checking can be more efficient when per-
formed locally, where redundant application information can
be readily available. Conducting this check far from the
source may be questionable due to node movement and trans-
mission delay, which may obsolete the checked information.

The inner-circle approach does trade off performance for
dependability, since the number of errors/attacks it can tol-
erate is limited by the size of the inner-circle, which can be
less than what one can theoretically achieve with standard
fault tolerance algorithms run across the entire wireless net-
work [13]. Defining larger inner-circles (e.g., including all
nodes two hops away from a source node) can effectively re-
balance this trade-off; for ease of presentation, however,the
remainder of this paper focuses on the case of one-hop inner-
circles in a homogeneous set of nodes.

4. Inner-circle Consistency Node Architecture

This section introduces a wireless node architecture for im-
plementing inner-circle consistency applications (see Fig. 1).
At the bottom of the architecture, aPhysical Layer, aMedium
Access Control (MAC) Layer, and aLink Layerprovide best-
effort, single-hop unicast/multicast communication. These
services are abstracted out as aSingle-hop Communication
Service. At the top of the architecture, theApplicationrep-
resents a user application that runs on the wireless node, and
theRouting and Forwarding Servicecorresponds to the ad hoc
routing and forwarding mechanisms implemented in the wire-
less node in support of multi-hop communication. These ser-
vices are not specific to the inner-circle approach.

Five components are unique to the inner-circle architec-
ture: (1) An Inner-circle Interceptor, which intercepts mes-
sages to/from the link layer and performs extra actions for
those messages that match a registered message template (i.e.,
a description of the messages for which the application re-
quests inner-circle checking). Matching outgoing messages
are redirected to the inner-circle services, while matching in-
coming messages are suppressed if they have originated from
a suspected node (i.e., a potentially misbehaving node) or
if the messages’ signatures are incorrect. (2) ASuspicions
Manager, which receives node misbehavior indications from
other inner-circle services and maintains a list of the sus-
pected nodes. The mechanism is such that a nodep sus-
pects a nodeq permanently only ifp has a provable evi-
dence ofq’s misbehavior (e.g., whenp receives a message
m that is properly signed byq but has an invalid field or
violates the currently executing protocol); otherwise, suspi-
cion is only temporary (e.g., for a few minutes). (3) ASe-
cure Topology Service, which enables nodes to discover the
topology of their neighborhood in a secure manner and to
determine in which inner-circle they should participate. (4)
An Inner-circle Voting Service, which enables nodes to per-
form deterministic or statistical voting—as specified by the
application—on the messages/values sent by an inner-circle’s
center (or source) node. (5) A set ofInner-circle Callbacks,
which are application-provided callback functions that supply
an application-specific customization to the inner-circlevot-
ing service and are invoked in response to events occurring in
the node, e.g., arrival of a message that needs to be checked.

The proposed inner-circle consistency node architecture
can be customized depending on the available resources and
the characteristics of the application and of the wireless envi-
ronment. Figure 2(a) and Fig. 2(b) provide two instantiations
of the architecture for ad hoc nodes and sensor nodes, respec-
tively. In the examples, the physical layer is fully hardware-
implemented, the MAC layer is partially firmware, and the
link layer is an integral part of the operating system (kernel or
micro-kernel). Routing and forwarding service is providedby
AODV and Directed Diffusion protocols [2,14]. The architec-
ture also includes two dedicated hardware modules: aCrypto-
Processor, which provides tamper-resistant key-store plus key
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Figure 2. Inner-circle consistency embodi-
ments.

cryptographic functions (i.e., signature generation and verifi-
cation), and aFault-Tolerant Cluster Processor, which pro-
vides key error/attack masking functions (i.e., fault-tolerant
cluster algorithm of§ 4.3). These modules can guarantee
high protection against malicious tampering with the wire-
less nodes, high performance, and low energy consumption
(up to two orders of magnitude less energy than in software
implementations). An early Crypto-Processor was introduced
in [15] and has been reconfigured to trade off performance for
area occupation and energy consumption. A Fault-Tolerant
Cluster Processor has also been developed.

The operating system (Linux for ad hoc nodes and TinyOS
for sensor nodes) is augmented with the Inner-circle Intercep-
tor. The interceptor is implemented in Linux as a loadable
kernel module and in TinyOS as a TinyOS component that ex-
ports a send/receive TinyOS interface, which is directly used
by the sensor application. Other inner-circle services (voting
service, secure topology service, and suspicions manager)are
implemented as user-level daemons in Linux and as TinyOS
components in TinyOS. Applications access inner-circle ser-
vices via an API that allows them (1) to initiate and configure
the services (e.g., selection of deterministic versus statistical
voting, selection of dependability levelL), (2) to specifymes-
sage templatesthat describe the application messages to be
checked (the architecture enables selective use of the inner-
circle approach, as not all application messages are necessar-
ily checked by the inner-circle services), and (3) to specify a
set of Inner-circle Callbacks (whose code resides in a shared
library in Linux and in a TinyOS component in TinyOS).

The following sections discuss the main inner-circle ser-
vices in greater detail. Due to space limitations, formal ser-
vice specifications are relegated to [16].

4.1 Secure Topology Service

A Secure Topology Service (STS)discovers and authenti-
cates bidirectional links up to two hops away and provides
each node with a local topology view. (Two hops are neces-
sary, since a node needs to authenticate its neighbors’ neigh-
bors in order to securely participate in its neighbors’ inner-
circles.) Informally, we assume that there is a known time
interval ∆STS such that an STS implementation satisfies a
Completenessproperty, which formalizes the ability to ex-
clude untimely (e.g., broken) links, andOne-Hop Accuracy
and Two-Hop Accuracyproperties, which capture the abil-
ity to include one- and two-hop timely links. The proposed
STS implementation assumes that local clocks at neighbor-
ing nodes are kept (approximately) synchronized, and it oper-
ates by periodic broadcasting of STS messages (with period
τ < ∆STS/2). An STS message originating from a correct
nodep includes a list ofp’s neighbors, authenticated through
an extension of the fixed Needham-Schroeder protocol [17].

4.2 Inner-circle Voting Service

An Inner-circle Voting Service (IVS)implements two vot-
ing schemes (see Fig. 3).Deterministic votingprevents illegit-
imate values from being propagated in the wireless network.
A valuev agreed upon byc’s inner-circle nodes is the value
initially proposed byc, and it is agreed upon only if it com-
plies with an application-dependent criterionf (the check
method of the Inner-circle Callbacks in Fig. 1).Statistical
voting improves a proposed valuevc’s accuracy. The value
agreed upon by the inner-circle nodes is obtained by the sta-
tistical fusion of an original valuevc from c with correspond-
ing valuesvp from other inner-circle membersp via a fault-
tolerant fusion functionf (thefuseValmethod of the Inner-
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circle Callbacks). Importantly, functionf must cope with ar-
bitrary values sent by faulty/malicious inner-circle members
(see§ 4.3). The objective of statistical voting is to enable re-
liable and securein-network processing, where intermediate
nodes aggregate data collected from a group of nodes before
forwarding the aggregated data to the proper destinations.

Inner-circle voting algorithms are parameterized by a de-
pendability levelL, associated with each agreed message, that
indicates the number of inner-circle nodes that must cooperate
with a center (or source) nodec. Based on the maximum num-
berF of node failures to tolerate–whereFB are Byzantine,FC

are crashes, andFL are due to broken links2—and the num-
berN of nodes in an inner-circle (including the center node),
nodec sets dependability levelL so as to guarantee a min-
imum numberT of non-Byzantine participants in each IVS
execution that completes successfully. It can be shown that
settingL = N − F − 1 guaranteesAgreement, Integrity, and
Terminationproperties of IVS protocols (introduced below)
for T = L − FB. As a special case, fixingL + 1 = 2N/3 and
ignoringFC andFL provides tolerance toN/3 − 1 Byzantine
failures and guarantees that a majority of correct nodes must
agree for the protocol to terminate; this scenario corresponds
to standard Byzantine agreement algorithms.

Informally, the Agreementproperty states that a sender
nodec needs approval from at leastT non-Byzantine inner-
circle nodes in order to assemble a valid agreed messagem
that indicates a dependability levelL. TheIntegrity property
states that a (remote) nodey receiving an agreed messagem
that indicates a dependability levelL can rely on the informa-
tion contained inm. TheTerminationproperty states that an
IVS algorithm execution initiated by a correct nodec is guar-
anteed to terminate. Note that IVS algorithms are not required
to terminate if the initiator node is faulty.

4.3. Fault-Tolerant Value Fusion

This section discusses techniques to implement the fault-
tolerant fusion functionf used in§ 4.2 to support reliable
and securein-network processing. The mathematical problem
considered is the (fault-tolerant) estimation of an unknown
(vector) parameterΘ from a set ofL (vector) observations
P = {p1, . . . , pL} that are corrupted by random noise such
thatpi = Θ + Ni , whereNi are i.i.d. zero-mean random vari-
ables. In contrast with classical estimation theory, we allow
up to a numberF of these observations to be arbitrarily cor-
rupted (beyond noiseNi), owing to faults/attacks.

A simple implementation of functionf is given by afault-
tolerant meanalgorithm originally proposed in the context of
approximate agreement [18] and then applied to fault-tolerant
in-network processing [19]. Fault-tolerant mean is just one of
the many algorithms proposed for approximate agreement and

2If c is not Byzantine, thenFB accounts only for Byzantine nodes inc’s
inner-circle; otherwise,FB accounts also for Byzantine nodes that an agreed
message may encounter during its traversal of the wireless network. FC and
FL always account only for failures inc’s inner-circle.

clock synchronization [20, 21]. The limitation of these tech-
niques, when applied to in-network processing, is that they
always discard a number of input observations, which results
in limited accuracy even in the common case of no faulty data.
High accuracy is important for the inner-circle approach be-
cause local value fusion is done on the data collected by a
limited number of nodes—an inner-circle is not expected to
have more than 10–15 members [22].

Fault-Tolerant Cluster Algorithm . This paper con-
tributes with the proposal of aFault-Tolerant Clusteralgo-
rithm to generate, from a setP of L observations, an esti-
mateΘ̂FT that is highly accurate yet robust to faulty/malicious
data (inP). To achieve this goal, we exclude from the esti-
mation process only those observations that are likely to be
faulty/malicious, i.e., that are inconsistent with the distribu-
tion indicated by the remaining observations. Before present-
ing the algorithm, however, a few definitions are required.

Given a cluster (or set of data points)C and a pointp ∈ C,
we define the distanced(p, C) of pointp from clusterC:

d(p, C) = ‖p− centroid(C \ p)‖ (1)

wherecentroid({p1, . . . , pn}) =
∑n

i=1 pi/n. The justification
for the above definition is that we want distanced(p, C) to be
proportional to the information lost when excludingp from C.
Indeed, consider a setC′ = C\p of i.i.d. observations having
a unimodal p.d.f., symmetric w.r.t. the meanµ. The farther
point p is from µ—for which centroid(C′) is an estimator—
the lower the probability of observing pointp, and thus, the
larger the information3 carried by such an observation.

The fault-tolerant cluster C∗P is defined as the maximum-
size subset ofP such that each pointp ∈ C∗

P has distance from
C∗

P less than a user-specified thresholdη:

C∗
P = argmax

C∈2P
| {p ∈ C : d(p, C) ≤ η} | . (2)

Parameterη must be chosen so that two correct observations
are at distance greater thanη only with negligible probabil-
ity. The justification for the above definition is that we want
to include inC∗

P all observationsp that best fit the underlying
distribution. These observations should be such that, when
considered together, the removal of one of them causes the
loss of only a little information. Thus, we formC∗

P by dis-
carding all those observations that are unlikely to be correct.

Finally, the fault-tolerant estimatêΘFT is defined as the
centroid of the fault tolerant clusterC∗

P:

Θ̂FT = centroid(C∗
P). (3)

Based on the above definitions, Fig. 4 provides a pseudocode
of the proposed fault-tolerant cluster algorithm.

Figure 5 depicts an example in which the current clusterC
comprises four pointsp1, . . . , p4, which are observations of a

3In information theory, the information of an evente is defined in terms
of its probability of occurrencePr{e}: I(e) = log

2
(1/Pr{e}).
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Deterministic Voting. Nodec proposes valuev by sending apropose
messageto its inner-circle nodes (p andq). Receiving nodep checks the
validity of v by evaluatingf (v) and, in this case, sends anack messageto
c, including a partial signatureσKLp

obtained by usingp’s share of secret

KL. On receivingL ack messages, nodec generates its partial signature
σKLc

, creates a total signatureσKL , and assembles anagreed messageto
be sent to the proper destination(s).

Statistical Voting. Node c proposes valuevc by sending asolicit
messageto its inner-circle nodes. Receiving nodep replies with a
value messagethat includes its proposed valuevp. On receivingL
value messages,c computes the setPL of L nodes that have sent their
values, computes a fused valuev = f (vc, vp, . . .), and sends apropose
messagethat includes valuev and the value messages sent by each node
p ∈ PL. On receiving the propose message,p verifies that the included
signatures are valid and thatv was computed by applyingf on the values
{vc, vp, . . .}. In this case,p replies with anack messagethat includesp’s
partial signatureσKLp

. On receivingL ack messages, nodec assembles

anagreed messageto be sent to the proper destination(s).

In both algorithms, the actual forwarding in the wireless network oc-
curs via the node’s routing and forwarding services (see§ 4). Eventually,
a destination node receives the agreed message, verifies theincluded sig-
natures, and delivers the included value to the local application.

Figure 3. Inner-circle Voting Service algorithms.Require: L data points{pi , . . . , pL} and a thresholdη
Ensure: bΘFT is the fault-tolerant centroid
1: // First compute the fault-tolerant clusterC
2: C := {p1, . . . , pL}
3: change:= | C |> 2
4: while changedo
5: change:= false
6: for all pi ∈ C do
7: bΘi := centroid(C \ pi )
8: di := ‖pi − bΘi‖
9: end for
10: if ∃ pi ∈ C : (di > η) ∧ (∀ pj ∈ C : dj ≤ di) then
11: C := C \ pi

12: change:= | C |> 2
13: end if
14: end while
15: // Then computebΘFT as the centroid of the fault-tolerant clusterC
16: bΘFT := centroid(C)

Figure 4. Fault-Tolerant Cluster algorithm.
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Figure 5. Fault-Tolerant Cluster example.

common (unknown) valueΘ independently produced by four
sensor nodesn1, . . . , n4. The current estimatêΘ is computed
considering all available data and has poor accuracy due to
p4—in the figure, we suppose that pointp4 is due to an error in
noden4’s sensor, e.g.,n4’s sensor was physically damaged by
humidity and reports readings stuck at a high value. To decide
whether to exclude pointp4, the fault-tolerant cluster algo-
rithm first computeŝΘ4 as the centroid of points{p1, p2, p3}

and then computes the distanced4 between̂Θ4 andp4. If dis-
tanced4 is greater than a user-supplied thresholdη, thenp4 is
excluded from clusterC. In this case, the new estimate ofΘ
is going to bêΘ4, which is much more accurate than̂Θ.

The fault-tolerant cluster algorithm cannot guarantee re-
moval of (and only of) faulty/malicious data if these data are
very similar to the correct data; however, the negative effect
of such a case should be negligible. It can be shown that [16]:
(1) If the numberF of faulty/malicious points is less than half
of the total pointsN, then conditionδF > δC

1−2F/N guarantees
that only faulty/malicious points are removed, whereδC and
δF represent the maximum distance from̂ΘC—the estimate
computed with only the correct points—in the correct and
faulty/malicious points, respectively. (2) The worst-case sce-

nario corresponds to all faulty/malicious observations cluster-
ing in a pointp∗ at a distanceδ∗F = δC

1−2F/N from Θ̂C. Thus,

the maximum estimation errorE = ‖Θ̂C − Θ̂FT‖ added by
faulty/malicious observations isE∗ = F

Nδ∗F. For instance, the
case in which one third of the points are erroneous (F = N/3)
corresponds toδ∗F = 3δC andE∗ = δC, which indicates that
estimateΘ̂FT is in the range of the correct observations.

5. Application Examples

The next sections demonstrate the inner-circle approach in
two significant wireless application scenarios: (1) the neutral-
ization of black hole attacks in AODV networks and (2) the
neutralization of sensor errors in a wireless sensor network.

5.1. Reliable and Secure AODV Networks: Black
Hole Attack Case Study

This section presents an application of the inner-circle ap-
proach to neutralize black hole attacks in AODV [2] wireless
networks. In a black hole attack, a malicious nodeM ad-
vertises itself as having the shortest (or the most recent) path
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to a nodeD, whose packets it wants to intercept. In AODV
this can be achieved by replying to a received RREQ message
with a malicious RREP message that has a large destination
sequence number.4 Once nodeM has been able to insert itself
into an active routing path, it can drop packets toD. Black
hole attacks are very difficult to detect and protect againstbe-
cause the mere use of user authentication and signed routing
information cannot prevent compromised nodes from gener-
ating correctly signed yet malicious routing packets.

Some work has attempted to cope with black hole attacks
in AODV networks. The proposed techniques require changes
to AODV, have limited coverage and unbounded detection la-
tency because they are based on network-wide mechanisms,
and cannot cope with attack variations (gray hole attacks) in
which a malicious node behaves most of the time as a good
node and only sporadically as a black hole node [4,5,23].

In our approach, each wireless node embeds the inner-
circle framework, which is configured to intercept incom-
ing/outgoing RREP messages and to run the deterministic
voting service (see§ 4.2) to check the validity of those mes-
sages. The execution of the deterministic voting protocol is
adapted to our case study by the instantiation (e.g., in a Linux
shared library) ofInner-circle Callbacks(see§ 4) that imple-
ment AODV-specific actions that prevent black hole attacks.
This service is discussed in Fig. 6(a)–(d) through an execu-
tion example that assumes a dependability levelL = 1. In
Fig. 6(e), a malicious nodeM sends an invalid RREP mes-
sage that never gets approved byM’s inner-circle nodes, and
thus, never propagates in the network.

It is possible to show [16] that if the dependability level
L is chosen so as to guarantee at least one non-Byzantine
inner-circle node other than the center node (i.e.,T = 1,
see§ 4.2), then the proposed mechanism guarantees that only
valid routes are established, i.e., it is impossible for a ma-
licious nodeM to diffuse a malicious RREP message for a
destinationD if M is not on a path to destinationD.

We have used the ns-2 network simulator [3] to study the
effectiveness of the proposed inner-circle approach in neutral-
izing black hole attacks. The simulation parameters and the
results are reported in Fig. 7. Figure 7(a) shows the overall
network throughput (measured as the total number of packets
received in the network divided by the total number of pack-
ets sent in the network). A significant result is that a single
malicious node is capable of inflicting about 1000% through-
put degradation (from 98% throughput with no attack to 9%
throughput with attacks) in a network of 50 nodes. This degra-
dation goes up to 3000% (3.5% throughput) for 10 malicious
nodes. On the other hand, the inner-circle approach pays the
price of a 10% throughput degradation in the absence of at-
tacks (due to underlying STS and IVS communication) but
can significantly reduce the effect of the malicious nodes to
only 22% throughput degradation. Figure 7(b) shows a node’s
average energy consumption. The results indicate that the

4Both RREQ and RREP messages include adestination sequence number
that is used to distinguish fresher routes from older ones.

Simulation Parameters
Topology:1000 × 1000 m2

Number of nodes: 50
Node mobility:

Random waypoint model
Speed 10 m/s, Pause time 0 s

Traffic:
Constant Bit Rate UDP traffic
Send rate: 4 packets/s
Packet size: 512 bytes

Number of connections: 10
Physical layer: 802.11
Transmission range: 250 m
Energy consumption:

Tx 660 mJ, Rx 395 mJ, Idle 35 mJ
Simulation time: 300 s
Inner-circle framework:

STS timer:∆STS= 2 s
Dependability level:L = 1, 2
Secret key length: 1024 bits

Number of experiments: 50
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Figure 7. Simulation study of black hole attack.

overhead brought by the inner-circle approach ranges from
7% in the absence of attacks, to less than 50% in the presence
of attacks. Note that when the inner-circle approach is not
used, black hole attacks result in reduced energy consump-
tion because of the reduced number of messages delivered in
the network.

5.2. Reliable and Secure Sensor Networks: Faulty
Sensors Case Study

This section demonstrates an application of the inner-circle
consistency approach to improve sensor data accuracy in spite
of sensor errors. The scenario considered is a wireless sensor
network deployed in a remote regionR to detect and local-
ize events of interest. It is assumed that a target event at a
locationu emits an energy signalSi(u) that can be measured
by a sensor nodei at locationsi . In addition, the strength of
the emitted signal is assumed to decay polynomially with the
distance, as modeled below [19]:

Si(u) =

{
K · T if d < d0;

K·T
(d/d0)k otherwise, (4)

whereK is the power emitted at the target’s locationu, T is
the sensor’s sampling duration,d = ‖u − si‖ is the distance
between the target and the sensor, andd0 is a constant deter-
mined by the physical sizes of the target and of the sensor.
Since a sensor’s energy measurements are usually corrupted
by random environmental/measurement noise, the total en-
ergy measured by sensori is assumed to beEi = Si(u) + N2

i ,
whereNi ∼ N (0, σN).

The task of each sensor node is to detect the presence of a
nearby target and to estimate the target’s position. To detect
the presence of targets, sensor nodes follow the Neumann-
Person strategy: sensori detects a target if the sensed energy
Ei is greater than a predetermined thresholdλ, a parameter
chosen to maximize the detection probabilityPD while keep-
ing the false alarm probabilityPF below a desired thresholdα.
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(a) In AODV, a sourceS requests a route to a destinationD by flooding a RREQ message in the
network. When the RREQ reachesD, nodeD constructs a RREP, which is unicast back toS
using the reverse route through which RREQ was received. Forwarding nodes update their
routing tables so as to create a route fromS to D.

In the inner-circle approach, the Inner-circle Callbacks maintain a mappingfw in each
node. The mapping associates a pair(D, dseqno)—whereD is a destination node anddseqnois
a destination sequence number—with the set of nodes (depicted in brackets in the figure on the
left) that can forward messages addressed to nodeD when the active route toD has destination
sequence numberdseqno. The operation is as follows:

• AODV service at a node c (initially node D) sends a RREP message
〈RREP, route dst, dseqno, next hop〉, where route dst is destination D, dseqno
is the associated destination sequence number, andnext hop is c’s designated next node
in the process of unicasting the RREP message back to nodeS.

• Nodec’s Inner-circle Interceptor intercepts the RREP message and passes it toc’s Inner-
circle Voting Service (see Fig. 1). At this point, a deterministic voting algorithm is exe-
cuted (see Fig. 3(a)) in which nodec sends to its inner-circle nodes a propose message
that includes the intercepted RREP message.

• On receiving the propose message, an inner-circle nodep verifies thatc’s proposed RREP
is valid (methodcheck of Inner-circle Callbacks). The check succeeds only ifc is the
destination of the sought route (c = route dst) or p considersc as a valid forwarding
node to the route destination (c ∈ fw(route dst, dseqno)).

• If L inner-circle nodes acknowledgec’s proposed RREP, thenc assembles an agreed
message and sends it to all its inner-circle nodes (including c’s designated next hop).

• On receiving the agreed message, an inner-circle nodep updates the local mappingfw to
include both nodesc andnext hop(methodonAgreed); moreover, ifp is c’s designated
next hop, thenp passes the RREP message encapsulated in the agreed message to its
local AODV service.

• The operation continues with nodep’s AODV service sending an RREP message heading
back toS.

Figure 6. Neutralizing a black hole attack.

To localize a detected target, sensor nodes use their own posi-
tion si as estimations. Once a sensori detects and localizes a
target, its task is to send a target notification〈ti , Ei , ui〉 to the
base station, whereti is the detection time,Ei is the energy
level with which the target was sensed, andui is the target’s
estimated position. The directed diffusion protocol stackis
used to support this communication [14].

Sensor devices interact directly with the environment and,
hence, are subjected to a variety of physical, chemical, andbi-
ological forces; this makes them degrade fairly quickly. Field
studies [6] indicate that errors originating in degraded sensor
devices are a major cause of unreliability in a wireless sen-
sor network. Interestingly, these sensor failures are likely to
manifest days before the sensor electronics may fail. Based
on these results, we assume the followingsensor fault model:

• Stuck at Zero, a faulty sensori constantly reports a fixed
reading (a zero reading in this study):Ei = 0;

• Calibration Error, a faulty sensori’s readings are af-
fected by a multiplicative error :Ei = ǫclbr · (Si + N2

i );

• Signal Interference, a faulty sensori reports readings
affected by strong environmental disturbances:Ei =
Si + ǫintf · N2

i , with ǫintf >> 1;

• Positioning Error, a faulty sensori has an incorrect esti-
mate of its own positionsi : si ∼ Uniform(R).

The remainder of this section contrasts two solutions to the
detection/localization problem formulated above: (1) acen-
tralized solution, where the base station collects raw target no-
tifications〈ti , Ei , ui〉 as they are generated by the sensor nodes;

and (2) aninner-circle solution, where each wireless sensor
node embeds the inner-circle framework, which is configured
to intercept incoming/outgoing directed diffusion messages
that carry target notifications〈ti , Ei , ui〉, and to run the sta-
tistical voting service. The execution of the statistical voting
protocol is adapted to our case study by the instantiation (e.g.,
in a TinyOS component) of Inner-circle Callbacks (see§ 4)
that implement sensor-specific actions to prevent both faulty
and redundant data propagation. Due to space limitations, for-
mal specifications of these actions are relegated to [16].

To carry out reliable and secure in-network processing, the
inner-circle solution uses statistical voting to improve the fi-
delity of each field of a target notification〈ti , Ei , ui〉, where the
fault-tolerant cluster algorithm5 of § 4.3 is used as the fault-
tolerant fusion function. In particular, a target’s position is es-
timated locally by (1) computing the distancedi of each inner-
circle sensori from the target (by using Eqn. 4), (2) using a
trilateration algorithm on each triple of pairs(ui , di) to obtain
target location estimatespi , and (3) filtering the obtained

(L
3

)

estimatespi with the fault-tolerant cluster algorithm.
We have used the ns-2 network simulator [3] to study the

effectiveness of the proposed inner-circle approach in coping
with sensor errors. The simulation parameters and the results
are reported in Fig. 8. Figure 8(a) shows the probability of
missing a valid target, which is zero for all configurations
considered. Figure 8(b) shows the probability of a spurious
target detection. In the centralized case (marked as “No IC”
on all graphs), this probability can be as high as 19% (un-
der the signal interference fault model), while the inner-circle

5Parameterη is set based on the standard deviation of noiseNi
2.
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Simulation Parameters
Topology:200 × 200 m2

Number of nodes: 100
No node movement
Sensor Model:

Target sensing rate: 5 s
Neumann-Person threshold:λ = 6.635
Single node maximumPF: α = 0.01
K · T = 20000
k = 2 σN = 1

Single target of 25s duration every 100s
Number of faulty nodes: 10
Sensor fault model:ǫclbr = 2, ǫintf = 10
Physical layer: 802.11
Transmission range: 40 m
Energy consumption:

Tx 660 mJ, Rx 395 mJ, Idle 35 mJ
Simulation time: 200 s
Inner-circle framework:

STS timer:∆STS= 100 s
Dependability level:L = 2..7
Secret key length: 512 bits
Fault-tolerant cluster threshold:η = 5

Number of experiments: 50
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(b) False alarm probability.

0

5

10

15

20

25

30

No Fault Signal

Interference

Calibration Stuck At Zero Position

Fault Model

E
n

e
rg

y
 C

o
n

s
u

m
p

ti
o

n
 

w
it

h
 T

a
rg

e
t 

[J
]

No IC

IC, L=2

IC, L=3

IC, L=4

IC, L=5

IC, L=6

IC, L=7

(c) Energy consumption with target.
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(d) Energy consumption with no target.
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(e) Target detection latency.
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(f) Target localization error.

Figure 8. Simulation study of a faulty sensor network.

solution can reduce it to zero by exploiting target informa-
tion shared by neighboring nodes. Figure 8(c) and Fig. 8(d)
show a node’s average energy consumption both when there
is a target and when there is no target. The figures indicate an
over 50% reduction in energy consumption (due to the ability
of suppressing both duplicate and spurious detections), which
can result in doubling overall network lifetime. Figure 8(e)
and Fig. 8(f) show the target detection latency (i.e., the time
elapsed between when a target pops up and when the base sta-
tion receives the first notification) and the target localization
error (i.e., the distance between the real target location and the
location estimated by the sensor network), respectively. The
inner-circle solution provides a six-fold reduction in detection
latency, and between a four-fold and five-fold reduction in lo-
calization error (for inner-circle sizes over four nodes).

In conclusion, the inner-circle approach provides notably
improved performance in the considered configuration and
fault models. While this result is significant, we cannot ex-
pect the same improvement if node density is sparse or, al-
ternatively, if the signal emitted by the target is weak and is
detected only by very few neighboring nodes (e.g., 1–2). To
study this point further, we have re-run the experiments while
using a weaker target signal (K · T = 10000). Apart from the
miss alarm probability, all considered metrics show an im-
provement similar to that of Fig. 8. The miss alarm prob-
ability, however, increases up to 2-5% for inner-circle sizes
greater than five nodes, where the worst cases correspond to
signal interference and stuck-at-zero fault modes.

6. Related Work

Providing availability despite crashes and node movement
has been investigated by a number of researchers who have
attempted to migrate fault tolerance techniques for distributed
systems (e.g., replication, group communication, checkpoint-
ing) to the wireless domain [24–26]. Because of their
complexity (heavy interaction between non-neighbor nodes),
these techniques have rarely been extended to more complex
failure models (e.g., data corruption, Byzantine faults) [27].

Providing security guarantees (e.g., integrity, authentica-
tion, authorization) is the goal of a significant body of liter-
ature in wireless ad hoc networks (including wireless sensor
networks). However, only a few studies have started to inves-
tigate the protection of wireless environments against internal
attacks [28,29].

In [29], intrusion tolerance is attempted by means of ad-
mission control and threshold cryptography. In order to par-
ticipate in the network, a node must acquire a token (in prac-
tice, a certificate) from its neighbors. The token is collectively
signed byK neighbors (through threshold cryptography) and
must be renewed periodically. The scheme presupposes a lo-
cal intrusion-detection module running on each node and, un-
der the assumption that a malicious noden is eventually de-
tected by a sufficient number of its neighbors, guarantees that
malicious noden is eventually denied access to the network
(its neighbors will revoke its token). The scheme fails if a ma-
licious node changes its neighborhood before being detected
and convicted by its previous neighbors. Consequently, the
network may be left vulnerable to attacks for arbitrarily long
periods—consider, for instance, a malicious noden that in-
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jects malicious attacks intermittently while roaming the net-
work. It could be argued that the proposed inner-circle ap-
proach shares notions of threshold cryptography and localized
message signing with [29]. A significant difference, though,
is to be found in the masking nature of inner-circle voting,
which prevents erroneous data propagation and, hence, avoids
the problems of [29].

The concept of intrusion and fault tolerance has been ex-
tensively studied in the context of distributed systems andhas
resulted in a number of prototypes [15, 30, 31]. The inner-
circle consistency approach differs substantially from these
techniques, as it is specifically designed for mobile wire-
less environments. Typical intrusion and fault tolerance tech-
niques forcibly replicate data and computation on multiple
nodes in order to mask errors/intrusions in a server applica-
tion run on these nodes. In contrast, inner-circle consistency
leverages the partially replicated data/computation thatis nat-
urally available in a locality of a sender node to neutralize
errors/attacks originating from that node.

7. Conclusions
This paper proposes the notion ofinner-circle consistency

to protect wireless ad hoc networks from errors and attacks.
Through local node interaction, errors/attacks are neutralized
at the source, both preventing their propagation in the wire-
less network and improving the fidelity of the propagated in-
formation. Thus, an unreliable and insecure wireless network
is transformed into a dependable network substrate on top of
which applications benefit from improved network reliability
and security. This goal is achieved by combining statistical (a
proposedfault-tolerant clusteralgorithm) and threshold cryp-
tography techniques with application-aware checks to exploit
the data/computation that is partially and naturally replicated
in wireless applications. A formally specified inner-circle
framework is prototyped with the ns-2 network simulator and
used to demonstrate the idea of inner-circle consistency intwo
significant wireless scenarios: (1) the neutralization of black
hole attacks in AODV networks and (2) the neutralization of
sensor errors in a target detection/localization application ex-
ecuted over a wireless sensor network.
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