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Abstract


Geographic information systems combine traditional maps with additional data. The design and use of these systems can introduce a variety of biases and errors. In this paper, we identify and classify biases and errors that arise inevitably from limits on the accuracy of gathered data, from limits on the precision of display technologies, and from the combination of data from different sources. We also propose how designers and users can work with these biases in a professionally responsible way.

1. Introduction


On January 8, 2005, the USS San Francisco submarine collided with an underwater mountain. One crewmember was killed, and 97 others were injured. According to the official report of the San Francisco accident investigation [1] the submarine’s navigation map did not show the mountain, although other maps on board, not used for navigation, did show the mountain. The inaccurate navigation map, therefore, contributed to the fatal accident. 


Modern maps have evolved into computer-based geographic information systems, which integrate traditional maps with additional data. These systems are used extensively by companies for marketing products, by the military for navigation, and by government agencies for urban and regional planning. Figure 1 shows an example of a map created in a geographic information system (GIS).


As illustrated by the story of the San Francisco, inaccuracies in geographic information systems can have morally significant consequences. In this paper, I identify typical biases and errors in geographic information systems. I suggest ways in which designers and users of geographic information systems can handle the effects of the errors in a professionally responsible way. Through several examples, I show that the ethical issues in geographic information systems go well beyond ensuring accuracy
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Figure 1. GIS screenshot using ArcMap software

2. Literature Review

2.1 Ethics of GIS


Previously, scholars have identified four kinds of ethical issues in the design and use of geographic information systems. These four kinds of issues are biases and data errors, the ignorance of users, the misrepresentation of data, and the treatment of people as data. This section summarizes previous work on these four kinds of issues.


Biases and data errors can degrade the trustworthiness of GIS maps. These errors originate from using multiple data types, from malicious altering of data, from software errors, and from outright blunders. Monmonier [2] gives an example of a serious map error due to omission: the American Automobile Association accidentally omitted Seattle, Washington from its map in the 1960’s. Although Monmonier lists several kinds of errors, he does not address the responsible creation and use of maps. Curry [3] defines a “good map” as a map without misrepresentations or biases. However, Friedman and Nissenbaum [4] studied many types of information systems and showed that biases seem inherent in every information system. I will discuss Friedman and Nissenbaum’s taxonomy of biases in Section 2.2.


Some errors are caused by users out of ignorance. Haque [5] claims a lack of GIS knowledge causes unethical mapmaking, and only peer review and continuing education can promote ethical GIS use. Jenkins, McCauley, & Miller [6] examine how a user’s knowledge of the “sinks” and “fill” algorithms in a GIS affects the accuracy of GIS maps. Sinks are small depressions in Earth’s surface that are filled in when water movement is modeled in a GIS. When sinks are eliminated, planners may make decisions that endanger wetland species or increase flooding in some areas. Therefore, the ignorant use of the “sinks” and “fill” algorithms can create errors in GIS maps. 

Some users who are knowledgeable might misrepresent data in a GIS map. For example, a GIS can be used to draw gerrymandered boundaries of congressional districts. Gerrymandering, as shown in Figure 2, is a practice that is legal, yet unethical, and there is no governing body to make sure congressional districts are drawn fairly. While some groups can enforce legal GIS practices, no group monitors the ethical decisions made in a GIS [7, 8].
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Figure 2. Cook County, Illinois 4th and 7th congressional districts


The treatment of people as objects can cause ethical problems for users of a GIS. Curry [3] discusses the concept of a person as an object of study in a GIS. When an individual is used as an object of study, he loses human qualities, and becomes simply a data point. The ethical treatment of a data point is usually defined differently than the ethical treatment of a person. For instance, some data points can be compiled and analyzed without consideration of personal privacy or rights. Curry claims that GIS users have difficulty applying ethics to a GIS because they are simultaneously torn between consequentialist and deontological reasoning: between striving for good consequences in handling data accurately and respecting the rights of individuals. The conflict between consequentialist and deontological justifications is not unique to geographic information systems. For example, a border vehicle search for illegal drugs subordinates the privacy of each individual (a deontological value), to the confiscation of illegal drugs (a consequentialist value).

2.2 Biases in information systems


Friedman and Nissenbaum studied biases in information systems and they identified three types of biases: preexisting, technical, and emergent. A preexisting bias is a personal or societal bias that occurs before data are added to a computer system. A preexisting bias could be intentional or unintentional. For example, a computer algorithm may help a bank officer decide whether to grant a loan based on several criteria, which might be biased. According to the decision criteria, an applicant who lives in an “undesirable” location such as a low income neighborhood could be less likely to receive a loan [4]. A technical bias results from limitations on hardware, software, or algorithms. For example, a mall computer screen restricts what data the user can see. An emergent bias arises after an information system is in use. An emergent bias usually results from changes outside the system. For example, passengers flying internationally may not reserve the most convenient flights if an airline adds international flights to its existing domestic schedule.

3. GIS Terminology


In this paper I consider an intelligent desktop GIS such as ArcMap, a commercial GIS published by ESRI. In an intelligent GIS, geographic data can be acquired and shared in many forms such as maps or models. A desktop GIS runs on a single desktop computer. Other kinds of geographic information systems include embedded, server, and mobile systems. An embedded GIS allows users to access GIS functions from other programs. A server-based GIS allows many users to share data and software on the server. A mobile GIS can be used for collecting or analyzing data in the field [9].


Each geographic information system has a database side, a map side, and a model side. The database side of a GIS contains attributes of geographic data. The map side of a GIS displays the geographic data and layers other kinds of data onto geographic data. For example, in Figure 1, the location of Dover hospitals is shown by points layered over the Dover city limits map. All features in the map are linked to attributes in the database. If a user clicks the mouse to select an object in the map, the corresponding attribute record is highlighted in the database so the user can see information about the selected object. The model side of a GIS is used to build mathematical models that analyze data in the map and database. For example, a hydrology model allows users to compute the volume and flow rates of water. 

Below I define some GIS terms that are used in the examples in section 4. For more detailed definitions of these terms see Burrough & McDonnell [10] and the Web site http://www.gis.com/whatisgis/index.html. 

Digitization is the process of drawing a point, a polyline, or a polygon graphic in a GIS from a paper map or other data set. A polygon is a closed shape such as a square or circle. A polyline is a curve that is comprised of a sequence of short, connected, straight line segments [10]. The road lines displayed in Figure 1 are examples of polylines, and the cities and bodies of water are polygons.


Vector data are composed of points, polylines, and polygons. Raster data are organized on a grid composed of cells of equal size. In raster data, each grid cell contains an integer value to describe the cell [10].


Data are symbolized when a color or shape is assigned to a point, polyline, or polygon. For example, in Figure 1, bodies of water are symbolized as blue polygons.


When used in a GIS, aerial and satellite photographs need to be altered. The alteration allows images of a 3D object with curvature like the earth’s surface to be displayed on a 2D computer screen. The alteration is called a projection. Figure 3 shows three different projections of the earth: the Gall-Peters projection, the Mercator projection, and the Robinson projection. Notice how the shape and size of each continent vary between projections.


Maps in a GIS not only need a projection, but a datum as well. Assigning a datum means using an ellipsoid that represents the earth to establish a coordinate system on a 2D spatial data set.
4. Ethical Issues in a GIS

4.1 Biases


Gerrymandering is one way to introduce a preexisting bias into a GIS. Gerrymandering is a legal, yet unethical process of changing boundaries to favor incumbent candidates, as shown in Figure 2. While gerrymandering is not a practice that is exclusive to geographic information systems, GIS users should understand the ethical implications of drawing biased boundaries using GIS software.
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Figure 3. Top to bottom: Gall-Peters projection, Mercator projection, and Robinson projection


Map projections introduce a preexisting bias to a GIS. Projections represent the 3D earth on a 2D plane such as a computer screen. Projecting a sphere-like object such as the earth onto a flat, 2D plane without distortion is very difficult. As shown in Figure 3, the Gall-Peters projection shows equal areas, but distorts the shapes of boundaries. The Mercator projection stretches and distorts boundaries close to the equator less than boundaries far from the equator. Since boundaries close to the equator experience more distortion, the Mercator projection favors areas close to the equator. To avoid distortion, the GIS user should know the size and shape of his study area. For example, if the study area includes several countries and preserving equal areas is crucial to the user’s analysis, the user should use the Gall-Peters projection.


The method of digitization can introduce a preexisting bias into a GIS map. During manual digitization, a user assigns values to data manually. When planning a new housing subdivision, a user can assign a postal address to a new house through manual digitization. The address is entered into the GIS database as an attribute of the corresponding building polygon in the GIS map. Often, an address is assigned only to a building such as a house, school, or business. A different type of building such as a barn or outbuilding is usually not assigned as address, although the GIS allows the user to assign addresses to any points, polygons, and polylines, including polygons for barns and outbuildings. There are no universal standards for postal address assignments; therefore the decision to assign an address to a building has ethical significance. For example, suppose a farmer has a house and three barns on his property, and the GIS user assigns as address only to the farmer’s house, but not his barns. The house will be favored over the barns if an emergency crew responds to a 911 call using the GIS map. The emergency crew will go to the house before any other building on the same property. If the emergency is in one of the barns, crucial seconds and minutes could be wasted at the house and other two barns. Alternatively, the user could assign the same address to each building located in the same property parcel. This method would assign an address to each building, but does little to solve the problem in the 911 example. Assigning the same address to multiple polygons could create confusion, since buildings would no longer have unique identities. In order to give each building a unique identity, the user could assign a unique address to every polygon in the building layer. Consequently, no two map elements would have the same address attribute, and no building is favored over another building. The user must also weigh tradeoffs between benefits of unique addresses for all buildings and the drawbacks of using more storage space needed to assign a unique address to every polygon in a GIS. The user should maximize the number of addresses assigned in a GIS while keeping within their storage capability.

4.2 Errors


Data collection introduces error into a GIS [9]. For example, professional survey equipment, used to gather terrain data used in a GIS, can measure elevations to only a certain degree of precision; the equipment might round measurements to the nearest meter. A survey of any greatly varied terrain would include inaccurate data. Figure 4 shows how varying elevations can be given the same value because the survey equipment cannot measure precisely enough to distinguish variations in the terrain. Instead of three peaks in the actual terrain, the survey would indicate only two peaks.
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Figure 4. Bold line showing survey data at sub meter level errors


Not only newly collected data, but also old data used to analyze current conditions can produce erroneous analysis. For example, the last comprehensive update of the Topologically Integrated Geographic Encoding and Reference (TIGER) system roadmap occurred in 1990. Some additions to the roadmap have been made since 1990, but recent roads remain omitted. In particular, the TIGER roadmap has an incomplete record for a city such as Las Vegas, which grew by 80% from 1990 to 2000. The layering of a TIGER roadmap with current data from Las Vegas could cause many errors in a map, even if the roadmap was produced accurately. If layering a TIGER roadmap with other data can cause errors in a GIS, why use TIGER data? Because TIGER data can be downloaded for free. Many data sets are quite expensive, so money saved using a TIGER map can be used to purchase data more important to overall map accuracy.


The precision of a satellite or aerial photo’s resolution can be another source of error. In a low resolution photo, each pixel could show a 3 meter by 3 meter area, while a pixel area in a high resolution photo could show a 6 inch by 6 inch area. The size of each pixel determines how much detail is shown in the photo area. A small pixel size such as six inches is required for analysis of small features such as finding the locations of fire hydrants or manholes. A large pixel size like three meters is sufficient for analysis of large features such as determining the boundary of a large lake. While both the six inch and three meter pixel photos may be accurate, if the three meter pixel photo is used for locating manholes, few, if any manholes will be seen in the photo. Therefore, analysis with the wrong size pixel photo, or the combination of other data with the wrong size pixel photo can cause errors in a GIS map.


High resolution photos are more expensive than low resolution photos. With a limited budget, a user must use judgment to balance precision against cost in creating a map. For example, if an expensive six inch pixel photo is required for one part of a map, the user may have to use inexpensive or free data such as the TIGER roadmap for the other part of the map. If the three meter photo can be used without creating unnecessary errors, the user will have more money available for other data, since larger pixel data is much cheaper than small pixel data. The user also must assess storage options for photography. For the same area, high resolution photo requires more memory than low resolution photo.


Ineluctable errors in a GIS map come from drawing polylines: sequences of line segments that represent curves [10]. In Figure 5, two polylines have been drawn: one has 5 segments, the other has 39 segments. The amount of imprecision of each polyline can be observed by comparing each polyline with the original curve. The polyline made of 39 segments clearly represents the original curve better than the polyline of 5 segments.
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Figure 5. Polylines of different number of segments


I believe GIS users should follow a standard to minimize the amount misrepresented by a polyline. For example, the standard could state that a polyline should not be discernable from the original curve at a predetermined zoom level.
4.3 Inconsistencies


Using vector and raster data formats in a GIS creates inconsistencies. For example, comparing layered raster and vector data is difficult. As shown in Figure 6, the points, polygons, and polylines that make up a vector data set rarely match up with a raster grid. The presence of different data formats makes analysis difficult. A user much decide whether to leave data sets in their original formats, or to convert all data to the same type by rasterizing vector data or vectoring raster data. Typically, vector data is rasterized. The rasterization process assigns only one value to each grid cell, based on the data present in the cell [9]. When only one value is assigned to each grid cell, data are easily lost or misrepresented. For example, the polygons in Figure 6 represent crops being grown in fields. Rasterization assigns to each grid cell the value of the polygon occupying the greatest area of the cell. The rasterized data set does not show growth of crop 2 at all. If farm subsidy assignments are made with the rasterized map, then crop 2 will not be subsidized. 
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Figure 6. Rasterization grid cell values


Using smaller raster grid cells increases the probability of representing crop 2. However, the user must use much more memory in order to decrease grid cell size. Figure 7 shows the relationship between grid cell size and memory required.
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Figure 7. Grid cell size vs. memory required


If a user decides to use raster and vector formats, he should define an interpretation rule for analyzing his map. Without a rule, map analysis becomes subjective; a user could interpret cells in different ways to achieve certain outcomes. For instance, by counting every cell that contains any amount of crop 1 in Figure 6, a user could say crop 1 is being grown in 14 of the 16 grid cells, or 87.5% of the total field area. However, only 50% of the field area represented crop 1 when the vector data was rasterized. Therefore, for this example, the user should use a rule defined as a crop can only be counted in a grid cell if more than 50% of the grid cell area is occupied by the crop. Essentially, the user is defining his own rasterization method in order to analyze the two data formats.


Before a data set is added to a GIS, a datum is assigned to the data to fix a set of coordinates for all features on a map as follows. First, a reference ellipsoid is applied to the data.  A reference ellipsoid is used to model the shape of the earth. Second, an algorithm is applied to the data that assigns a coordinate system to the data. Two standard datums are state plane and World Geodetic System (WGS) 84. Inaccuracies arise when a data set with a datum for small areas such as state plane coordinates is combined with another data set that uses a datum for large areas such as the World Geodetic System (WGS) 84. For example, suppose town A is in a data set assigned a state plane datum, town B is in a data set assigned a WGS 84 datum, and the two data sets are combined. Town B will be located according to the state plane datum. The distance between town A and town B is actually 25 miles, but because the GIS locates town B according to the state plane datum, the measured distance in the GIS is only 20 miles. 

Layering data sets with different projections creates inconsistencies in a GIS map. Consider the projections defined in Section 3. A user studying Greenland will have difficulty analyzing a data set in the Gall-Peters projection with a data set in the Mercator projection. Figure 3 shows how the boundaries of the same area do not align when different projections are layered.

4.4 Misrepresentation


In any map, geographic features and data stored in tables are represented as symbols. Some familiar examples of map symbols are blue polygons to represent water and green polygons to represent forests. The rules that define map representations are called symbology. When creating a map using GIS software, the user can choose the default symbology, or the user can define his own symbology. Different symbology definitions represent the same data set in different ways. For example, in Figure 8a, a set of population data for southern Cook County, Illinois is classified using the default symbology method called Jenks natural breaks. Alternatively, in Figure 8b, the user defines his own symbology and represents the same set of data with his rules. While the two symbologies are applied to the same set of data, they represent the data very differently in each respective map. Each map is still a correct representation of data, but could mislead a map consumer.
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Figure 8a. Jenks natural breaks classification
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Figure 8b. Equal interval classification


Not only can different symbologies mislead map users, but the magnification of majorities can misrepresent data and mislead GIS users. The map in Figure 9 [11] shows an example of magnifying majorities. In the 1984 presidential election, Ronald Reagan received all of the electoral votes except those from Minnesota and Washington, D.C. When the electoral votes are mapped, Reagan appears to have won by a landslide However, as seen in Figure 9, most of the electoral votes were won by a small margin; Reagan rarely won more than 65% of the popular vote in each state. A consumer who sees the map in Figure 9 might interpret the relative areas as representing the proportions of votes for Reagan and for Mondell, inferring that Reagan won over 98% of the vote, instead of just 64% of the popular vote.
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Figure 9. 1984 electoral vote map

5. Professional Responsibility


In section 4, I defined four sources of ethical problems in a GIS: biases, errors, inconsistencies, and misrepresentations. In this section, I will review three ways a GIS user or developer can responsibly mitigate ethical problems in a GIS. 

First, when creating maps, a GIS user can compensate for some inconsistencies by using consistency checks. Some inconsistency problems can be solved or avoided by matching the datum, projection, and data format of each new data set added to a GIS to the existing data in the GIS. It is difficult to eliminate all data inconsistencies from a GIS map because a geographic information system can combine massive amounts of data from multiple sources into one document. However, carrying out the consistency checks will at least alert the user that inconsistencies are present in the map. This information helps the user identify the problems caused by inconsistent data, and makes the user accountable for these problems. A GIS user who is held accountable for the inconsistencies is more likely to take responsible action to minimize or eliminate the problems caused by inconsistencies. 

Second, a GIS user can reduce errors in a GIS map by following minimum standards. For example, a user can responsibly minimize errors by following the polyline standard defined in section 4.2. The GIS developer community should formulate standards for users to follow.


Third, a GIS user must choose tradeoffs between cost, storage space, and computation time to minimize errors in a GIS. Since errors are always present in a GIS, the user must decide the best combination of these factors to minimize the effect of errors on map analysis. For instance, if the user must use expensive, high resolution photo that requires a large amount of storage space, he will have to sacrifice computation time. The decisions a GIS user makes are like the decisions engineers make to minimize production time, minimize production cost, and maximize product quality: all three cannot be done at the same time. Typically, an engineer or GIS user is given a production cost, and must produce the product as quickly as possible and produce the highest quality product while adhering to the cost restraints. Of course, the GIS user must ensure that his decisions about cost, storage space, and computation time do not violate the consistency checks and minimum standards applied to the GIS. 
6. Conclusions


Although other scholars have characterized the ethical issues in geographic information systems merely as achieving accuracy, in this paper, I have identified four sources of ethical problems in a GIS. These problems arise from limits on the accuracy of data, from limitations on the precision of measuring instruments and of display technologies, and from the combination of data in incompatible formats from multiple sources. In other words, all data in a GIS are wrong. Thus, designers and users should adopt professionally responsible practices that acknowledge the underlying biases and minimize the effects of erroneous data.
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